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) welcome to the SAP Service Marketplace - Mozilla Firefor

File Edit ‘ew History Bookmarks Yahoo!

Tools  Help

R IE

& - 2

FOR CUSTOMERS

JEi SAP Support Portal®
Tervice.sap.com/zuppert

SAP Business Suite and SAP

BusinessObjects solution and platform

suppart, including software download,

license key requests, customer

messages, and notes database,

= Contack your SAP Suppork

Center or Confracts

Department

Wisit same popular conbent

areas and applications

Portal*
{{{{{ ica zancomésmh

J5| SAP Business Dne Customer

More Innovation. Less Disryption.
Long-Term Predictability.

ﬁﬁ Consulting, Solutions, and
User Group Areas®
service.sap.comflagin

SAP solution reference material,

consulting services, and user group

infarmation,

= Explore these areas

|| SAP Crystal Solutions
Support
waw,sdn.zap, com/ig
fbocfsupport
Customers without @ malntenance
agreement can stil use our support
conktent, Mew ko Support? Get Started
in the Busingss Analvtics Community,

o

FOR PARTNERS

rﬁ SAP Partner Portal
partnersap.com

Large enterprise customer tools,

information, and services for

authorized partners,

= Explore some of the SAP
Partrier Portal's most popular
content areas

ﬁﬁ SME Partner Programs &
Opportunities
channel.sap.com

Small and midsize enterprise

customer tools, information, and

services for authorized partners,

{7} sap-ag.de | https:/jwebsmpl04.sap-ag.def~SAPIDP/O0200662500000023491 2001 E || - sooge
seancn < -2 - D - - - =0 - [0 -
welcome to the SAP Service Marketplace | + -
w Deutsch  EIEIED
Forgat Password? Registration Benefit From Single Sign-on

* Login required % Special authorization required

FOR ALL VISITORS

[ﬁ SAP Community Network
son.Eap.Com

Collaborate on expert forums, blogs and

wikis,

= SAP Developer Metwark (SDM)

= Business Process Expert (B
Carmraunity

= Business Objects Commurity

BOC)

Explore some of the SAP

Cornrunity Metwork's most

popular content areas

|5 sAPHelp Portal
helpsap.com

Authentication Required |

(2]

& username and password are being requested by https: ffwebsmpl04,sap-ag.de, The site says:
"SAP Service Marketplace"

User Mame: | s0005013295

Passward: I T

o« |

Cancel |

Create Message to SAP Support Team to provide the distinguished name to
configure the Saprouter.
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(@) sAP Support Portal - Report 2 Produ
File Edit View History Bookmarks Tools Help

@ o (e o @https:f/websmplol.sap-ag‘de/support T -

Z57 SAP Support Portal - Report a Pro... x [+ Willsys Infosysterns Pvt.Ltd Mail - R... > + -

Kk Maniaths @) — > VT

my Profle  my Inbox my Favorites Quick Links ~ Sitemap  Glossary FAQs  About | Help

Software Downloads  Keys & Requests  Data Administration  Maintenance & Services
Report a Product Error Connect to SAP

¥ Report a Product Error - Customer Messages Add to Favorites

SAP Solution Manager

Release & Upgrade Info | Knowledge Exchangs

l Prepare Solution Search based on data for system SOL 1=l -

Search term (e g. keywords, transaction, program name) *
[Configure SAP ROUTER |

EHS Regulatory Content (TechniData CLEO)
Search Messages

Component I = [l With Subcompenents
= Display my Messages
= Retrieve USPS Unlock Code S S Aok b Eonr .
= Documentation I Extended Search Options =1
- How to Speed up a Message Language [Engish [=]
- Positive Call Closure
= Media Library Search Behavier  (® Linguistic Search ' Exact Search
g e Search Method  [AllWords (AND) [
Search Range Al [=] =
Quick Link Information Sort by [Rankng [+]
> iyt | systompaa =
System ID / Name SOL / wilsolman
Terms of Use Copyright Privacy Imprint Installation Mo. / Name 0020311136/ A1 ERPT
System Type Production system
Product Version SAP SOLUTION MANAGER 7.0 EHP 1
Operating System NT/ANTEL WIN2003 =
Database MSSQLSRY 9.0.3042
Technical Usage Type No technical usage types available
Changed on 26.01.2012 by K Manjulatha (S0005013295)

Connection Status Access Data Provided / ¥, Connection Closed

Navigate to HELP and Support->Report a Product Error->"message to configure_

saprouter’->component type—>XX-SER-NET - priority>HIGH->Send Message
SAP provides the DN name in the Market Place.

Now create a “saprouter” folder is E:\usr\sap

File  Edit Wiew Faworices Tools  Help | "’
&) Back - &3 - ? | ' Search [ Folders | -
Address I__J Eiusrisap LI ﬂ G0
Mlame = | Size | Type | Diake Modified | nttributEL
File and Folder Tasks ¥ I[L111-02-2012-saprouter File Falder 9f10/2011 12:24 AM
[ccms File: Folder 3102011 12:35 AM
Other Places ® CIGUIEMTRIES File: Folder 12)23/2011 5:40 PM
I kernel File Folder aiiofz011 2:58 PM
= usr MW _7.0_Presentation File Falder 1/25/2012 8:19 PM
D My Documents i Lo M o} File Folder S/16/2011 2:59 PM
,J My Compuber | File: Folder 2M4f2017 Z:45 AM
‘3 My Metwork Places .'._'lSMD File Folder If2j2011 4:33 amM
EhsoL File Folder 312/2011 3:29 AM
"Jtrans Fila Fnldar MO0 2edAn AR

Croots e
@ Shorkcuk

Details

€

a Eriefcase

ey L lﬂ Eitmap Image
Arrange Icons By » ] Microsoft Werd Document
Refresh Bl SAPShow Container

g] Microsoft PowerPaoink Presentation
E wWinRar archive

Easte IS sap GUI Shorkeut:

Faste Shorbcut [;j Text Document

E] Microsoft Excel Worksheet

[ B winraR ZIP archive

Properties |

Cuskamize This Faolder...

Undao Mowve CErl+2
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Fil=  E Wiew  Favorices Tools  Help | o
QI Back » ) - b | ! Search Folders | [
Address I]j| Eusrisap LI =a
Mame = Size | Type | Dake Modified | Attributes |
File and Folder Tasks ¥* I 11-02-2012-saprouker File Folder 9/10/2011 12:24 AM
Ihccms File Folder SM0j2011 12:35 AM
Other Places a [CGUIEMTRIES File: Folder 12/23/2011 §:40 PM
I kernel File Folder g/16/2011 2:58 PM
I usr (LMW _7.0_Presentation File: Folder 12512012 S:19 PM
E, My Documents oL File: Folder g8/16/2011 2:59 PM
,_‘l My Computer \—hprfclog File Folder 2142012 2:45 AM
& My Network Places TSm0 File Folder 3{Z{Z011 4:35 AM
500 File Folder 3{Z{2011 3:29 AM
IJtrans File: Folder FMf2011 8:40 AM
Details * \olddaka File Falder 2i14j2012 2:53 AM
File: Folder 2}14)2012 2:54 &M

File Edit Wiew Favorites Tools Help | ;';'
Qback ~ 3 - (¥ | - Search Folders | -
Address IE] E:ustisap j G0
Marme = Size | Tvpe | Date Modified | Attributes |
File and Folder Tasks ¥ [)11-02-2012-saprouter File Folder 9/10/2011 12:24 AM
\Jccms File: Folder 31002011 12:35 AM
Other Places 2 [ GUIEMTRIES File: Folder 12/23/2011 5:40 PM
akernel File Folder Sf16/2011 2:53 PM
() usr MW _7.0_Presentation File Folder 1/25/2012 8:19 PM
D My Documnents oL File Falder g/16/2011 2:59 PM
:J My Compuber IJprfclog File: Folder 21412012 2:48 AM
& My Network Places ChsMD File Falder 3f2f2011 4:33 AM
5oL File Falder 3202011 3:29 AM
Jtrans File: Folder 3/9f2011 &:40 AM
Details ¥ [Zolddata File Folder Z/14f2012 2:53 aM
File Folder 2/14J2012 2:54 AM

Now download the SAP ROUTER Software and Cryptographic Library Software

www.service.sap.com/saprouter-sncadd
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) SAP Service Marketplace - SAProuter Cer
Elle Edit Wew History EBookmarks Yahoo! Tools  Help

IE3
- B+ s =

—

Guick Links  Other Portals  Glossary  Help

& > ‘ sap-ag.de | hbtps:/fwebsmp208.sap-ag.defsaprouter-sncadd c'|| Y - coodle

&' - (o searcn - | - (2 - <D - o - (0 - (w0 -

[} 58P Service Marketplace - SAProuter Certific...

SAP | SERVICE MARKETPLACE

Im Solution Details  Consulting | SAP User Groups
« 4

¥ SAProuter Certificates

my Profile  my Inbox  my Favoribes

Feedback | Add to Favorites

~ SAP Trust Center Services

~ SAF Trust Center Services in Detail
» SAP Passports in your SAF solution
» Single Sign-On with SAF Passports SAR TRUST CEMNTER SERVICES
» S5L Server Certificabes SAProuter is an SAF software program for contralling and monitaring communication between internal and sxternal networks, Because SAP routes all
b S5L Server Certificates for Service Provider accesses to internal systems and all maintenance connections via a correspanding SAProuter, the connection between SAP and the customer is

. S5 Test Server Certificates reduced ko a single SAProuter - SAProuter connection,

SAProuter Certificates
Encrypt your data transfer

= My Company's Certificates
Special server certficates can be issued ko validats Inkernst connections set up For support pUFpOSes betwesn your company and SAP via the

- CP - SAProuter Certificate
SAProuter. In general, they are used For server authentication For encrypted data transfer within mySAP.com via the Generic Security Services APL
= CP - RA Certificabe For SAProuter inkerface (GSS-APL.
= CP - Service Marketplace Root CA
= Service Request/Contacts Apply for a SAProuter certificate

SAPROUTER CERTIFICATE
» Download Area SAProuter cerkificates are available Free of charge From the SAP Service Marketplace.

- Certification Practice Statemsnt and /
Apply Now

Certificate Policiss

Quick Link Information
Want to learn more? Yisit these related topics:
Access this bopic directly at
SAProuter
hitp:f/service . sap.comites

Terms of Use  Copvyright Privacy Imprint

javascript: CallHierkey('HIERARCHY', A _1_3",")

) SAP Service Marketplace - Download Area - Mozilla Firefor
File Edit ‘ew History Bookmarks Yahoo! Tools Help

(3'|| l'GnngIe
- b+ 5=

—

Quick Links  Other Portals  Glossary  Help

sap-ag.de | https:/jwebsmp203.sap-ag.defsaprouter-sncadd

SEARCH ~ |mv@v@v'nvg-t¢v‘v

+

IIH:I ! Salution Details  Consulbing  SAP User Groups

« 1
[ [] % Download Area Feedback | Add ko Favorites

™ SAP Trust Center Services

my Prafile  my Inbox  my Favorites

b SAP Trust Center Services in Detail

= Service Request/Contacts
This is the download area of the Trust Center Service, Here you can download digital certificates and crytographic software,

Download Area

+ Root Certificates Flease use the links in the navigation panel o click on the following links:

= Certification Practice Statement and

Certificate Policies
W SAP Cryprographic Library
B Root Certificates

Quick Link Information
B SaProuter Certificates

Access this topic direckly at

P e e e e B [nkeroperability Information JAA Crypto Toolkit

Terms of Use  Copwright  Privacy  Imprint
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SAP Service Marketplac Download Area - Mozilla Firefox
Ele Edit Wiew History Bookmarks Yahoo! Tools  Help

| sap-ag.de | https:ffwebsmp208 . sap-ag.defsaprouter-sncadd & | |29~ coogs

SEARCH ~ |m'@‘@'i - E"' 5 1%
| SAP Service Marketplace - Download Arsa | + -
[ )@ advancedsearch
| SERVICE MARKETPLACE

my Profile  my Inbox  my Favorites Quick Links  Other Portals  Glossary  Help
IIH : = ! Solution Details Consulting SAP User Groups
[« 4
L # Download Area Feedback | Add to Faverites
~ SAP Trust Center Services _— —_________ ;I
- .
> S0P THLSE Cantar Sarvicss in Datall Linux on Powst 54bit Windows on 1464 64bit
- .
= Service Request/Contacts UinchdontxEeRe B b Windows on x6d o4bit:
Download Area W Linux on z5eries 64bit m 2j05 64bit
= O5/400

= Root Certificates

= Cerkification Practice Statement and
Certificate Policies

Info Page

Quick Link Information

Pttt i e i SAPCRYPTOLIB 5.5.5 -> Windows on x64 64bit
http:/iservice.sap.comftcs

W Select multiple files and then click "add to download Basket" to download more than one file at a time, Get more information about

Terms of Use  C bt B Lmptint
et e, St (L multispanning and how to extract multi-part archives .

Click om [T to request s Sids sffects raport .

" Add to Download Basket Maintain Download Basket JM Select all " Deselect all

The following objects are i for d: load:
File Type Download Object Title Patch Level Info File File Size [kb] Last Changed po
TS SAPCRYPTOLIR 32-10010660. 508 6 o 0 1000 3z Infa 3390 a0.11.2011

Add ta Download Basket Maintain Download Basket ( Select all_J° Deselect Al

Router Software www.service.sap.com/patches

File Edit “iew History EBookmatks ¥ahoo! Tools Help

=

\(_-/_ = sap-ag.de | https:/fwebsmp2is, sap-ag.defpatches c -" - Google
& - [C searcn - | (- (2 - B - - B - el - [0 - CREER
| SAP Suppart Portal - Software Download Ce. |T| e
w k Manjulatha l:l O Advanced Search
my Profile  my Inbox  my Favorites Cuick Links  Sitemap  Glossary  FAGs  About  Help

Knowledge Exchange

Data Adminiskration  Maintenance & Services  SAP Solution Manager  Release & Upagrade Info

Software Do

Keys & Requests

HOME  Help & Support
Software Download Center

IO | plimentary Software Feedback
~ SAP Software Download Center B 5P RFC SDE UNICODE ;I
¥ Support Packages and Patches B 5P SCREEMWREADER EXTENSIONS
. B SAP SPAMISATNT LIPDATE
W SAPCAR
= -2 Index
W SAPCRVPTOLIB
= Browse our Download Catalog
B SAPTMNST
= Search For Suppart Packages and Patches
W SAPROUTER
¥ SAP Suppart Packages in Detail
B SAPSECULIE
¥ SAP Suppart Package Stacks
B SAPSPRINT
» Archive for Support Packages and Patches —
[ ]
» Installations and Upgrades SAESSCEATE
= Ramp-Up Releases and Beta Software .
» Database and Database Patches (From other = SAPUP UMICODE
wvendors) W SEOP INTGR. FOR SAP
= Search For Software Downloads SAP BusinessObjects Integration For SAP solutions
B SECURE LOGIM LIERARY SCE

5L CONWTROLLER

:Q my DOWNLOAD BASKET

B SOFTWARE UPDATE MANAGER
S - B SOLMANLP
Quick Link Information
B ST-A0PT
Access this topic directly at
bt service.sap, com/swdc ® ST-PL
W SYEASE ASE
Terms of Use  Copyright  Privacy  Imprink B SYSTEM COPY TS
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SAP Support Partal - Software Download Center

Ele Edit Wiew History Bookmarks Yahoo! Tools  Help
é £
e

Y seanen = | 0 - () - I -
|' Connecting

w K Maniulatha [ D) Advanced search

my Profile  my Inbox  my Favorites QuickLinks ~ Stemap  Glossary FAQs  About  Help

sap-ag.ds | https:fjwebsmp208 sap-ag.dejpatches

Pl
-@-= -0 - B+ 5=

Software D

Keys & Requests  Data Administration M nManager  Release & Upgrade Info  Knowledgs Exchangs

Software Download Center
[ [»] SAPROUTER Add To Favorites | Fesdback

~ AP Software Download Center =
Can't find the software you are looking for?

I HOME  Help & Support

= Support Packages and Patches

My Company's Application Components" Complimentary Softwars " SAPROUTER

= A-Z2Index
o Erris ey Ba ke Gt Loading navigation subtree. Please, wait...

= Search for Support Packages and Patches

» SAF Support Packages in Detail SEPROLITER:

» SAP Support Package Stacks W SAPROUTER 6.40

» Archive for Support Packages and Patches ® SAPROLTER 7,00
» Installations and Upgrades = SAPROUTER 7.10'

= Ramp-Up Releases and Beta Software

» Database and Databass Patches (From other
vandars)

= Search for Software Dawnloads InfolEage

@ my DOWNLOAD BASKET

wWe are looking For SAP BusinessObjects customers to participate in our SAProuker Usability Study, We would like to observe remately via
screen-sharing technology as wou install and configure SaProuter so that we can drive continuous improvements in our applications and
processes. This is a great way For vou to be directly involved in improving the SAP customer experience. If you are interested, send an

Quick Link Information

Access this bopic directly at email ko supportusabilityi@sap . com today with the subject line 'SARrouter study’, Includs vour name, your S-Lser 1D and wour company
htbp:iiservice sap.comfsude name. # member of the Usability team will be in touch within 24 hours. If you need more information please read our Usabilty Study Eacs.

Terms of Use  Copyright Privacy  Imprink

£ SaP Support Portal - Software Download Center - Mozilla Firefox [_[=]x]
File Edit ‘ew History Bookmarks Yahoo! Tools Help

or
@’- [Q searc = o [ -

{_i SAP Support Portal - Software Download Ce..

- Google }-‘_
-8B -5-@-«-0- W+ 5w
+ -

w k Manjulatha l:l O Advanced Search

my Profile  my Inbox  my Favarites Quick Links  Sitemap  Glossary  FAQs  about  Help

sap-aq.de  https:/fwebsmpZ203,.sap-ag.de/patches

LR ETT LT EG P Keys & Requests  Data Administration  Mainbenance & Services  SAP Solution Manager  Releass & Upgrade Info Knowledge Exchange

Software Download Center

I HOME  Help & Support

Windows on 264 64bit Feedback
> SAP Software Download Center ® Solaris on SPARC 64hit ;l
¥ Support Packages and Patches B Solaris on xdit 54 Ahit

‘Windows Server on IAZ2 32bi

‘Windows on 1A64 63bit

= A-ZIndex .. -
B Windows on 64 Gabit
= Browse our Download Catalog
B 205 37hit
= Search For Support Packages and Patches
® i 6ahit

» SAP Support Packages in Detail
» SAP Support Package Stacks
¥ Archive for Support Packages and Patches

Info Page

» Installations and Upgrades
= Ramp-Up Releases and Beta Software

» Database and Database Patches (From other SAPROUTER 7.00 -> Windows on x64 64bit
wendors)

o o el S R e Kr Select multiple files and then click "Add to download Basket" to download more than one file at a time, Get mare information about

multispanning and how o extrack multi-part archives .

Click on m to request a Side effects repart .

@ my DOWNLOAD BASKET

Quick Link Information Add to Download Basket | Maintain Download Basket w Deselect all

Access this topic directly at

hittp: ffservice, sap., com/swdc The following objects are i for download:;
File Type Download Dbject Title Patch Level Info File File Size [kb] Last Changed
Terms of Use  Copyright Privacy Imprint O SAR saprouter 15-10004305.5ar ssprouter 15 Info 772 04.03.2010 Ll
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Once the software is downloaded copy the saprouter and cryptographic software
into E:\usr\sap\saprouter

& E:.usr'sap',saprouter

File Edit \View Favorites Tools Help | ,";'
Qeack - & - [ F | - Search Folders | -
Address IE] E:usrisapisaprouter j 2

| Size | Type | Drake Modifiec
F7ZKB SAR File 1/19/2011 &
3,343KE SAR File 1/19/2011 4

File and Folder Tasks ¥

Other Places E

Ch sap

D My Documents

:_J My Computer

\.3 My Mebwork Places

£

Details

« | 2l
Uncar the SAR files using SAPCAR.exe executable in the saprouter folder

Run |

— Type the name of a program, Folder, document, or
Internet resource, and Windows will open it far you,

open: I crnd| j

K, I Cancel | Browse, ., |
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= | LA WINDOWS  system32hcmnd.exe

Microsoft Windows [Version 5.2.37901]
{C) Copvright 1985-2803 Microsoft Corp.

C:\Documents and Settingsisoladm>e:
E:%>cd “wusr\sap\saprouter
E:\usri\sapi\saprouter>dir

Yolume in drive E has no label.
VYolume Serial Number is ABB7-F661

Directory of E:\usri\sap\saprouter

02:59 AW <DIR>

02:59 AW <DIR> ..

04:14 AM 3,422,930 90000114 .SAR

B3:32 AW 790,511 saprouter_15-18004305.sar
2 File(s) 4,213,441 bytes
2 Dir{s) 44,999,442, 432 bvtes free

E:Zusri\sap\saprouter>a.

WINDOWS' system 32 cmd.exe

02/14/2012 02:59 AM <DIR>

02/14/2012 02:59 AM <DIR> ..

p1/19/2011 04:14 AM 3,422,930 90000114 .SAR

01/19/2011 03:32 AM 190,511 saprouter_15-10004305.sar
2 File(s) 4,213,441 bytes
2 Dir(s) 44,999 442,432 bytes free

E:\usr\sap\saprouter>sapcar —xuf 90000114 .5AR.
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=4, WINDOWS system 32 crnd.exe

B2/14/2012 : <DIR> .

B2/14/2012 : <DIR> ..

B1/,19/2011 : 3.422,930 99000114 . SAR

Al1/19/2011 : ?9@ 511 saprouter_15-10004305 . sar
1 ) 13 L4641 butes

2 Dir(s) &ty 999 AH2 432 bytes fTree

E : “usrisaphsaprouter>sapcar —x=xvf 90000114 . SAR
SAPCAR: processing archive 90000114 .SAR (version 2.00)
Changelog. txt

LEGAL . THT

LTCENSE . THT

Ver-555.pl130

WHICH . THT

nt—=x86_64

nt—=x86_64/sapgenpse . exe

nt—=x86_64 sapcrvpto.dll

nt—=86_64/ sapcrvpto.lst

ntiabc4

ntiath/=sapgenpse . exe

ntiathas sapcrvpto.dll

ntiatha sapcrvpto.1lst

ntintel

ntintel/sapgenpse.exe

ntintel/sapcrvpto.dll

ntlntelfsapcrypto 1st

EEXXXXXXXXEXXXXEXXXX

et
18 file(s) extracted

E: Zusrisapisaprouter>sapcar —x=xvl saprouter_15-18004305 . sar.

109 AW <DIR> .

159 AW <DIR> ..

;14 AM 3,422,930 90000114 .SAR

:32 AM 790,511 saprouter_15-10004305 . sar
2 File(s) 4, 213 441 bytes

2 Dir(s) 44,999 442 432 butes free

E :\usr\sap\saprouter>sapcar —-xvf 90000114 .SAR
SAPCAR: processing archive 90000114 .SAR (version 2.08)
Changelog. txt

LEGAL . TKT

LICENSE . THT

Yerss5.pl30

WHICH.THT

nt-x86_064
nt-x86_64/sapgenpse. exe
nt-x86_64/sapcrvpto.dll
nt-x86_64/sapcrvpto.lst
ntiabh
ntiab4/sapgenpse.exe
ntiab4ssapcrypto.dll
ntiab4d/sapcrypto.lst
ntintel
ntintel/sapgenpse.exe
ntintel/sapcrvpto.dll
ntintel/sapcrvpto.lst
ticket

SAPCAR: 18 file(s) extracted

XEAXAEAAXEXAXAEXXXXXEXXXXX

E:\usrisapisaprouter>sapcar —-xvf saprouter_15-10004305. sar

SAPCAR: processing archive saprouter_15-10004305.sar (version 2.01)
X nlplng.exe

% saprouter . exe

SAPCAR: 2 file(s) extracted

E:\usr\sapisaprouter>exito

i = — ] — TR
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Set the environmental variables

My computer-> Right Click->properties>advanced->Environmental Variables
SECUDIR=E:\usr\sap\saprouter
SNC_LIB=E:\usr\sap\saprouter\nt-x86_64\sapcrypto.dll

o

M et ety

System Properties E
General I Computer M ame I Hardware
| Advanced | I Automatic Updates I F ermote

“'ou must be logged on az an Adminiztrator to make most of these changes.

— Perfarmance

“izual effects, processor scheduling, memorny uzage, and wirtual memongs

Settingz

— Uzer Profiles

Deszkiop settings related to your logon

)

Settings

— Startup and Becovery

Swztem startup, spstem Failure, and debugaging information

Settings |
I E rvironment W aniables I Error Reparting I
Ok, I Cancel w1 I
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En¥ironment Yariables

~User variables For soladm

JaYA_HOME Ciijzsdkl . 4.2_16-x6d4
MSSOL_DEMAME  SOL

MSSOL_SCHEMA  sol

M3SCL_SERVER  WILSOLMAN

Y ariable | Yalue -

DEMS, TYPE

e Edit | Delete |
— Swskem variables

Yariable | Yalue | -
ClusterLog CHINDOWS Clustericluster . log
Com3pec CHWINDOW S system32cmd. exe b
FP_MO_HOST ... NO
lib C\Program Files\S0LEML 4, 00bin)
NUMEER_CF_P... 2 |

Flew Edit | Delete |
(0] 4 Cancel
Mew User ¥ariable E |
Yariable name: I SECUDIR
Yariable value: I E:\usrisap|saprouter|

Ik I Cancel |

Mew User ¥ariable E |
Yariable name: I SMC_LIE
Yariable value: I orlzap|saprouterint-x86_6<4\sapcrypta, di

Ik I Cancel |
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Environment ¥ariables EHE3 |

—User wariables For soladm

Variable | Value |:|
SAPLOCALHOST wilsalrman
SAPSYSTEMMAME  SOL

— Swskem wariables

Variable | Walue | -

ClusterLog W INDOW S Clustercluster log

ZomSpec AW INDOW S swstem3Zcmd. exe b

FP_MO_HOST C... KO

libs i Program FileshSOQLxML 4, 04bink,

NUMEBER_OF_P... 2 ;I
T I Edit | Deleke |

oK I Cancel I

File Edit Wiew Favoritces Tools Help | o
Q Back -~ ) - T | ' search Folders | =
Address Iﬂ E:usrisapisaprouter LI Go
Mame = | Size | Type | Date Modifiec
File and Folder Tasks ¥ Lntiaed File Folder zil4jz012 5
| nkinkel File Faolder 2/14j201Z2 3
oOther Places F3 Cank-x86_64 Filz Folder 2/14f2012 3
00001 14, 5A4R 3,343 KB SAR Fils 1/19)2011 +
I =ap =] changelog. txt S0KE Text Document FI27]2010 &:
(Y My Documents =l LEGAL. TXT 1KE Text Document 114132001 4
@ My Computer =l LICENSE. T=T 1KE Text Document 2{19/2003 3
& My Network Places Friping.exe 1,028 KB  Application 2f2af2010 2:
[Flsaprouter.exe 1,022 KB Application 2028/2010 12
sapruuter_l5—10004305.sar FTEKE SAR File 11192011 5
Details ¥ =0 ticket 1KE File 111302001 4
Versss.pl30 OKE PL30 File 12§14/2009 1
[Z] WHICH, T=T 3KE Text Document 4{17/2009 &
saprouttab 0KE File zi14j2012 &
4| | i

Download the Distinguished Name from the SMP.
www.service.sap.com/saprouter-sncadd
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)} SAP Service Marketplace - SAProuter Cerl
Ele Edit Wiew History Bookmarks Yahoo! Tools  Help

(— & || {7 sap-ag.de | https: ffwehsmpz08.5ap-ag.defsaprouter-sncadd I | | 2 - Goodle F ‘ P
& - [© seanen -/ | (- () - 0 - g - (8 - e - [0 - B+ s =

[t 5AP Service Markstplace - SAProuter Certific |+ =
R T

QuickLinks  Other Portals  Glossary  Help

SAP | SERVICE MARKETPLACE

my Profile  my Inbox  my Favorites

Im Solution Details ~ Consulting  SAP User Groups

[l 4 ¥ SAProuter Certificates Feedback | Add to Favorites

~ SAP Trust Center Services
¥ SAP Trust Center Services in Detail

» SAP Passports in your SAP solution
» Single Sion-On with SAF Passports SAR TRUST CENTER SERVICES
» S50 Server Certificates SAProuter is an S4P software program For controlling and monitoring communication between internal and external networks, Because S&P routes all

» 551 Server Certificates for Service Provider accesses ko inkernal systems and all maintenance connections via a corresponding SAProuter; the connection bebween SAF and the customer is

= 55L Test Server Certificates reduced bo a single SAProuter - SARrouter connection,

SAProuter Certificates

Encrypt your data transfer

Special server certificates can be issued ko validate Internet connections set up For support purposes betwesn your company and SAP via the

CP - SAProuter Certificate o ! -
SAProuter, In general, they are used for server authentication for encrypted data transfer within mySAR.com via the Generic Security Services APL

= CP - Ra Certificate For SAProuter interface {GS5-APL.

= My Comparty's Certificates

= CP - Service Marketplace Root CA
= Service RequestiContacts Apply for a SAProuter certificate

SAPROUTER CERTIFICATE
» Download Area SAProuter certificates are available free of charge from the SAP Service Marketplace,

= Cerkification Practice Statement and
Apply Now!

Certificate Policies

Quick Link Information
Want to learn more? Yisit these related topics:

Access this bopic directly at ol
hitp:ifservice.sap.comftcs e

Terms of Use Copyright Privacy  Imprink

File  Edit Wiew History EBookmarks  Vahoo! Tools  Help

[} sap-ag.de | https:ffwebsmp208 . sap-ag.de/saprouter-sncadd ¢ | | Y - cooge 5.
EEARI:H"EM"@‘ ~@l-=-0- E"‘ s 8
| + =
[ 1) advancedSearch

uick Links  Other Portals  Glossary  Help

€

SAP Service Marketplace - SAPrauter Certifi

SAP | SERVICE MARKETPLACE

my Profile  my Inbox  my Favorites

IIH: = ! Solution Details  Consulting  SAP User Groups

« 4 i
[ [] rj’ SAProuter Certificates Feedback | Add to Favorites

¥ SAP Trust Center Services

™ SAP Trust Center Services in Detall
» SAP Passports in your SAP salution id Help

} Single Sign-On with SAP Passports 0 Select SAProuter 0 Create & Enter C5R 5 Import Certificate

» 551 Server Certificates

» SSL Server Certficates for Service Provider  Confirm SAProuter

= 55L Test Server Certificates Listed below is the SaProuter which SAP knows for Willsys Infosystems which is configured for SMC,
SAProuter Certificates
= My Company's Certificates B Choose Condfnue,

CP - SAProuter Certificate
CP - Ra Certificate For SAProuter

Note:
» CP - Service Marketplace Root CA
= Service Request{Contacts - . . §
IF a SAProuter is missing below, the system data in your company is nok up-to-date or the SAProuter is nok configured or
¥ Downlosd Area registered correctly,

= Certification Practice Statement and
Certificate Policies

B Contact vour System Administrator,
B Open a customer message under the component ®2-SER-MET.

Quick Link Information

Acress this bopic directly at
http:jfservice.sap.comftes SAProuter Mame | Distinguished Name (Parameter for SAPGENPSE) Target {on SAP-side)

WILSOLMAN CN=WILSOLMAN, DOU=0000915487, OU=SAProuter, 0=SAP, C=DE | sapservZ?

Terms of Use  Copyright  Privacy  Imprink

|28 1 of 24 - Clipboard
Itemn collected.

Distinguished Name—>
CN=WILSOLMAN, OU=0000915487, OU=SAProuter, O=SAP, C=DE
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Now create a “certreq” textfile without any extension in the
E:\usr\sap\saprouter\nt-x86_64 folder

& E:",usr',sap'.saprouter',nt-186_64

File Edit Wiew Favorites Tools Help | ;';'
(JBack ~ ) - ¥ | o~ Search Folders | -
Address Iﬂ E:usrisapisaprouterint-=56_64 j i
Marme = | Sizel Tvpe | Date Modified | Attributesl
File and Folder Tasks ¥ 1KE File 2/14J2012 3:17 AM A
._’?r] sapcrypro, dil 2,316 KB Application Extension  7f22/2010 9:27 PM A
Other Places S sapcrypho. st 1KE LST File 71272010 6:10 PM A
[Msapgenpse.exe 1SEE  Application FlZE{Z010 927 PM a
I=) saprouter

D [y Documents
My Computer
!3 My Mebwork Places

Details

4

Execute theCommand

Sapgenpse get_pse -v -r certreq -p local.pse “<Distinguished Name>”"
sapgenpse get_pse —v —r certreq —p local.pse “CN=WILSOLMAN,
OU=0000915487, OU=SAProuter, O=SAP, C=DE”

fn ____ HE

= Type the name of a program, Folder, document, ar
Internet resource, and Windows will open it For wou,

Qpen: I cmd| j

(4 I Zancel | Browse. .. |

Page 15 of 30
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o | C:HWINDDWS' system3 2t cmd.exe

03:14 AM <DIR> ..
03:14 AM B certreq
69:271 PM 2.31 584 sapcrypto.dll
06:10 PM 42 sapcrypto.lst
07/22/2010 09:27 PH 15,360 sapgenpse.exe
b File(s) 2,386,986 bytes
2 Dir(s) 44,986,920,960 bytes free

E:\usr\sap\saprouter\nt-x86_64>sapgenpse get_pse -v -r certreq —p local.pse "CN=
WILSOLMAN, OU=0000915487, O0U=SAProuter, 0=SAP, C=DE"

Got absolute PSE path "E:\usr\sap\saprouteri\local.pse”.
Please enter PIN:
Please reenter PIN:

gugglied distinguished name: "CN=WILSOLHMAN, 0U=0080915487, 0U=SAProuter, 0=SAP,
Creating PSE with format v2 (default)

Generating key (RSA, 1024-bits) ... succeeded.

certificate creation... ok

PSE update... ok

PKRoot... ok

Generating certificate request... ok.

E:\usr\sap\saprouter\nt-x86_64>.

Now open the certreq file with notepad->
B certreq - Notepad [- (0]

(& 1 of 24 - Clipboar
Tkem collected.

J [E @& @ T Router cUnr.‘.| MJSAPROUTER.‘.‘ @) sap service ... | [ Unt\tledrNu.‘.‘ [0 certreq- N.. B CAWINDOW.. | I Eijusrisapls... | E@H 0y aisam
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Now copy the entire context and paste in the SMP.

e Marketplac SAProuter Certi

Eile Edit View History Bookmarks Yahoo!  Tools ualp

sap-ag.de | https:fjwebsmp208.sap-ag.de/saprouter-sncadd

B+ ==

N

my Profile  my Inbox  my Favaoribes Quick Links  Other Partals  Glossary  Help

searcH ~ | [ ~

| SERVICE MARKETPLACE

m Solution Detals | Consulting  SAP User Groups

.| ¢ saProuter Certificates Feedback | Add to Favorites

¥ SAP Trust Center Services _I

¥ SAP Trust Center Services in Detail
» SAF Passports in your SAF solution I3 Help

0| Select SAProuter Create & Enter C3SR 3 Import Certificate

» Single Sign-on with SAF Passports z

» SSL Server Certificates

» S5L Server Certificates for Service Provider | Confirm SAProuter

= SSL Tesk Server Certificates Listed below is the SAProuter which SAP knows For Willsys Infosystems which is configured For SNC,
SAProuter Certificates
= My Company's Certificates B Choose Continue.

= CP - SaProuter Certificate
= CP - RA Certificate For SAProuter

Note:
= CP - Service Marketplace Rook CA

= Service Request/Contacts
SRy If & SAProuter is missing below, the system data in your company is not up-to-date or the SAProuter is not configured or

» Download Area registered correctly .,

- Certification Practics Statsment and
Certificate Policiss

= Contact your System Administrator.

® Open a customer message under the component XX-SER-MET.
Quick Link Information

Access this topic directly at
http: ffservice. sap. com/tcs | SAProuter Name | Distinguished Name {Parameter for SAPGENPSE) | Target {on SAP-side) |

|WILSULMAN | WILSOLMAN, OU=0000915487, OU=SAProuter, O AP, C=DE| |saDserv2

Terms of Use Copwright Privacy Imprink

Continue 2 |

}SAP Service Marketplace - SAProuter Certi
File Edit Wiew History Bookmarks ¥ahoo! Tools  Help

| | R - Google

-B-=-0- a+ =_ﬁ

— L

my Profile  my Inbox  my Favorites Quick Links  Other Porkals  Glossary  Help

Q

€ 2 | _! sap-ag.ds | https:/jwebsmpZz08. sap-ag.de/saprouter-sncadd

@’-|Q SEARCH = |H’]-'@'-
{__| SAP Service Marketplace - SAProuter Certific |

| SERVICE MARKETPLACE

I“:’i ! Solution Details  Consulting  SAP User Groups

<« 4 i
d? SAProuter Certificates Feedback | Add to Favorites

~ SAP Trust Center Services

Select SAPrauter B Create & Enter CSR. 3 Irnport Certificake
¥ SAP Trusk Center Services in Detail

» SAP Passparts inyour SAP solukion Create CSR on SAProuter

(> S S em i S el Copy & Paste the Following highlighted text and use it as the [Distinguished name] parameter in the ssogenose program running on your SAProuter
b 55L Server Certificates to create the Personal Security Environment (PSE) and Certificate Signing Request (CSR).

» S5L Server Certificates For Service Provider CN=WILSOLMAN, QlU=0000215457, OU=5SAProutern O=5AF C=DE
= 55L Test Server Certificates
Insert the Certificate Signing Request
= My Company's Certificates 1. Copy the Certificate Request generated with sspgenose fram the text file.
= CP - SAProuker Certificate 2. Insett the Certificate Request in the Following text Field.
= P - R& Certificate For SAProuter 3. Choose Request Certificate.
= P - Serwice Marketplace Roaok Ca

= Service RequestfContacts

b Download Area

= Certification Practice Statement and
Certificate Policies

Quick Link Information

Access this bopic directly at
fulsd service. sap.com/ftes

Terms of Use  Copyright  Privacy  Imprint

a Back Request Certificate o .

Page 17 of 30
Willsys Infosystems Pvt Ltd., Email:techsupport@willsys.net, Contact: 040-23732609




V\WILLSYS

y Infosystems

ROUTER CONFIGURATION Confidential Document

SAP Service Marketplace - SAProuter Cerl

Ele Edit Wiew History Bookmarks Yahoo! Tools  Help
€ >
e
&' - senven -] | - () - N -
{7 5aP Service Marketplace - SAProuter Certific | +

Pl
-@-= -0 - B+ 5=

sap-ag.ds | https:{jwebsmp208 sap-ag.dejsaprouter-sncadd

SAP | SERVICE MARKETPLACE
my Profile  my Inbox  my Favorites Quick Links ~ Cther Portals  Glossary  Help

IIH::! Solution Dekails | Consulting AP Lser Groups
[l 4 ¥ SAProuter Certificates Feedback | Add to Favorites

~ SAP Trust Center Services

3 Select SAProuter A Create & Enter CSR - Import Certificate

¥ SAP Trust Center Services in Detail

» SAP Passports in your SAP solution Create CSR on SAProuter

o i Copy & Paste the Following highlighted text and use it as the [Distinguished name] parameter in the sapgenpse program running on your SAProuter
» S5 Server Certficates to create the Personal Security Environment (PSE) and Certificate Signing Reguest (C5R).
» 5L Server Certificates for Servics Provider  CH=WILSOLMARN, OLI=0000915457, OLU=SAFrouter, O=S5AF, C=0E

= 55L Test Server Certificates

SAProuter Certificates Insert the Certificate Signing Request
= My Company's Certificates 1. Copy the Certificate Request gsnerated with sspgenpse from the kext Fils.
® CP - SAProuter Certificate 2. Insert the Certificate Request in the Following text Field.

= CP - Ra Certificate For SAProuter
= CP - Service Marketplace Root CA

- Service Request/Contacks

3. Choose Regquest Certificate,

————— BEGIN CERTIFICATE REQUEST————
¥ITEmDCCAQECAOAWWDELMAKGAL UEBWRMCREV=DDAKEgNYEACTALNEUDESHEAGALTE
= Certification Practice Statement and CxMJU0FDenI1dGYyHRMwEQYDYO0LEwowMDAwOTEL NDg 3MRIwEAYDVOQDEW LIST=T
Gl (il TO=NOU4wgZ8wD0Y TKeZ ThwveHAOEEEOADG TOANT GI AoCEAR+d0W=7Ah ~TTEn? L¥w¥
TdidLtbcwiAUrf ¥WsHOjg801lx0HrOlowt lgknobe9Egi t A¥w=xGke ClHILVb1=S0
MOLCHNES HEUG+hvAXCFIUYcg 9N 4dwal05a¥VEzJ0lsNelfevi pi Ch D4+ EE kel

» Download Arsa

OUICEIRBEG CCR s o FDHDATAUWr01gpudpUFDd 3bTAgHEA ACgADANEgkahk iG9w0BAQUF A A0Eg(Bg InpT
Access this topic dirsctly at wezHZo+ ¥aaH- nj SRIVIDCE Ho3 5 TORukkdHOROSZ teblstknylyEsLkOEgy 0 lga
http:/jservice.sap.com/tes HFw9lGKt jHiocY tQzed i KEKbpdE wFANLVE?ndbnwl VEyapSiwThEe - HERmw 9oyt 4

LDOHw?ECnAlBhvrOvh3naCFkpiQSvirintFV¥ig==

Terms of Use Copyright Privacy  Imprink

QD Back Request Certificate ) _|

ates - Mozilla

File Edit ‘ew History Bookmarks Yahoo! Tools Help

- Google )- ‘ S

B+ s=

sap-aq.de | https:/jwebsmp20s,.sap-ag.de/saprouter-sncadd

searc = o [ -
= .

SAP ‘ SERVICE MARKETPLACE

my Profile  my Inbox  my Favorites Quick Links  Other Portals  Glossary  Help
IIH:= ! Solution Detals  Consulting  SAP User Groups
r_‘# SAProuter Certificates Feedback | &dd ko Favorites
T SAP Trust Center Services =
¥ SAP Trusk Center Services in Detail
¥ SAP Passpotts in your SAP solution
d Help

¥ Single Sign-On with SAP Passports

V550 Server Cortificates 7 Select SaProuter 7] Create & Enter C5R nImpart Certificate

» 55 Server Certificates for Service Provider
« SSL Test Server Certficates Import Certificate into SAProuter.

Below is the certificate For your SAProuter. Please copy & paste the text beginning with "-----BEGIM CERTIFICATE ---
SAProuter Certificates CERTIFICATE --~" nto a local text file on the SAProuter.

= My Company's Certificates Use the sapgenpse option "import_own_cert" ko import the certificate from the file into the SAProuter's PSE.

» P - SAProuter Certificate 00 === BEEGIN CERTIFICATE-----

s MITH7¢¥IKoE IhveNAQCCoIIH320CES sCAQExADALE gkghki Bw0EEwGuyy (DMIICY
+ CP - Ré Certificate for SAProuter DECAenghuIELgINGCHHO aDE LG0T 34D ANE gl ghl i Gow0EBAQUF ADE GHQ swi YDV
« (P - Service Marketplace Root CA 0GEwTERTEM Ao GALUECKMDTO FOMEIwEATDVOOL Ewl TAVEyh 3V0ZXIx FTATEgHVEAN
TDFNEUHIwXR1ciBD 0T Ae Fulsii AyMTQxMDTyMT 1 aFulx Mz AyNT 0xMD TyHMT LatFex
CzAJBgNVEAYTAl RFMQuwC g TDVIQKEWNT QA% E AQBgVE As TCVHEUHIvaXR1 e ETH
» Download Area BEGALTECxMKND EwMDk xNT 4Nz ESMEAGA L UEAMIVO LIMU0 SHTUFOMIG (MADGCS RS T
B3DQEEAQUAR4CHADCELNFE (D /mdFs ewl £0035+EVeCEITnE TenldgFRIEFrES I6w
HIcdDaziFMEEYCp6GzHvi4 T OF clip DpRovlUShES NCwp 2R/ fxxVHP obwFuh £V5
HIPTeHoGiEOUnFYEy TpbDXFHIL 36 Two fut PLUKSKyhQuwCHYF g8 YRbUKVEQ 3420
wIDAQAE o2 Aw] AMEgHVHIMEA £2EA] ARMA4 CA1UADWEE /w)EiwIESDAAE gNVHD4EF o
QUgaW3LExz 1 aHUET 1 g/ o cp A EUAS guHW YD VR0 I BB qwFokUdUSLEIOFDMFuLENE o /B
Quick Link Information DMde /N owD [ TIKoZThweNAQEFEQADgYEA] FER) qZAVS S /nbDZ0 73KvhE £ g3 1Rsub
90bDUkickzr gt OnP4VuiTuK] 8bKZ G378r qlle 33Hz qyUHy Thwgoz ChF 5z /L2 TiHr +T
PriN733iDasIilETMLI svEeltoad Sk 0pKIy sy STz LFul dTnmK 340 1 00yt Snl SUH
TnmeSTT IO CAHAD A ECAZESMANG IS gGSTh 3D 0EBE QUANES « Ozl JEgNVELY
Tik RFMQwuC g YDVAOKEWNT 0VExHD kaB gHVE A TE LN enZp T2 UgTHFya W0 cBxhY 2k
FLASEgNVEAMTC 1NNUCESh 25 0 LENEME 4D TAWND a3 0D EviDAwNF o XD TE LMD cx 0D Ewll
DiwMFowRi ELMAkGALUEERNC REUX DD AKEgHVE Lo TA I NEUD ESMEAGALUECKMIUOF Jen
31ACVyHTwEwYDYQQD Evy: TQVEYh 3V ZX IgQ0 EvyZ 8wD QY JKo ZIhvoNAQEEEQAD gT0
AMIGTAoGEAP43aUxE LITGHTIuN 1w F3HS / U+ TbOnE db e e HEFFSHz 3 ozt z eKd
vEaFlnfd¥addgxallecs inl gBzZ Ak LFE0yEns LARY Wy TUGHz FHF sX24 19K81 15 ZTw =l

= Service Request/Contacts

= Certification Practice Statement and
Certificate Policies

Access this topic directly at
http:jjservice. sap. com/tes

Terms of Use  Copwright  Privacy  Imprint
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Create a “srcert” file without any extension in the same location and paste the

entire text>

s saphsaprouber

File Edit Wiey Favorites Tools Help

aBack > > | o Search Folders | ==

Address I T Erlusrisap)saprouterint-xS6_64

=l E3ee

Mame = Size I Twpe | [ate Modified I Attributes |
File and Folder Tasks ¥ |E=Hcertreq : 1EE File 2/14j2012 3:117 AM A
.ﬂ sapcrypta,dil 2,316 KB Application Extension Flzzfzolo 27 PM o
other Places - sapcrypbo. st 1 KB LST File FI2TI2010 610 PM &
Fsapgerpse.exe 15 KE Application Flzelz010 927 PM o

Iy saprouter

D My Documents

,J My Computer

\:—_J My Metwork Places

Details *

srsaphsaproute

File Edit “iew Faworites Tools Help

o Back ~ ) - 4 | ' Search Folders | [~
Address I_." E:lusrisapisaprouterint-x86_69 ;I 5o
Mame = Size I Tvpe I Date Modified I Attribukes I
File and Folder Tasks ¥ certreq 1KE File 2j14/2012 3117 AM a
.3] sapcrwpto.dl 2,316 KE Application Extension FIZZ2/2010 27 PM o
Other Places ES | sapcryplo. st 1KEB LST File FI27j2010 610 PM A
[sapgenpse.exe 15 KE Application FIZZl2010 927 PM A
Ty saprouter OKE File Zi14f2012 3:24 AM o

D My Docurnenks
,J My Compuker
E:J My Metwork Places

Details 3
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[ srcert - Notepad =]
File Edit Format visw Help
77777 BEGIN CERTIFICATE————— =]

MITH7gvIKOZIhvCHAQCCOITHI 2CCBISCAQEXADALEQK ghk iGOWOBEwWSEgggFOMITCy
DCCAaemgawl BAQINGCXHO ADQEL AQAQ I3 gDANBOK ghk TG SwOBAQUF ADBGMO S WO DV,
QGEwWIERTEMMADGAL UECHMDUOFQMR I WEAY DVQQL Ew 1 TQWEYyhIVOZHI XFTATBGHVEAM
TOFMEUHIVOXRT 1 BDQTAEFWO XM AYMTQXMDIYMT 1aFwlXMZAyMTQXMDIYMT T aMEgx
CzAdBgNVEAYTAKRFMOwwE g Y DVQaK EWNTQWVAXE ] AQEgNVEAS TCWNBUHIwdxR 1 cJETM
BEGALUECKMKMDAWMDK xNTO4 NZESMBAGALUEAXMIWV0 TMUOOMT UFOMI GFMADGCSOGST
h3IDQEBAQUAAd GMNADCETQKEGQD, NOdFsewl 0035+ 5VeGE3YNS7anLd gFk3 2FrB8I 6y
NJCdDaZ1KMH5YCpGGZHVV4IFQFCMRpOEpR9 WSbE%]NCWpZR/FxXVHPwaFWhFVG
HIPTeHCGT ECWmF VY TpBDXFH3 F36vwoTwh Pl x5 Ky hQxwwlHVE Q2 JvKbukvBQ3d2 o
wIDAQABDZAwX]AME NWwHRMEBAT SEA] AaMA4 GAL UDWEE SwiEAawT EBDANBgNVHOA EF G
gaWBLZleaHUZJlEX/UCpAEWAEgWHWYDVROjBngFUAUdUELKIOFDMFmLENPq/B
2/ M] owbQY JK0ZI fivCNAQEF BQADGYEA] REBhOQOZ AV Sy S, MbDZQ7 3KvhET g3 TRSUP
9DbDuk1CAXthOnPquGUmK18bK2G378rqUEE3H2quHVJhwgDZCkPSZ/L2J1HF+T
PEiN79jDosSiIPBULLISVIe0GCad 9gkopr Iy Sy I Z1FmPdT nwhnk3dology Tt 8neSUH
Ummc Oy Twowggk>MI I CAKADAGECAGE SMAOGCSOGST b3 DOEBEQUAME S xC zATBQRVEAY
T Ak RFMOWWC Q7 DVOOK EwhTOVAXHDAABQRVEASTELN] cnZpv 2UgTwRya2 w0 cGxhv2Ux
FDASBYNVEBAMT CLNNUCESh 2 90T ENBM B XD T Aw DC X0 DEWM Dawh F 0D T ELMDC X0 DEWM
DAWMF DwR § ELMAK GALUEBhMCREUXDDAKBGNVBADT ALNEUDESMBAGAL UIECXMIUOFgCm
91 dGVyMRUWEWY DVQQDEWX TOVEYh3VDZXI gouEwgZ SwhQyY 1K0Z I hy CNAQEBBQADGY O
AMIGIADGEAPS3aUxELLUGMWOMNLYP3tHS /quxUrbwbonEdbrwtNkFFSHZz00zt zekd
wEeF Inf4xaBdgxawleczfnlgBzZAak LFE0yENS L4 RVWy FUGMZFHF ax24 1981 I SZ2dw
ABtHz]i6Pakold Ont u+y XPQUr IMs NCxOy QSgw T ZPXCIOLNLGTCOAGMBAAG] Y S WO Y
gQwhwy DwROTAQH BAUWAWEE,/ZA 1 BgNvHRIEH] AchhpodHRwo T Sva2vydm1 i 2S5 zva
0v2 9T L1RDUZAOBGNVHOSBAT SEBAMC ATV wHGY DVROOBEY EFHWNYy i NBQZBZ1 /DT Gww
QzHX ZY EMEBGALUD T wvMEaAF KKSOMNS zRNBvUhDOK7 ThKEI98r BMADGCSOGSIh3D
QEBBQUAAIGEBAI BhL cNLFZSCH27QEG3vHORbSs e02mRTQ2 8AWgNHSNT gHrmDKyYHZHTm
QOLWP ULWT LCF hdOov =3 Bw+H,//HITQQRI+R S maw 73 /CCoziel rNvIoeyQImMms ylBirHoz
vy+uBTY/wHyeIEER42 97wl 1T1IZHD 1 LgSIhgT OHXFO2Z UL 4 MNERY 8BMI ICODCCAGMY
AWIBAGIBEDANEGK ghk 1GOWOBAQUF ADBPMQSWCQY DVQOGEWIERTEMMAOGALUEC hMD O
OFQMRWWS OV DVQGLEXNTZ>] 2 awhi 1 TELhcmt 1 dHES YW TMRGWE g DVOQDEwWE TTVAGUM
v dCBDOT AeFWOWMDAIMT g xMDAWMDBaFw0 20D AXMDE xMj AwMDBaME S xC2A]BgNVBAY
Tk RFMOWWC Oy DVOQKEWNTOVAXHDAABGNVEAS TELNT CcNZpy ZUgTwFya2wocaxhy2Ux
FDASBYNVEBAMTCLNNUCEShZ 90T ENBMIGTMAOGC SOGSIh3DOEBAQUAALGNADCEIQKEY
QD+HMUASPROSLO T w0 IMKkd ZMPHZIT I LAS 3w DwWIKdw ] wiHMdOHLComweaTflfipiarc
FoulTKcq3 950904 ugIws T 6 Ny Y+akTQAXE 6T hwaT pGwhomod00DAR 6V H+ G+ COGHAa
qEXUDMdGijSBBSEaVOISZ72SRFCVCESVACUOGnStiIDAQABD4GLMIGIMAEGA1Ud
EWEB WFmMamBAT SwIQrDVROREEIWHITAaHROCDOVLINT CNZPY ZULICZ FwLmNvhSSUQ
1MwD O v DVR OPAQH  BAQDAGHZME 0GAL UHDgQWBESIWTpi UsS 07 /L FoQocusysgstfas o
AfBgNVHSMEGDAWgESWVTp]USOZ/L7DQBCuSYSESffa/DANngqhk1GBWOBAQUFﬁAO
BgQAPtE2OuT3GLYPTHhelwi SERTa0BthGUDL4 Av2hZgEwut 33 J0ZDLBI DRy +XvxD
MAnomEk dhU4 EAL+ 3Bpde2 ATE] p2PDLNx4 2k 1gnSi4 Spr DY NwWGwZ0 2 <k BNM 7T PDAA
SOy wIKZOdhGHO 1 FLOZEY C7TaRGZx /EZGAr SshmwCk2zbjEA
————— END CERTIFICATE-———-|

| @ & @ T rouer configur... | ] saprouTER 1... | @) 5AP Sorvica Ma... [T 2 Notepad -~ B CAwmDowsts... | £ Eiusrisepisapr... | [EJEL 0 wes an
Now Import the certificate using the below command

:14 AM <DIR> ..

;14 AW 0 certreq

27 PH 2.371,584 sapcrvpto.dll
10 PH 47 sapcrvpto.lst
27 PH 15,360 sapgenpse.exe
4 Filel(s) 2, 386 986 bytes

2 Dir(s) 44,986,920,960 bytes free

E :\usri\sap\saprouterint-=x86_64>sapgenpse get_pse —v —r certreq —p local.pse "CH=
WILSOLMAN, 0U=8000915487, 0U=SAProuter, 0=SAP, C=DE"

Got absolute PSE path "E: \usr\sap\saprouter\local pse”

Please enter

Please reenter PIN

gugglied distinguished name: "CH=WIL , 0U=0000915487, 0U=SAProuter, 0=SAP,
Creating PSE with format v2 (default)

Generating key (RSA, 1024-bits) ... succeeded.

certificate creation... ok

PSE update... ok

PKRoot... ok

Generating certificate request... ok.

E :\usr\sap\saprouterint-x86_64>sapgenpse import_own_cert -c srcert -p local.pse
Please enter PIN:
CA-Response successfully imported into PSE "E:“\usr\sap\saprouteri\local.pse”

E :\usrixsaph\saprouterint-=86_64>.

Page 20 of 30

Willsys Infosystems Pvt Ltd., Email:techsupport@willsys.net, Contact: 040-23732609



R WILLSYS

Infosystems

ROUTER CONFIGURATION Confidential Document

4 AWINDOWS' system32h cmd. exe

2,371,584 sapcrypto.dll
42 =zapcrypto.lst
15,360 sapgenpse.exe
2. 386 986 bytes
2 Dir(s) 44,986,920,960 bytes free

E : Zusrisapssaprouterint-x86_64>sapgenpse get_pse -v —r certrea —p local.pse "CH=
WILSOLMAN, 0U=8000915487, 0OU=SAProuter, 0=SAP, C=DE"

Got absolute PSE path “E:\usr\sap\saprouterilocal.pse”
Please enter PIN:
Please reenter PIN:

Supglied distinguished name: “"CH=WTLSOLMAN, 0U=0000915487., OU=SAProuter, 0=SAP,
Creating PSE with format v? (default)

Generating key (RSA, 1024-bits) ... succeeded.

certificate creation... ok

PSE update... ok

PKRoot . ok
Generatan certificate request... ok.

E : \usrisapA\saprouterint—x86_64>sapgenpse import_own_cert —-c srcert —-p local . pse
Please enter :
CA-Response Successfully imported into PSE "E:\usrisap\saprouteri\local .pse”

E:Nusrisapisaprouterint-x86 64>sapgenpse seclogin —p local.pse -0 soladm

running seclogin with USER="soladm’”

creating credentials for user "WILSOLHAN“Zsoladm™

Please enter PIN:

Adjusting credentials and PSE ACLs to include "HWILS0OLHMANMZsoladm™

Oh, vou supplied vour own name explicitly ... ok.
E:susrisapisaproutericred w2 ... ok,
E:\usrisapisaprouterilocal .pse . o

Added S50-credentials for PSE "E:\usr\sap\saprouterilocal .pse"”
‘CN=WILSOLMAN, 0U=0000915487, O0U=SAProuter, 0=SAP, C=DE”

F :wusrssaphssaprouterint-—x86 64>

S W INDOWS  system3I2hcnmd.exe

Supglied distinguished name: “CH=WILSOLMAN. 0U=0000915487. OU=5AProuter . 0=SAP,

Creating PSE with format v2 (default)
Generating key (RSA, 1024-bits) ... succeeded.
certificate creation... ok

PSE update... ok

PKRoot . ok

Generating certificate request... ok.

E:Zusrssapisaprouterint-—=86_64>sapgenpse import_own_cert —-c¢ srcert —p local.pse
Please enter PIN:
CA-Response successfully imported into PSE "E:‘\usrisaphsaprouterilocal _pse”™

E:\usri\sapisaprouterint-x86 64>sapgenpse seclogin —p local .pse -0 soladm
running seclogin with USER="soladm’
creating credentials for user "WILSOLMAN\soladm™
Please enter PIN:
Adjusting credentials and PSE ACL= to include "WILSOLMAN“Zsoladm™
Oh, wvou =upplied vour own name expllc1tlu ... ook,
E: “usrisaphsaprouteriscred o? ok .
E:Zusrisapisaprouterilocal .pse .. o
Added $S50-credentials fTor PSE "E: \usr\sap\saprouter\local pse’
“"CN=WILSOLHMAN, 0U=00008915487. O0U=SAProuter, 0=SAP, C=DE”

E: \usrisapisaprouterisnt—=86_64>sapgenpse gel_my _name —v —n Issuer
Opening PSE "E:\usri\sap:saprouter:xlocal .pse”™
PSE (v2) open ok.
Retrieving my certificate... ok.
Getting requested information... ok.
550 for USER "soladm™
with PSE file "E:“\usrisap\saprouterAxlocal . pse”

Issuer : CH=SAProuter CA, 0U=SAProuter, 0=SAP, C=DE

E:Zusrswsapisaprouterint—x86 64>

The Router is configured successfully
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Now we need to maintain the details in the saprouttab file

Ele Edit Mew Hstory Bookmarks Yahoo! Tools  Help

_@_ ‘3’ sap-ag.de | https:jfwebsmpl07 .sap-ag.de/saprouter-snedoc c ||"l‘ Google F ‘ M«

6"' searcH ~ | [ - -.9--:1--@-

K Manjulatha @) [ ) Advancedsearch

my Profile  my Inbox  my Favoribes QuickLinks  Stsmap  Glossary FAGQs  About  Help

Software Downloads  Keys & Requests  Data Admi

Connect to SAP

intenance & Services  SAP Solution Manager  Releass & Upgrads Info Knowledge Exchange

|—_9‘? SNC: Installing crypto functions Subscribe | Add to Favorites
~ Connect to SAP _I

= Awailable Connection Types # SNC conmection to and from SAP

~ Technical Prerequisites KI "p:CN=gapservZ, O0U=S5AProuter, O=SAP, 6 C=DE" 194_39_131.34 *
How ko set up a Remote MNetwork: # SNC conmection to local system for RJ/3-Support

Connection # Bf3 Server: 192 168 1.1

# BR/3 Instance: 00

» Howe ko configurs Ehe SAProuker
KP "p:CN=sapserwv2, OU=SAProuter, O=SAP, C=DE" 1%2_168. 1.1 3200

# SNC conmection to local WINDOWS system for WIS, if applicable
# Windows server: 192.168.1.2

# Default WTS port: 3389

[@1 Management Overview KP '"p:CN=sapserwr2, OU=SAlrouter, O=SAP, C=DE" 192_168.1_ 2 3349

[ Cryptography Fundamentals

[ smc: Installing crypho functions
# SNC conmection to local UNIX system for SAPtelnet, if applicable

[#1 Technical Specifications (Adohe PDF, B UNIX server: 192 168.1.%

SEKE) # Default Telnet port: 23

[ VPN Fundamentals KP "p:CN-sapserv2, OU=SAProuter, 0=SAP, C=DE" 192.168.1.3 23
® How to make Internet Connections # SNC commection to local Portal system for WRL access, if applicable
ZeE e # Portal server: 192 168 1.4
b Necessary Software # Port number: 50003

KP '"p:CN=sapserv?, OU=SAProuter, O=SAP, C=DE" 192 _168.1 4 50003
= Contacts
» IPV6 at SAP Support # Access from the local Network tao SAP

P 192 168.*.* 154.39.131.34 3293

» Documentation
- Learning Map # deny all other connections

Do
= Freguently Asked Questions i 3 .

SNC connections registered to sapservd in Singapore
= Media Library

# SNC conmection to and from SAP
| RS A S e . o cmm o e = cm - [SAP Support Portal - SNC: Installing crypto Functions - Mozilla Firefosx

aprouttab - Notepad =] E3
Eile Edit Format Wiew Help
[#F SNC—connection from and to SAR =]

KT "p:i:CH=sapserv2, oU=SAProuter, ©=SAP, C=DE" 194.39.131.34 %

# SHC-connection from Sap to Tocal R/3-System for Support
KP "piCH=sapserwv2, oOU=SAProuter, O=34F, C=DE" wilsolman 329%
KP "piCM=sapserw2, oU=SAaProuter, O=S5aP, C=DE" 202.55.133.235 3380

# snC-connection from sar to Tocal r/3-system for metmesting, if it s needed
KP "piCHN=sapserwv?, OU=SAProuter, ©=%SAP, C=DE" 202.65.133.233 1503
KP "piCH=sapserv2, OU=SAProuter, ©=SAP, C=DE" 202.65.133.235 3389

# SMNC-connection from sap to Tocal R/3-System for saptelnet, if it is needed
KP "piCH=sapserwv2, OU=SAProuter, o©=34F, C=DE" 202.65.133.233 23
KP "piCM=sapserwv2, OU=SAProuter, oO=54P, C=DE" 202.65.133.235 3360

# access from the local Mmetwork to saPMet - RA3 Frontend (oss)
P 202.65.133.233 194.39.131.34 3299 *

P EHPS 194.39.131.34 3299
# dery all other connections
P oW oW owow

I [& & @  ©]saPROUTER_14022012..., | B Y WINDOWS system3z. . . | |7y Ethusrisapisaprouter || 4 saprouttab - Notepad By EE 4y s:0am
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We can use saprouter —r to start
Saprouter —s to stop the SAP Router Manuall

Confidential Document

| startup Type

| Log on as

sapccmsr.00 Mame  # | pescription | Status
Metwiork DOE Provides n... Disabled
Start the service 4 Mebviork DDE DSOM Manages D... Disabled
= 4 Mebvsork Location A... Collecks an...  Started Manual
i Mebviork Provisionin Manages ... Manual
S NT LM Security Sup... Provides s.. Manual
4 Office Source Engine  Sawves inst. . Manual
“@yPerformance Logs ... Collecks pe. .. Autamatic
“aPlug and Play Enables ac... Started Automatic
“aPortable Media Seri... Retriewves t... Manual
B Print Spoaler Manages al... Started Automatic
S Protected Storage Protects st...  Started Automatic
P remote Access AUE... Crestes a ... rManual
#nRemote Access Co Crestes a ... Started Manual
3 Remote Deskiop H Manages a... ranual
f3Remote Procedurs ... Serves ast... Started Automatic
3y Remote Procedurs ... Enables re... Manual
fyRemote Registry Enablesre...  Starked Aukomatic
iy Removable Storage Manages a... Manual

Local System
Local System
Local System
Local System
Local System
Local System
Metwork 5.,
Local System
Local System
Local Systern
Local Systern
Local Systemn
Local Systemn
Local Systemn
Metwork 5.,
Metwork 5.,
Local Service
Local Syskem

EhResultant Set of Po... Enables a user ko conneck ko a remote computer, access the Windows Management Instrurentation database For |

Offers rout...  Started Aukornatic

Hn R.outing and Remat,

I Marual

i SAPOsCol Started Automatic
iy SAPSMD_98 Started Autamatic
iy SAPSOL_00 Started Autamatic
3 SAPSOL_O1 Started Autornatic
%3 Secondary Logon Enables st...  Started Autamatic
s Security Accounts ... The startu. .. Started Autoratic
% Server Supports fil...  Started Autamatic
s Shell Hardware Det. Provides n. Started Autornatic
%3 Smart Card Manages a. .. Manual

ty Special Administrati...  Allows adm. .. Manual

% 50L Server (MSSGL... Provides st...  Started Autamatic

0% 0 B O S S

Disabled

fir ko akic

3y SOL Server Active ...  Enablesint...

o Sarwer Aoank £

[ Startad

Local Syskern

Jsoladm

ismdadm

“soladm —
ASAPSery...

Local System

Local System

Local System

Local System

Local Service

Local System
Local System
Metwork 5.,

1 ocal Suctam

% Extended A Standard /

If we want to create as a service we need to execute the below command (Refer

Note:525751)

Note 525751 - Mo
Ele  Edit Wew Hi

refox

ory  Beokmarks  Yshao! Toals  Help

| sap-ag.de | https:{fwebsmpz30 sap-ag.defsap(bD1 biz iPTawM

Jbe/bspispnisapnotesfindex? htmrumm=525751

c | |-" ~ Google

- R g @ - -

searcn + | [ -

L+

B> Note 526751 - Installation of the SNC SAPRouter as NT Service
Hote Language:

| Download Corrections | [ Compere versions

Version: 14

Content: Summar Heacer Data Releases Related Motes Attachiments

Symptom

setting up the SNC SAProuter as a windows NT service.
Reason and Prerequisites

minimum: sSaprouter wersion 31

Solution

the service from the command Tine:

dmportant that all parameters be in a character string delimited by .

also Wote 30289 or goto the following T4ink at http:/ service.sap.comfsaprouter-sncdocl.

Page 23 of 30

Subseribe | Addto Favorites

Validity: valid since 21.03.2003

Go to SAP Hote: __525751

If the sSaprouter has already been entered as a service with srvany.exe, the definition of the service from the

registry (path: HKLM -> System —> CurrentControlset -> services -»> saprouter) should first be removed and then the
machine should be rebooted.

» Replace <path> with the <orresponding path to saprouter.exe and <your_distinguished_names> with the
"pistinguished name" registered for your dnstallation from the Trust center sSerwvice - Download area. IT is

# as of version 25 (3.0E) a route permission table file (SAPROUTTAEB) must be specified for the saprouter (see

Willsys Infosystems Pvt Ltd.,
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ntscmgr install saprouter -b <path>\saprouter.exe -p "service -r -W 60000 -R
<path>\saprouttab -K *p:<your_distinguished_name>""
o | C:HWINDDWS', system3 2 cmd.exe
E:\usrisap\saprouteri\nt-x86_64>sapgenpse get_my _name -v -n Issuer
Opening PSE "E:\usr\sap\saprouter\local .pse”. ..
PSE {v2) open ok.
Retrieving my certificate... ok.
Getting requested information. .. ok.
550 for USER “"soladm™
with PSE file "E:\usri\sap\saprouter\local.pse”

Issuer : CN=SAProuter CA, 0U=SAProuter, 0=5AP, C=DE

E: \usr\sap\saprouter\nt -x86_6&>ntscmgr install saprouter -b E: \usr\sap\saprouter
\saprouter .exe -p "service -r -4 60000 -R E: \usr\sap\saprouter\saprouttab -K “p:
CHN=WILSOLMAN, 0U=0800915487, 0U=SAProuter, 0=SAP, C=DE™’

CreateService SUCCESS

E:\usrisap\saprouter\nt-x86_ 64>

The service is created successfully
cmd->services.msc

— Type the name of a program, Folder, document, or
Internet resource, and Windows will open it far you,

Qpen: S EFYICES, MSC ﬂ

K, | Cancel | Browse, ., |
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Eile Action Wiew Help
- = | B |2 » = Il =
@ Services (Local) (Local)

saprouter Mame  / | pescription | Status | Startup Type | Logonas | -]
"84 Office Source Engine  Saves inst... Manual Local System

Start the service %Performance Logs ... Collects pe... Automatic Metwark 5.,

— & Plug and Play Enables ac... Started Automatic Local System
%Portable Media Seri... Retrievest... Manual Lacal System
& Print Spooler Manages al... Started Automatic Local System
%Protected Storage Pratects sk.,,  Started Automatic Lacal System
%Remnte Access Aok, Creates a .. Manual Local System
%Remote Access Co...  Createsa ... Starked Manual Lacal System
%Remota Deskkop H... Manages a... Manual Local Syskem
%Remute Procedure ... Serves ast.,., Started Aukomatic Metwork 5.,
%Remota Procedure ... Enablesre... Manual Metwork S,
%Remute Reqistry Enables re.,,  Started Automatic Local Service
%Removable Starage Manages a... Manual Lacal System
# Resultant Set of Po... Enables a ... Manual Local System
%Routing and Remat... Offers rout... Starked Automatic Lacal System

sapccmsr. 00 Manual S\SAPSery...
%SQPOSCN Started Automatic Ysoladm
%SAPSMD_‘BE Started Automatic Asmdadm
2 SaPSOL_00 Started Automatic J\soladm
%SAPSOL_UI Started Automatic ASAPSery...
& Secondary Logan Enables st...  Started Automatic Local System
%Securlty Accounts .., The starku,,.  Started Automatic Lacal System
Server Supports Fil...  Started Automatic Local System
%Shell Hardware Det... Providesn... Starked Automatic Lacal System
%Smart Card Manages a... Manual Local Service
%Speclal Adminiskrati,.,  Allows adm, .. Manual Local System
%SQL Setver (M3S0L... Provides st... Started Automatic Lacal System
%SQL Server Acktive ... Enables int... Disabled Metwork 5.,
%SQL Setver Agent (... Executesj... Started Automatic Lacal System
#2450l Server Browser  Provides 5. Started Automatic Local System
%SQL Server FullTex... Quickly cre... Started Automatic Lacal System
%SQL Server W55 Wri... Providesth... Started Automatic Local System
B Curcbarn Fuank Mok Monikoes = Stavkad ko abie Loral Suckar =i
Extended A Standard J

saprouter Properties (Local Computer) E E3 |

General LogOn I Fiec:over_l,ll Dependencies I

Log on asz:

" Local System account

[ Allow service tointeract with deskiop

I.\Snladm
Pazzword: I.o... [T YT
LConfirm pazzword: I""' LI LY

“ou can enable or dizable thiz zervice for the hardware profiles ligted below:

Hardware Profile | Service |
Profile 1 Enabled

Ensble | Disable |

ak. I Cancel I Lmmly I
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File  Action View Help
- = | 2| 2 - om
[ Services (Lacal) |
Select an item to view its Mame  # | Description | status | Startup Type | Logonas | |
description, " office Source Engine  Saves inst. ., Manual Local Systsm
¥nPerformance Logs ... Collects pe... Automatic Network ...
2 Plug and Play Enables ac... Started Automatic Local System
“inPortable Media Seri... Retrievest. .. Manual Local Systsm
“EnPrint Spooler Manages al... Started Automatic Local Systsm
Protected Storage Protects st... Started Automatic Local System
“¥aRemate Access AUt Createsa... Manual Local System
%Remota Access Co.,. Crestesa,..  Started Manual Local System
#Remats Desktop H...  Manages a... Marual Local System
Remots Procedure ... Serves ast... Started Automatic Hetwork 5.
“faRemate Procedure ... Enables re... Manual Hetwark ...
%Remote Registry Enables re...  Started Automnatic Local Service
HRemovable Storage Manages a... Marual Local System
BaResultant Sef of Po... Enables a ... Manual Local System
S Routing and Remet, .. Offers rout...  Started Automatic Local System
sapccmse, 00 Manual \SaPSery...
Hnsaposcal Starked Autornatic \soladmm
Blsanrouter Started Automatic “\soladm
S sAPSMD_o8 Started Automatic Asmdadm
SsapsoL_oo Started Automatic \soladm
i sAPSOL_D1 Started Automatic A\SAPSery...
“finSecondsry Logon Enables st...  Started Automatic Local Systsm
Sscourity Accounts ... Thestartu...  Started Automatic Local System
Server Supports fil...  Started Automatic Local System
%Shell Hardware Det,.. Provides n...  Started Automnatic Local System
i Smart Card Manages ... Marual Local Service
8 Special administrati. .. Allows adm. .. Manual Local System
500 Server (MSSQL... Providesst..  Started Automatic Local System
%SQL Server Ackive ... Enablesint... Disabled Metwork 5. ..
“nScL Server Agent (... Executssi.. Started Automatic Local Systsm
50 Server Browser  Provides S...  Started Automatic Local Systsm
50l Server FullTex...  Quickly cre...  Started Automatic Local System
48500 Server ¥SS Wri... Providesth... Started Automatic Local System
e et Fusck NobFi Mrniboee = Sbasbad  nukemabic el Suucham I~ |
Extended A Standard

[ [
Now the service is started successfully and the Router is configured

File Edit YWew Favorites Help

= 2 My Computer ~| [ Hame Type | Data
(] HKEY¥_CLASSES_ROOT [ab]cmef ity REG_SZ {walus not sst)
{23 HKEY_CURREMT_USER.

{1 HARDWARE

0 sam

1] SECURITY

1] SOFTWARE

A2 5YSTEM

+-L1 ControlSetool

{23 Controlsetonz

CurrentControlSet

{2 Control

D Enum

{1 Hardware Profiles

A Services

-0 MET CLR Data

-] .MET CLR Netwarking

-] .MET Data Provider For Oracle
-] .MET Data Provider For SglServer
[

[

A-] .METFramework
(7] {C65F263F-9300-4452-0A 1 C-CC37BEFIaE7F)

[ abiosdsk
H-(_ ACPI
(] ACPIEC
7] adpul&Om
7+ adpu3z0
.
A AeLookupswve
H-(_1 AFD
i aic7au2
H-{_] aic7Bxx
7] Alerter
1+ ALG
- alilde
{1 amdIde
[+ {:I amsint3z2
&7 ApplaCharger
(] AppleChargerSry
(-] Apptgmt

[ -

z = o . .
tistart| (3 & @ ‘g sapmme - [Consols Rnnt\,...l (7 Er\usrisapisaprouter | # Registry Editor ] SAPROUTER_14022012.... YEES

o

8 B B e e e e e B
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&’ Registry Editor

Eile Edit W¥iew Favorites Help

2}
2)

H
2)

H
2)

H

H

[

=)
[E:2)
G
[

=)
[E:2)

fistart| [EF @ @?

-1 PptpMiniport
-1 Protectedstorage
-] Pilink.

H-
o
=R

-1 RasAuto
-1 Raslztp
-] RasMan

o
o
=R

-1 rdbss
-1 RDPCDD
-] RDFDD

E
[
[E:
[E
E
E
[
[E:
[E
-
-
-
[E:
[E
-1 RDPWD
E
[
[E:
[E:
E
E

-] RDSessMar
.21 redbook

o
o
=R

-1 RemateRegistry
-1 RpcLocator
-3 Rpcss

f-
o
o

7] sacswr
{3 samss
-1 sapccmsr,00

i
o
o

+-[] SAPSMD_98

{3 sCardsvr
-1 schedule
- scsiPart

f-
o

- SENS

7 qlzzon
{71 Rasacd

{211 RasPppoe
{71 Rasphi

1 rdpdr
{71 RDPMNP

{71 RemoteAccess

{11 RSoPProv
{7 sacdry

{11 saposcol

{7 Security

{11 saPsoL_on
{1 sapsoL_ot

{1 secdre
{21 seclogon

[ N
“% sapmme - [Console Roat, . | (7 Erusrisapisaprouter

Double-click on the Image Path->

B N -

Walue name:

Mame Type | Data

E’j(DeFault) REG_SZ (walue nok set)

[3F]pependoncroup REG_MULTI_SZ

E"jDependOnServlce REG_MULTI_SZ Lanmany'arkstation LanmanServer
DisplayName REG_5Z saprouter

[ errorcantral REG_DWORD 0300000001 (13

E"j[magePath REG_EXPAND_SZ E:usrisapsaproutersaprouter. exe servi
[3B] ohjecttame REG_SZ Jisoladm

58] start REG_DWORD 0x00000002 (23

&8 Type REG_DWORD 0300000010 (16)

IImageF‘ath

Walue data:

|K "p:CN=WILSOLMAN, OU=0000915487, OU=5AProuter, 0=5AP, C=DE}"

o]

Cancel |

o .
|[# Registry Editor 1] SAPROUTER_14022012....

YEE

Remove the “V
Login to system and execute “OSS1” and maintain the IP Address and Hostname
Deleting the sap Router Service

HE|

Run
= Type the name of a program, Folder, document, ar
: Internet resource, and Windows will open it For wou,
Qpen: I cmd| j

]

Zancel | Browse
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o | C:HWINDDWS' system3 2t cmd.exe

Hicrosoft Windows [VYersion 5.2.37901
(C)} Copyright 1985-2003 Microsoft Corp.

C:\Documents and Settings\soladm>e:
E:\>cd \usri\sap\saprouter

E:\usrisap\saprouter>sc delete saprouter.

ot |C2 WINDOWS', system 32 cmd.exe

Microsoft Windows [Version 5.2.37901]
(C) Copyright 1985-20083 Microsoft Corp.

C:\Documents and Settings\soladm>e:
E:\>cd M\usrisap\saprouter

E:\usrisap\saprouter>sc delete saprouter
[SC] DeleteService SUCCESS

E:\usr\sap\saprouter>a

Restart the System

Check whether the service is deleted or not

Run
= Type the name of a program, Folder, document, ar
: Internet resource, and Windows will open it For wou,
Qpen: S e YICES, MSC

(4 | Zancel | Browse. .. |
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Eile  Action Yiew Help
- m]
[y Services (Local)
SAPSOL 00 Mame  # | Description | Status | Startup Type | Logonas | -]
- “8ByRemote Pracedure ... Enables re... Marual Network 5...
Stop the service %Remote Reqistry Enables re...  Started Autarnatic Local Service
Restart the service SyRemovable Storage Manages a... Marual Local System
%Resultant Set of Po... Enablesa ... Manual Local Systern
%Routing and Remat,..  Offers rout...  Started Automatic Local System
%sapccmsr.UU Manual ASAPSery. ..
%SAPO;CDI Started Autornatic J\soladm
%SAPSMD 98 Starked Autornatic Asrndadm
%SAPSOL_UI Started Automatic ASaPSery. ..
%Secondary Logon Enables st...  Started Automnatic Local System
%Sacunty Accounts ... Thestartu,.,  Started Automatic Local System
%Server Supports Fil...  Started Autarnatic Local Systern
%Shell Hardware Det... Provides n...  Started Automatic Local System
%Smart Card Manages &... Manual Local Service
¥ Special Administrati,..  Allows adm,.. Manual Local System
%SQL Server (MSSQL... Provides st...  Starked Autarnatic Local Systern
%SQL Server Ackive ... Enables int... Disabled Metwork 5.
%SQL Server Agent {... Executesj... Starked Autarnatic Local Systern
4850 Server Browser  Provides 5. Started Automatic Local System
%SQL Server FullTex... Quickly cre... Starked Autarnatic Local Systern
%SQL Server W55 Wri... Provides th... Started Automatic Local System
%System Event Motifi,,, Monitars 5., Starked Autarnatic Local System
%Task Scheduler Enables a ...  Started Autornatic Local System
%TCP;’IP MetBIOS He,,, Provides s, Started Autarnatic Local Service
%Telephony Provides T...  Started Manual Local System
Telnet Enables ar... Disabled Local Service
%Terminal Services Allows user... Starked Manual Local Systern
%Tarmmal Services 5.,, Enablesa...  Started Automatic Local System
Themes Pravides u... Disabled Local Systern
% Uninterruptible Pow... Manages a... Manual Local Service
%\u‘\rtual Disk Service Pravides s... Manual Local Systern
“volume Shadow Copy  Manages a... Manual Local System
o rabcliant Ershlac i Ficshlad Lre sl Savica =l
Extended 4 Standard /

[
Delete the saprouter directory in E:\usr\sap

Fil=  Edit Wew Fawvorites Tools  Help |
P Back -~ £ - 5 | -~ Search [~ Folders |

Address |_| E:lusrisap j a LeTa]
Marme = | Size | Tvpe | Date Modified | Attributes |
File and Folder Tasks ¥ [_111-02-2012-saprouter File: Folder 102011 12:24 AM
LJcems File: Folder 31002011 12:35 AM
Other Places S COGUIENTRIES File: Folder 12/25{2011 &:40 P
_akernel File: Folder /1612011 2:58 PM
) usr UMW 7.0 Presentation File: Folder 1/25/2012 8:19 PM
.‘J My Compt older 201412012 2:48 AM
h-J My Netwe j ;:;i:g:le;ﬁ;i;?ﬁew'fg‘:t;gerg?;gve the Folder ‘saprouter’ and maove all E:S:: 2;;};3?121232 im
older 21112012 12:14 AM
Details older F2[2011 4:33 AM
alder Ff2fZ011 3:29 AM
ifs older 3/9/2011 £:40 AM
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File Edit View Favorites Tools Help | i

I back - &3 - T | ) Search Folders | [=-
address [T Erusrisap =1 S
Marne - I Size | Type | Date Modified | artributes |
File and Folder Tasks ¥ C11-02-2012-saprouter File Folder 9/10/2011 12:24 AM
ICccms File Falder I/M0jz011 12:35 AM
Other Places = CH GUIEMTRIES File Folder 12/25/2011 S:40 PM
I Okernel File Folder Sf16/2011 2:55 PM
=y s CSiMw_7.0_Presentation File Folder 1/Z5/Z012 8:19 PM
=Y My Documents File Folder S/16/2011 2:59 PM
W@ My Computer File Falder 2/14/2012 2:48 AM
":_J My Mebwork Places File Folder 3j2f2011 4:33 AM
File Falder Sfzfz011 3:29 AM
File Folder Sff2011 S:40 AM
Details ¥ I olddata File Folder Z2f14jz012 2:53 AM

Once the Directory is deleted now we can configure the SAP Router Again

Related Content:

www.help.sap.com

www.sdn.sap.com/irj/sdn/index.

Disclaimer and Liability Notice:

Willsys Infosystems will not be held liable for any damages caused by
using or misusing the information, code or methods suggested in this document,
and anyone using these methods does so at his/her own risk.

Willsys Infosystems offers no guarantees and assumes no responsibility
or liability of any type with respect to the content of this technical article or code
sample, including any liability resulting from incompatibility between the content
within this document and the materials and services offered by Willsys
Infosystems. You agree that you will not hold, or seek to hold, Willsys
Infosystems responsible or liable with respect to the content of this document.
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