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About this Guide

Conventions

The following conventions are observed throughout this document:

Alert Statements

Bold sans-serif text is used to designate file and folder names, dialog titles, names of
buttons, icons, and menus, and terms that are objects of a user selection.

Bold text is used to indicate defined terms and word emphasis.
Italic text is used to indicate user-specified text, document titles, and word emphasis.

Monospace text (Courier) is used to show literal text as you would enter it, or as it
would appear onscreen.

The alert statements—Note, Important, and Warning —are formatted in the following
styles:

Note Information that is related to the main text flow, or a point or tip
provided in addition to the previous statement or instruction.

Important Advises of important information, such machine or data error
that could occur should the user fail to take or avoid a
specified action.

Warning Requires immediate action by the user to prevent actual loss of
data or where an action is irreversible, or when physical
damage to the machine or devices is possible.




Product Documentation
Preface

Product Documentation

Documentation Formats

Documentation is provided in the following electronic formats:
e  Adobe® Acrobat® PDF files
e Online help

You must have Adobe® Reader® installed to read the PDF files. Adobe Reader
installation programs for common operating systems are available for free download
from the Adobe Web site at www.adobe.com.

Installation Guide, Configuration Guide, User Guide, and Release Notes

You can download the Installation Guide, Configuration Guide, User Guide, and Release
Notes in PDF format.

Online Help

You can access online help by clicking the Help link from within the application.
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Contacting Virsa Systems
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For information on contacting Virsa Systems, refer to the table below or the Virsa Web site

WWwWWw.virsa.com.

If you have any questions about the Role Expert application, framework and its
components, or would like to report a problem, please contact Virsa Global Support

Services.

Phone/Fax Numbers

Within U.S. 1-888-847-7217
(1-888-VIRSA-17)

Outside U.S. 1-877-847-7268
(1-877-VIRSA-68)

Direct Line 510-580-1079

Fax 510-580-1414

E-mail Address

support@virsa.com

Postal Mail Address

47257 Fremont Boulevard
Fremont, CA 94538
USA
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Role Expert is an ABAP based tool that automates the creation and management of Role
Definitions using sound security methodology, to ensure security implementation and
maintenance is streamlined and automated right from the Role Definition phase. It
enforces best practices to ensure that the Role Definitions, development, testing and
maintenance are consistent across the entire implementation, resulting in lower ongoing
maintenance and painless knowledge transfer.

Role Expert helps the Role Owners and Security Administrators to create and maintain
Role definitions, identify potential Audit and Segregation Of Duties (SOD) issues, and
automate many other laborious tasks such as comparing the role definitions with the real
roles in SAP and generating roles. It empowers SAP security administrators and Role
Owners to document all the important role information that can be of great value for
better role management, allowing them to track their progress during implementation
and monitor the overall quality of the implementation.

Some best practices are:
e  Design a good Role naming convention.

e Integrate Role Expert into ongoing role development, testing, and change
management Processes.

e  Identify Users (Role Owners, Security Administrators, and User Administrators) and
how they will use Role Expert and customize Role Expert Roles accordingly. See
Appendix 6, “Installation and Setup” for more information about the standard Role
Expert Roles.

e  Define goals (e.g. Role Optimization or Consolidation, User Access Optimization,
Reducing risk, Reducing the role change requests by x%).

e Identify custom reports and attach them to Role Expert.

Role Expert has a rich set of reports to facilitate the overall role quality management and
provide valuable information, to achieve precise role definitions and to lower ongoing
role maintenance.

Role Expert provides reports, which make the identification of risks surrounding the
segregation of duties a painless process, and ensures that you get the most out of the SAP
security system.
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Segregation of Duties (SoD) Concept

SoDs are a primary internal control intended to prevent, or decrease the risk of errors or
irregularities, identify problems, and ensure corrective action is taken. This is achieved by
assuring no single individual has control over all phases of a business transaction.

There are four general categories of duties:
e  Authorization

e  Custody

e  Record keeping

®  Reconciliation

In an ideal system, different employees perform each of these four major functions. In
other words, no one employee has control of two or more of these responsibilities. The
more negotiable the asset, the greater the need for proper segregation of duties—
especially when dealing with cash, negotiable checks, and inventories.

There are business areas where SoDs are extremely important, for example, Cash
Handling, because cash is a highly liquid asset. This means it is easy to take money and
spend it without leaving a trail of where it went. Any department that accepts funds, has
access to accounting records, or has control over any type of asset, should be concerned
with segregation of duties. Some examples of incompatible duties are:

e  Authorizing a transaction, and receiving and maintaining custody of the asset that
resulted from the transaction.

®  Receiving checks (payment on account) and approving write-offs.
®  Depositing cash and reconciling bank statements.
®  Approving time cards and having custody of pay checks.

SoDs can be quite challenging to achieve in a small operation, as it is not always possible
to have enough staff to properly segregate duties. In those cases, management may need
to take a more active Role to achieve separation of duties, by checking the work done by
others or using other Mitigating Controls.

Role Expert helps automate all SoD-related activities, for example, defining and
monitoring SoD conflicts, proactive prevention of SoD conflicts, and the use of Mitigation
Controls.

The following sections explain these Role Expert features in detail.

13



Role Expert Version 4.0

User Guide
Overview
This guide describes the Role Expert 4.0 features and functionality for version SAP 4.6¢
and higher.
d Note The Compare Users Roles utility in the Tool Box is not supported in
non-HR systems.

Navigation in Role Expert

You can access Role Expert from the User Menu or with transaction code /VIRSA/VRMT.
The Initial page is displayed.

Role Definition  Wilities  Role Maintenance
V] Bl H e ESHEBE SDOo0 BEI®@m
Role Expert

O & & T M & 3 Reports §F Upload | @ Download | g8 Risk Analysis @ Generate A compare @@ Userinfo Jfe virsa Tonls [ config ¢

Rale IO

Role

Cescription

[ Composite Rale

Figure 1 Initial Page

Using Role Expert
There are several pages, menus, and toolbars you use to access all of Role Expert’s
features. The following sections provide an overview of each page and its associated
menus and toolbars.

Initial Page

The Initial page, shown in Figure 1, is the first page you see in Role Expert. It has the
following menus:

Eole Definition  Lilities  Rale Maintenance

®  Role Definition —This menu lists all the commands available from the Initial page
toolbar.

e  Utilities—This menu contains menu items for maintaining your Critical Transactions
table and Role Expert’s Configuration Options.

®  Role Maintenance—This menu provides access to the PFCG Role Generator. It also
contains a menu item for deleting the Change History for the Role specified in the
Initial page.

14
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Initial Page Toolbar
This toolbar has 16 buttons.

O & s T T % [H Reports B Upload g Download  g@ Riskanalysis @ Generate | & compare @3 Userinfo  Jfe virsa Tools Canfig

Figure 2  Initial Page Toolbar

o [ —The New Role button creates a new Role with the name you enter in the Role
field, and displays the Role Definition Form page in change mode.

e & _The Change button displays the Role Definition Form page for the Role name
you entered in the Role field. If the Role has not been created using Role Expert
you'll see an error message.

o % The Display button displays the Role Definition Form page for the Role name
you entered in the Role field. In display mode you cannot modify the Role definition.
If the Role has not been created using Role Expert you’ll see an error message.

i}

] —The Delete button deletes the Role specified in the Role field. Enter the name of
the Role Expert Role in the Initial page.

e [0/—The copy button provides the ability to copy a Role to a different name. Enter
the name of the Role Expert Role in the Initial page.

o

° 4"/ —The Where-used List for Inheritance Hierarchy button performs the same
function as in PFCG; it displays the Role inheritance table.

e  Reports—This button displays a form you can use to generate a Role report. See
section “Role Report” on page 34 in Chapter 4, “Reports and Utilities” for more
information.

e Upload/Download —These button provide the ability to upload and download Role
definitions. See Appendix 8, “Maintaining Role Expert Roles Offline” for more
information.

e  Risk Analysis—This button displays a form for generating different kinds of Risk
Analysis reports. See Chapter 3, “Running Risk Analyses” for more information.

®  Generate—This button performs two functions. If the Role you are generating is
new, clicking this button generates a Transaction-level Risk Analysis report and then
generates a new SAP Role. If you click this button to generate modifications, e.g. to
add or delete transactions to an existing SAP Role, an Object-level Risk Analysis
report is displayed and then the PFCG page is displayed. You must use PFCG to
complete generating your modifications to the SAP Role.

e  Compare—This button compares a Role Expert Definition with an existing SAP
Role. If the Role has not been generated you'll see an error message.

e  User Info—This button displays a list of Users assigned to the Role.
®  Virsa Tools—This button displays the list of Role Expert Reports and Utilities.
e  Config—This button displays Role Expert’s Configuration Options table.

15
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Role Definition Form Toolbar

Single Roles | Transactions ObjectList | *f? Change/Display @ RiskAnalysis Generate &% Compare  @F User Info Wirsa Tools
om

Figure 3  Role Definition Form Toolbar
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Single Roles —This button only appears if you are defining or modifying a
Composite Role. Clicking this button displays the Single Roles page, used to add or
remove Single Roles.

Transactions —This button displays the Transactions page, used to add or remove
transactions assigned to the Role. From the Transactions page you have access to
Transaction Role History, Manual TCodes, and Details. See section “Defining and
Maintaining Transactions” on page 22 in Chapter 2, “Managing Roles” for more
information.

Object List—This button displays the Objects page. Object List information is only
available if you have generated the Role.

Change/Display—This button toggles the ability to modify the information in the
Role Definition Form page.

Generate —Clicking this button performs two functions. If the Role you are
generating is new, clicking this button generates a Transaction-level Risk Analysis
report and then generates a new SAP Role. If you click this button to generate
modifications, for example, to add or delete transactions to an existing SAP Role, an
Object-level Risk Analysis report is displayed and then the PFCG page is displayed.
You must use PFCG to complete generating your modifications to the SAP Role.

Compare—This button compares a Role Expert Definition with an existing SAP
Role. If the Role has not been generated, you’ll see an error message.

User Info—This button displays a list of Users assigned to the Role.
Virsa Tools—This button displays the list of Role Expert Reports and Utilities.
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Introduction

Role Expert maintains a Role Definition database. When you define a Role using Role
Expert, all the information for that Role is stored in the database. A Role Expert Role
Definition is maintained separately from a Role created and generated through PFCG.

Once you have defined a Role using Role Expert, the definition is used to generate an SAP
Role. Role generation is performed in one of two ways, depending on whether or not the
SAP Role already exists:

® Creating New Roles—Role Expert creates new SAP Roles without the need of using
PFCG. When you click the Generate button, Role Expert uses the Role definition you
saved and generates an SAP Role.

®  Modifying Existing Roles—When you modify a Role Expert Role definition and
then click the Generate button, Role Expert transfers the modifications to the SAP
Role and displays the PFCG page. You can use the Generate button in PFCG to
include the modifications and generate the SAP Role.

Role Expert stores high-level Role information, such as Role descriptions, and also stores
transaction-level and object-level information. In order to store this information the
following steps are performed:

®  Define a new Role using Role Expert.

e  Generate the Role using the Generate button in Role Expert.

Defining and Maintaining Role Definitions

Initial Page

18

The Role Definition Form page is used to create new Role Expert Roles and modify
existing Role Expert Roles.

You can click Save at any time to save your Role Expert Role definition.

To display the Role Definition Form page, you must specify a Role name in the Initial
page. If the Role already exists in Role Expert’s database, you can click the pop-up button
and choose the Role name from the displayed list. If the Role is not in the Role Expert
database, you can create it.

Rale IO

Role WAPOOE: PROC_DOWN_PAY=000-MODL @

Description

[ ] composite Role

Figure 4 Initial Page
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Role Definition Form

In the Role Definition Form page, you can document all the values for a Role. The Role
Definition Form page also collects and stores Risk Analysis and historical information
about a Role.

FROLE DEFINITION
Role VAPEOG : PROC_DOWN_P&Y=000-HMODL Cescription |P.P: Frocess Down Payment - Model
Local Role Cwner Crg Level
Glahal Role Owner
Critical Level
Maodule Mame
Fole Status

ProjectRelease

Description | Change Histary | RiskAnalysis | TestResults | Tickets |

This allows the processing of a down payment for international vendors

Figure 5 Role Definition Form Page

The Role Definition Form page is divided into six areas.

Header Information

The header information area is in the top half of the Role Definition Form page. This area
defines the Role information, including Short Role Description and Local and Global Role
Owners.

The Critical Level, Module Name, Role Status, and Org Level fields use pop-up menus
to display valid field values.

Role

Local Role Cwner

ROLE DEFIMITION

WAPOOG : PROC_DOWK_PAY=000-M0ODL Description |.“.P: Process Down Payment - Model

Org Level

Global Role Cwener
Critical Lewvel
Module Name
Role Status
FrojectRelease

Figure 6 Role Definition Form Page, Header Information
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Description Tab

The Description tab contains a free-text field and stores any descriptive information.

Diescription k Change History k Risk Analysis k Test Results k Tickets |

This allows the processing of a down payment for international wendors.

Figure 7 Role Definition Form Page, Description Tab

Change History

The Change History tab is updated automatically each time you save changes to the Role
you are defining.

Each line item in the Change History tab displays the transactions added or deleted and
the name of the person making the changes.

d Note The Ticket # is also captured in the Change History tab if you have
the Configuration Option Ticket Maintenance set to YES.

Descriptian ‘ Change Histary k Risk Analysis k Test Results k Tickets |

F-41,F-04,F-43,F-44 - Added - JA041105 - JBWILAN

Figure 8 Role Definition Form Page, Change History Tab
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Risk Analysis

The Risk Analysis tab is updated each time you perform a Risk Analysis.

Each Risk Analysis is identified by a line item with the name of the person using Role
Expert, and the time and date the analysis was run. Every line item after the date and time
stamp identifies the SoD. There are two types of risks with different Risk IDs:

e  Risks with four-character Risk IDs identify a critical transaction.

e  Risks with seven-character Risk IDs identify conflicting transactions

Description h Change History ' Risk Analysis h Test Results h Tickets |

JOMILAN - 04/411/2005 - 15:24:29 [=]
YAPOOG: PROC_DOWW_PRY=000-MODL - FOO1083 - FSPO,F-04 [=]
YAPOOG: PROC_DOWW_PRY=000-MODL - FOO1096 - FSPO,FBEO —
YAPOOG: PROC_DOWW_PRY=000-MODL - FOO1137 - FSPZ, F-04
YAPOOG: PROC_DOWW_PRY=000-MODL - FOO1150 - FSPZ,FBEO
YAPOOG: PROC_DOWW_PRY=000-MODL - FOOS020 - FIOEZ, F-04
YAPOOG: PROC_DOWW_PRY=000-MODL - FOOS5024 - FIODZ, F-44 -
YAPOOG: PROC_DOWW_PRY=000-MODL - FOO5035 - FIOEZ, FBAG
YAPOOG: PROC_DOWW_PRY=000-MODL - FO17014 - FIDZ, F-04
YAPOOG: PROC_DOWW_PRY=000-MODL - FO2Z045 - FSPO,F-47
YAPOOG: PROC_DOWW_PRY=000-MODL - FO2Z054 - FSPO,FB41
YAPOOG: PROC_DOWW_PRY=000-MODL - FO2Z0¥4 - FSPZ, F-47 o
YAPOOG: PROC_DOWW_PRY=000-MODL - FO2Z082 - FSPZ, FB41 [=]
YWAPOOG: PROC_DOWM_PRY=000-MODL - FIMD - FIOZ [+]

Figure 9 Role Definition Form Page, Risk Analysis Tab
Test Results
The Test Results tab contains a free-text field. You can store any information in this tab.

Description h Change History h Risk Analysis ' TestRResults h Tickets |

Figure 10 Role Definition Form Page, Test Results Tab
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Tickets Tab

The Tickets tab is updated only if the Configuration Option Ticket Maintenance is set to
YES. The Tickets tab collects the date and time information about transaction changes to a
Role. Role changes are made through the Transactions page. Each line item in the
Tickets tab displays the Ticket Number, the User ID of the person making the change, and
the date and time of the change.

Description k Change History k Rizk Analysis h TestResults ' Tickets |

JRO41105 - JAMILAN ©4/11/2005 15:23:36

Figure 11 Role Definition Form Page, Tickets Tab

Defining and Maintaining Transactions

Click the Transactions button to display the Transactions table. The Transactions table is
used to assign transactions to your Role.

Tranzactions |Transaction Description Add Ticket Ma. Delete Ticket Mo,  [Authorization Details  |[Remarks Inserted By Date

F-41 EnterWendor Credit Memao  [JA241105 HAILAN 04112005
F-43 Enter ¥endor Invaice JaE41105 LA LA 0401172005
F-44 ClearVendar JaE41105-1 per PSmith Mitigation 1D MCAPOD4012 RANILAN 0401172005
FEO2 Change Docurment Jaa41105-2 per PSmith WAWILARN 04i11/2005

Figure 12 Role Definition Transactions Page

22

The Transactions table consists of the following columns:

Transactions —This column stores the transaction code assigned to the Role. You can
enter a TCode, or choose one from the pop-up menu.

Add Ticket No./Delete Ticket No.—Ticket numbers are a way of tracking Role
modifications. Ticket Numbers may be any character string. You must enter a Ticket
Number when adding or deleting a transaction to the Role.

m  Ticket Number values are stored when you save changes to the Role.

®m  You cannot use the same ticket number for a transaction if you have previously
saved a ticket number value.

Note The Add Ticket No. and Delete Ticket No. columns appear only if
the Configuration Option Ticket Maintenance is set to YES.
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e Authorization Details —This column defines how a transaction should be modified
at the object-level for the Role. This field is a free-text field.

e Remarks—This field is a free-text field.

Reviewing Role History

The Role History table displays a list of all the transactions that have been assigned to
your Role. It includes all the transactions previously assigned, but have been deleted.

Deleted transactions appear in blue.

Trans/Report  |TranfReport Description Authorization Details  |[Remarks Inserted By Date Deleted By Date

Fost with Clearing JAWTILAN 0441142005 [JAVILAN 044112005
F-41 Enter Vendar Credit Memo JAWTLAN 04¢11 /2005

F-43 Enter Vendor Invoice JAWTLAN 04¢11 /2005

F-d44 Clear Vendor JAWTILAN 0441142005 [JAVILAN 044112005
F-44 Clear Yendor per CChavez will mitigate SoD |JAWILANW 04411 /2005

Figure 13 Role History Table

You can also drill down to see further details of a specific transaction by double-clicking

the transaction code. The Transaction Record table displays all the changes made to a
single transaction, including the dates the transaction was added or deleted, and any

changes to the Authorization Details and Remarks fields.

TransiReport  |Tran/iReport Description |Autharization Details  |Remarks Insered By Date Deleted By Date
F-44 Clear Vendor ner CChavez will mitigate Sob JAWILAN 0411 /2005 JAYVILAN 0411420085
F-44 Clear Vendaor per PSmith Mitigation ID MCAPOB4E12 | JAWILAN 041120085

Figure 14 Role History—Transaction Record Table

Reviewing Transaction Details

You can click to the left of a line item in the Transactions table and then click the Details
button to display the Transactions Detail page.

F-44

Clearendor

Mitination 1D MCAPOO4012

JAMILAN

Figure 15 Transactions Detail Page

04411 /2005
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Reviewing Manual TCodes

The Manual TCodes button displays the list of transaction codes added manually to the
S_TCODE field through PFCG. Each time you click the Manual TCodes button, Role
Expert refreshes the list of manual transaction codes from PFCG.

Fole Transactions
WAP QDG PROC_DOWH_PAY=000-MODL  |F-04
WAPOOE PROC_DOWN_PAY=000-MODL  |F-46
WAP QDG PROC_DOWH_PAY=000-MODL  |F-53
WAPOOE PROC_DOWM_PAY=000-MODL  |F-56
WAPOOE PROC_DOWH_PAY=000-MODL  |FBEO1

Figure 16 Manual TCodes Table

Comparing SAP Roles and Role Expert Definitions

The Compare button displays any differences between your Role Expert Role Definition
and the generated SAP Role. You can perform Role comparisons from the Initial page or
from the Role Definition Form page. The following report page displays any differences.

DEFIMITION INCOMNSISTEMT WITH SAP ROLE ROLE MAME: WAPOOE:PROC_DOWMN_PAY=000-MODL

TRANSACTIONS OMLY IM ROLE EXFERT

F-41
F-43
F-44
FEOZ
FEO3
FE04
TRANSACTIONS ONLY [N PFCG
F-53
F-56

Figure 17 Comparing Role Expert Role Definition and SAP Role

Displaying User Information

Clicking the User Info button displays a list of all the Users assigned to your Role.

User name Full Mame Raole Start Date End Date
COMTZ000 Steffi Jones YAPODE PROC_DOWIN_PAY=000-M... |0215/2005 |12031/9999

Figure 18 User Info
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Reviewing Objects Assigned to a SAP Role

If you have generated your Role, clicking the Object List button displays the list of objects
associated with the transactions assigned to your Role.

Ohject Histary EEN

| Ohject Authiorization Description

| F_BKPF_BUK [MAPOOEMODLOT1 |Accounting document: Autharization far company codes
| F _BKPF_BLF APDOGEMODLOT Wocounting document: Autharization for posting periods
|_ F_BKFF_55H APOOGMODLOT WAocounting document: Authorization for business areas
|

|

F_BKPF_kCA APOOEMODLOT Wecounting document: Autharizaton for account types
F_BhlkA_ hAR APOOGBMODLOD [Banks: General Maintenance Authorization

Figure 19 Object List

Object History

You can click to select one or more objects in the Object list and then click Object History
to see any changes made to the object.

Object
Authorization
Change hy on at
*** Deleted entries *** *** Created entries ***

F_BKFF_BUE Accounting Document: Authorization for Company Codes
YAPOOEMODLET Accounting document: Authorization for company codes

BGUPTH 02/23/2005 10:45:07
*** huthorization created ***
Botiwity

g1, 03

Company Code

F_BKPF_GSE Accounting Document: Authorization for Business Areas
VAPBAEHMODLAY Accounting document: Authorization for husiness areas

BGURTA B2/23/2005 108:45:07
*** hythorization created ***
Aotiwity
a1, @3

Business Area
.

Figure 20 Object History
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Defining a Composite Role

You can create and define a Composite Role from the Initial page using the Composite
Role check box.

Role D

Role

Description

[v] Composite Rale

Figure 21 Creating a Composite Role

If you are creating or modifying a Composite Role, the Single Roles button appears on
the Role Definition Form page toolbar.

Clicking the Single Roles button displays the table used to add single roles to your
Composite Role.

e  Only Role Expert Roles may be added to the Composite Role. If you want to add a
Role created with PFCG, you must first use the Upload feature to add the Role to
Role Expert.

e  FEach single Role you add to the table can be selected. You can then use the standard
Role Expert features to perform an SoD Analysis, Display User Info, etc.

®  You can double-click the single Role name to display that Role in the Role Definition
Form page. Once displayed, you can make any changes you want, generate the
modified single Role, and return to Role Expert to continue defining your Composite
Role.

r Roles Inserted By Date

Figure 22 Adding Single Roles to a Composite Role
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RUNNING RISK ANALYSES

TOPICS COVERED IN THIS CHAPTER

Introduction

Maintaining the Critical Transactions Table
Transaction Level Risk Analysis

Object Level Risk Analysis

Simulating Adding Transactions to a Role
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Introduction

Risk Analysis through Role Expert includes Critical Transactions stored in the Critical

Transactions table and conflicting transactions stored in Compliance Calibrator’s
Transaction-level Rules table.

There are three methods used to perform Risk Analysis and to generate a Risk Analysis

report:

Maintaining the Critical Transactions Table

28

The Critical Transactions table identifies and stores critical transactions. Both Role Expert

Risk Analysis Button from the Initial Page —Running a Risk Analysis using this
button enables you to generate separate Critical Transactions reports and

Transaction-level Risk Analysis reports. You can also perform transaction
simulations.

Risk Analysis Button from the Role Definition Form Page —This button generates a
transaction-level Risk Analysis report that includes critical transactions.

Generate Button —This button generates an object-level Risk Analysis report if the
specified Role has been previously generated.

and Compliance Calibrator maintain the Critical Transactions table.

Critical Transactions

rTransactiDn code |Riskld |Risk Description Risk Level Status
ARRC BS00  Archiving Asset Accounting Medium EEnable @&
ACLA BS00  Wrchiving class definition Medium EEnable @&
ALDE BS00  |Database Alert Monitor Medium EEnable @&
ALO4 BS00 mMonitar Call Distribution Medium ElEnable @

Figure 23 Critical Transactions Table

Note The Role Expert Critical Transactions table displays values from the
Compliance Calibrator Critical Transactions table. If you do not have
Compliance Calibrator 4.0 installed, Risk IDs are not supported for

Critical Transactions.




Transaction Level Risk Analysis

Transaction Level Risk Analysis

Chapter 3 Running Risk Analyses

You can run the Transaction-level risk analysis from the Initial page and the Role
Definition Form page using the Risk Analysis button.

When you run the Risk Analysis from the Initial page, the following Risk Analysis Form

page appears.

Role Selection
Fole

'u'P.PEIEIE:PRDE_DEIl'JN_P.

Report Type
@ SO0 at Transaction Code Level

Critical Transactions

Repaort Format
@ Summary Report

1 Detail Report

Simulation
Tranzaction

U

Include Simulation Values

to

Figure 24 Risk Analysis Form Page

You can choose to run a transaction-level Risk Analysis and generate a Summary or Detail
report, or you can run a Critical Transactions Risk Analysis.

Rale Trangaction/S0D0|RiskIld  |Risk Description Rizk Level
WAPODG:PROC_DOWK_PAY=000-MODL |FSPOFBA0 FOO1096 |Maintain fictitious GL account & hide activity via postings MEDILIM
VAPOOG:PROC_DOVWH_PAY=000-MODL|FSP2FBS0 FOO1140 |Maintain fictitious GL account & hide activity via postings MEDILIM
VAPOOEPROC_DOWMN_PAY=000-MODL|FIDZ F-44 FOO5024 |Maintain bank account and post a payment from it HIGH
VAPODEPROC_DOVYR_PAY=000-mMODL|FI02 FBAS FOO5035 |Maintain bank account and post a payment from it HIGH

Figure 25 Transaction-Level Risk Analysis—Summary Report

Rale Rale Description RigkId |Single Raole|Autharization|Field|value |Risk Description Rizk Level
VAPQOE PROC_DOWIN_PAY=_. |AP: Pracess Down Payment - Model |[FOO1096 S_TCODE |[TCD|FSPO|Maintain fictitious GL ... [Medium
VAPODE PROC_DOWHM_PAY=_. |AP: Process Down Payment - Model [FOD1096 S_TCODE [TCD|FBAO |Maintain fictitious GL ... [Medium
VAPQDE PROC_DOWIN_PAY=... |AP: Process Diown Payment - Model [FO01150 S_TCODE [TCD|FSP2|Maintain fictitious GL ... [Medium
VAPOOE PROC_DOWHM_PAY=_. |AP: Process Down Payment - Model [FOO11580 S_TCODE [TCD|FBAO |Maintain fictitious GL ... [Medium
WAPOOG:PROC_DOWR_P&AY=.. [AP: Pracess Down Payment - Model [FO05024 S_TCODE |TCD|FIOZ |Maintain bank accou.. |High

Figure 26 Transaction-Level Risk Analysis—Detail Report
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Raole TransactionfS0D|Risk Id| Risk Description Risk Level
WAPDOE: PROC DWW PAY=000-MODLFI02 FIMD |Change Bank ME LI
VAPODOE: PROC DOk PAY=000-MOQDL|FI1 2 FIMD |Chande House Banks/Bank Accounts [MEDILIM

Figure 27 Critical Transactions Summary Report

Raole Role Description Risk Id| Single Role|Authorization| Field|Value| Risk Description Risk Level
WAPODE PROC_DOWH_PAY=000-MODLIAP: Process Down Payment - Model [FIMD S5_TCODE |TCD(FI02 |Change Bank Medium
VAPQDE PROC_DOWHN_PAY=000-MODL|AP: Process Down Payment - Model [FIMD S_TCODE |TCD|FNMZ2 [Change House BanksiBank Accounts |Medium

Figure 28 Critical Transactions Detail Report

Object Level Risk Analysis

For existing SAP Roles, when you click the Generate button in Role Expert, you can

perform an object-level Risk Analysis.

Role Role Description Risk Id Single Role Authorization Authorization Object|Field |Value |Risk Description Risk Level
WAPOODE:PROC_DOWY.. |AP: Process Down...[FOO108301 |VAPDOE:PROC_D .. (WVAPOOGMODLOT |F_BKPF_KOA ACTVT (01 Maintain fictitious GL ... |Medium
VAPDDEPROC_DOW... [AP: Process Down...|[FO0108301 |[VAPDOGPROC_D... VAPOOEMODLO1 |F_BKPF_KOA KOART |S Maintain fictitious GL ... [Medium
VAPDDEPROC_DOW... |AP: Process Down...|FO0108301 |[VAPODOEPROC_D..|VAPDOBMODLOY |F_SKA1_KTP ACTYT |01-02 [Maintain fictitious GL ... |Mediurm
VAPDDEPROC_DOW... |AP: Process Down...|FO0108301 |[VAPODOEPROC_D..|VAPDOBMODLOY |F_SKA1_KTP ACTYT |05-06 [Maintain fictitious GL ... |Mediurm

Figure 29 Generating an Object-Level SoD Analysis

This report only displays object-level risk information for those transactions already
associated with the SAP Role. To include transactions you are adding to your Role Expert
Role, perform the following steps.

p  To include transactions you are adding to your Role Expert Role:
1  C(lick Generate to run the initial object-level Risk Analysis on the existing SAP Role.

2 Once the object-level Risk Analysis report is displayed, click Forward to display the

PFCG page and generate the Role with the new transactions you added through Role
Expert.

Click Back to return to Role Expert.

Click Generate a second time to run a new object-level Risk Analysis. The new Risk
Analysis report includes the additional transactions.
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Simulating Adding Transactions to a Role

Chapter 3 Running Risk Analyses

When you run a Risk Analysis using the Risk Analysis button on the Initial page, you
can also simulate adding transactions to a Role. The resulting report includes risks based

on the simulated transactions.

Specify the transaction or range of transactions and click Include Simulation Values.
Then click the Execute button. Risks generated from simulated transactions appear in a

different color in the Risk Analysis report.

Rale Selection

Role WAPBOG  PROC_DOWN_..

to

Report Type
@ S0DatTransaction Code Level )]

Critical Transactions

Repart Farmat
@ Summary Report

Simulation
Transaction FB11
Include Simulation Yalues

Figure 30 Running a Simulation Risk Analysis

Role Transaction/SOD|Risk|d  |Risk Description Rigk Level
VAPODG:PROC_DOWN_PAY=000-MODL (FSPOFE11 FO01094 | Maintain fictitious GL account & hide activity via postings MEDILIM
YAPODE:PROC_DOWN_PAY=000-MODLFSPO,FBS0 FOO1096 | Maintain fictitious GL account & hide activity via postings MEDILIM
VAPOOG:PROC_DOWN_PAY=000-MODL (FSP2,FE11 FO01148 |Maintain fictitious GL account & hide activity via postings MEDILIM
VAPOOBPROC_DOWR_PAY=000-MODL|FSP2,FBS0 FO01140 |Maintain fictitious GL account & hide activity via postings MEDILIM

Figure 31 Simulation Risk Analysis
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TOPICS COVERED IN THIS CHAPTER

Introduction
Role Report
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Field Definitions
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Introduction

Role Expert provides a rich set of reports for monitoring the current status or tracking the
progress in role definition and development, role analysis, and role change management.

Role Report

This report is accessible from the Initial page toolbar.

You can specify one or more values before clicking Execute.

Enter Selection Yalues
Role @
Cescription to @
Local Role Cwener to @
Critical Level to =
Module Mame to @
Role Status to @
Transaction Code to @

Figure 32 Role Report Form

Role Rale Kame Frimy. Crvnr Full Mame Rsklvl |Module Mame Role Stat. COrg . Lewal
VAPODE:PROC_DOWMN_PAY=000-... || AP: Process Down Payment - Model

Figure 33 Role Report
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Chapter 4 Reports and Utilities

Check TCodes in Menu and Authorizations

This report displays the discrepancies between the Transaction Codes in the Menu tab and
in the Authorization tab of the Roles, and the total number of discrepancies.

@
ROLE (=)

Figure 34 Check TCodes in Menu and Authorizations Form

Check tcodes in menu and authorizations

Tcode Role 5_TCODE Menu l=zer
F-04 WAPOQG  PROC_DOWK_PAY =008 - MODL X BGUFTA
F-46 YWAPOQG  PROC_DOWK_PAY =000 -HODL b4 BGUFPTA
FE@1 WAPOQGE  PROC_DOWKN_PAY=EEE - MODL X BGUFTA
Total entries with discrepancies: 3

Figure 35 Check TCodes in Menu and Authorizations Report

Compare Users Roles

This report compares the Roles assigned to User ID and Personnel #.

Enter the User Id or Personnel Mumhber to Compare

@ Userld Based
@ Source User @ Target Uszer
i+ Source User Ferzonnel #

i\ Personnel # Based
@ Personnel# Ferzonnel #
i+ Personnel # Target Uszer

Figure 36 Compare Users Roles Form

Target User: EMPL4ROO
Fosition: QO0BOOQOA

Action Role Role Description

KEEF  ## | YUSBO1:BASIC_PRD_USR=000-ENTR MYSAF: Basic User Access
REMOWE YMMOO3  MMGENDATADISP=000-ENTR MM General Display
REMOWE WMMEZE  MM_MAT_HANDL=00Q-MODL MH: Warehouse Management Material Handler - Model

Figure 37 Compare Users Roles Report
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List Roles Assigned to a User

This report lists the User, User Group, Role Name and Role Description. The list excludes
Single Roles of Composite Roles assigned to Users.

Enter the User Id or User Group to List Roles
@ User @ ] @
i User Group to

Figure 38 List Roles Assigned to a User Form

User User Group Role Hame Role Description
BJONES LCCOUNTING Z_AP_SUPERYISOR AP Supervisor
Z_BP_MM_MAINTAINER hoccounts Payable Yender Master Maintainer
BEING SUPER DEYELOPER Wirsa Developer
HRTEST
SAP_BC_SRY_OFC_MDMIN_AG Business Workplace: Mailing, calendar, folders, external communication
TEST10 TEST1O
TESTY TESTY
TEST_SROLE3 test single role 3
TEST_SROLE4 test single role 3
£ POSITION temp access for Chandru
Z_WIRSA_DEYELOPER Wirsa Developer

Figure 39 List Roles Assigned to a User Report

Roles/Composite Roles Relationship

This report shows the relationship between Roles and Composite Roles. If you choose the
Composite Role option, enter a Composite Role name to display a list of single Roles
associated with the Composite Role. If you choose the Single Role option, enter a single
Role to display a list of Composite Roles associated with the single Role.

Enter the name of role

Role Mame @

@ Composite Raole

i Bingle Rale

Figure 40 Roles/Composite Roles Relationship Form
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Chapter 4 Reports and Utilities

Composite Role

S5inale Role

HCOMPOSITEA

Z AP PAYABLE
Z_AP_SUPERVISOR

Figure 41 Roles/Composite Roles Relationship Report for Composite Roles

Single Role

Composite Raole

Z_AP_SUFERWISOR

BNMNCOMP
GCOMPOSITE
HCOMPOSITET
HE_ROLEZ
WEWOLDCOMPOSITE
WHEWNNEW
MNHCOMP
R&VI_ROLESOB
ZTERMINATORCOMPA

Figure 42 Roles/Composite Roles Relationship Report for Single Roles

List Roles and Transactions

This report lists all the transactions for a specified Role. If you select the Expand
Transaction Range check box, any transactions with a wildcard (for example A¥) are
expanded to display all transactions beginning with ‘A’.

The report is also downloaded to a tab-delimited text file.

Rale Mame

[ ] Expand Transaction Range

Download File Marme

(=

Chrole_tcodes . CEY

Figure 43 List Roles and Transactions Form
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[Composite Role  |[&ingle Role | Role Title
No Composite role associated RAWI_ROLE1
o Composite role associated RAYI_ROLE1
Mo Composite role associated RAYI_ROLE1
No Composite role associated RAWI_ROLEY
No Composite role associated RAWI_ROLEY
Wo Composite role associated RAWI_ROLE1
o Composite role associated RAYWI_ROLE1
Mo Composite role associated RAYI_ROLE1
No Composite role associated RAWI_ROLEY
No Composite role associated RAWI_ROLE1
Wo Composite role associated RAWI_ROLE1
o Composite role associated RAYWI_ROLE1
No Composite role associated RAWI_ROLEY
No Composite role associated RAWI_ROLEY
No Composite role associated RAWI_ROLE1
[Profile | Transaction Code | Transaction Text
T-W3362000 LB *
T-W3362000 CKEE Release Costing Run
T-W3362000 CHOD Enhancements
T-W3362080 coe Create production order
T-Y3362080 F* Create production order
T-W3362000 FEE1 Fost Document
T-w3362000 LI11 Enter Inwentory Count
T-W3362000 LIz1 Clear Inventory Differences in MH-IH
T-YW3362000 OBR1 Delete Documents
T-W3362000 SE11 ABAP Dictionary
T-W3362000 SE12 ABBP /4 Dictionary Display
T-4W3362000 SE16 Data Browser
T-W3362000 SE38 ABAP Editor
T-W3362000 su21 Maintain futharization Ohjects
T-vW3362000 suz4 Luth. Obj. Check Under Transactions

Figure 44 List Roles and Transactions Report

Check Role Status

This report displays a status for each Role specified.

Figure 45 Check Role Status Form

RAYVI_ROLE1 T-Y3362000 huthorization profile iz generated @

Mo uszers are assigned B | Profile for role RAVI_ROLE1

RCHUMDURL [3/01420058 | JAWILAN 03/308/2005

Figure 46 Check Role Status Report
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Create/Modify Derived Roles

This report displays the SAP Derived Roles.

Create/Modify Derived Roles
Chapter 4 Reports and Utilities

Selection for createimadify Derived Rales
@ Create () Modify

Roles |

File Selection for Upload File and Download Log File

Unload File (LocallServer)
@ Local File Upload
CrApplication Server File Upload

Dovwwnload Log File (LocalfServer)
@ Local Log File
O Application Server Log File

Figure 47 Create/Modify Derived Roles

Field Definitions

° Selection for create/modify Derived Roles

m  Roles—The Roles field is only used when you are modifying an existing
Derived Role. Any values in these fields are ignored if you choose the Create
option. Specifying a Derived Role or range of Derived Roles limits the
modification process to those Roles. If any other Derived Roles are in the
Derived Role Definition file, they are not used to modify the existing SAP
Derived Role.

File Selection for Upload File and Download Log File

m  Upload File—This file is the Derived Role Definition file. You must specify the
full path name of the file and choose if it is located on your local PC, or on an
application server.

Note If you choose to upload from an application server you can run this
utility in the background.

m  Download Log File—This file stores the Derived Role Generation report. The
report information displayed on screen is also saved to this file. You can create
the file on your local PC, or on an application server. Specify the full path name
of the file.
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Derived Role Definition File

The Derived Role Definition file is created in tab-delimited format. You can use a
spreadsheet program to create the file. This is the file used in the Upload File option
above.

If you are using the Derived Role Definition file to create new Derived Role, the following
columns of data must be present in the file.

Derived Derived Master Field Field From Field To User
Role Profile Role Content Value Value Assignment
Name Name Name

Required  Optional Required  Required  Required  Optional Optional

Limit=10
characters
A [ B | C [ o [ E [ F ] G [ H ] |

SCR_SOD _DERIVE! TEST SCR_SOD_MASTER TEST| WERKS | 2 3 5CU_S0D 01
SCR_S00_DERIVE! TEST SPART 4 SCU_S0D 03
SCR_S0D DERMET_TEST LGRLUM 7 10
SCR_S0D DERMET_TEST WERKS D
SCH_SOD _DERIVEZ TEST Test Prof?| SCR_S0D_MASTER_TEST | BUKRS & 14 |SCU S0D 03
SCR_S0D DERMEZ TEST LGMUM 4
SCR_SO0D_DERIVES TEST Test Profi| SCR_SOD_MASTER_TEST| BUKRS i SCU_S0D 04
SCR_SO0_DERIVES TEST YKORG K SCU_SO0D 05
SCR_SOD_DERIVE4 TEST SCR_SOD_MASTER TEST YTWEG | & 8§ 50U S0D 05
SCR_S0D_DERIMWE4_TEST KOKRS C F SCU_S0D 02
SCR_S0D DERMEA TEST SPART 29

Figure 48 Example of Derived Role Definition File for Creating Roles

If you are using the Derived Role Definition file to modify existing Derived Roles, the
following columns of data must be present in the file.

Derived Derived Master Field Field From Field To User Modification Modification
Role Profile Role Content Value Value Assignment Field Value
Name Name Name
Required  Optional Required  Required  Required = Optional Optional Required Required
Field values
are:
A—Add
D—Delete
C—Change

A | 8 [ ¢ [ o [ E [ F [ & [ H [ + [ 4 |
SCR_S0D_DERIVEZ LGNUN 4 A B
SCR_S0D_DERIVES BUKRS 0 D 0
SCR_S0D_DERIVES YKORG K C z

Figure 49 Example of Derived Role Definition File for Modifying Roles
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Create/Modify Derived Roles
Chapter 4 Reports and Utilities

e  All the Field To values and Field From values are in ascending order.

e No blank rows are allowed in the tab-delimited file.

e  Allrecords required for the creation of Derived Roles should be placed as a single
block. If you are using the Derived Role Definition file for creating and modifying the
Derived Roles, make sure all the records for creating new Derived Roles are grouped
together, and there are no records for modifying Roles interspersed within the group.

®  The Master Role Name should be specified in the first record corresponding to that

particular Role data.

e If a profile name is specified, it should be placed in the first record for that particular
role data. Profile name is also optional, which can be created by the system.

e  During modification runtime, modification fields that are specified will be selected as

field values.

e  During modification, the Modification field assumes the value previously assigned
to the Field From value during change operation.

e  Role Expert does not analyze the current operations to be performed in the current

modification process.

Viewing the Derived Roles Report

The Derived Roles report is displayed on screen. It is also saved to a text file if you have
specified the path name for the file in Download Log File field.

Program to Create/Modify Derived Roles

Program to CreatefModify Derived Rol

SCR_SOD_DERIWET_TEST
SCR_SOD_DERIWEZ TEST

SCR_S0D_DERIME3_TEST

SCR_SOD_DERIWE4 TEST

Blready exists in the database.

Role Created.

Field 8 - 14 of object $BUKRS is added to the role.
Field 4 of object $LGNUM is added fto the role.
Role Created.

Field o of ohject $BUKRS is added to the role.
Field K of object $WKORG is added to the role.
Role Created.

Field 6 - 8 of object $WTWEG i added to the role.
Field C - F of object $KOKRS is added to the role.
Field 39 of object $SPART is added to the role.

Figure 50 Derived Roles Report On Screen
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A | B | ¢
1 |SCE_S0OD_DERMNET_TEST Already exists in the database.
2 |SCE_S0OD_DERMEZ TEST Role Created.
3 Field 8 - 14 of object $BUKRS is added to the rale.
4 Field 4 of object $LGNUM is added to the role.
5 |SCRE_S0D DERME3 TEST Role Created.
G Field 0 of object $BUKRS is added to the role.
7 Field k of object $KORG is added to the role.
8 |SCE_S0D DERME4 TEST Role Created.
9 Field & - & of abject $TWEG is added ta the rale.
10 Field C - F of ohject §KOKRS is added to the role.
1 Field 39 of object $3PART is added to the role.
12

Figure 51 Derived Roles Report Saved to a File

Program to Create/Modify Derived Roles

Program to CreatefModify Deriwed Roles

SCR_S00_DERIWEZ TEST Field 6 of object $LGNUM is added to the role.
SCR_S0D_DERIWES_TEST Field @ of object $BUKRE is deleted.
SCR_S0D_DERIWES_TEST Field K of Object $VKORG is changed to Z

Figure 52 Derived Roles Report When Modifying Roles

Count Authorizations in Roles

This report displays the number of authorizations for the specified Role.

Count authorizations in roles

Figure 53 Count Authorizations in Roles Form
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Chapter 4 Reports and Utilities

Report Run By: JAWILAN

Date: B4/08/ 2005
Time: 13:11:00
System: VD3
Client Mo, : 100
Role Name Mo. of authorizations
RAYI_ROLE1 20
Total WNo. of Roles 1
fwerage Authorizations Fer Role 20

*EE:: End of Report **5**

Figure 54 Count Authorizations in Roles Report

Analysis of Owners Roles and Users

This report lists the Role Owner for each Role specified, and the User IDs assigned to the
Role.

Selection Criteria

Chener Hame o
Fole to
[ ]Include Rales With Mo Cwners

Figure 55 Analysis of Owners Roles and Users Form

Cviner Fole User
BEEHERA MATST_002 BEEHERA
BEEHERA MATST_002 TEST_AMD_101
BBEEHERA MATST_002 TEST_AMD_101
BEEHERA MATST_002 TEST_AMD_102

Figure 56 Analysis of Owners Roles and Users Report
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Count Authorizations for Users

This report displays the number of authorizations for each User specified.

Enter userid to check number of autharizations

Uzerld to

Caunt Lirmit

Figure 57 Count Authorizations for Users Form

BKIMNG Total Wo. OF Authorizations: 3,102
System Limit: ]

Fréx4 End of Report #+5%%*

Report Run By: JAYWILAN

Date: B4/08/ 2005
Time: 13:28:35
System: ]
Client No.: 100
User Role/Profile Name Number of AKuthorizations
BKING DEWELOPER ]
BKING HRTEST 16
BKING SAP_BC_SRY_OFC_ADMIN_AG 20

Figure 58 Count Authorizations for Users Report
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Identify Transactions Executed by User(s)

Chapter 4 Reports and Utilities

This report specifies which transactions have been executed within a given time period.

Extract Specification
Client

Tahle gquery time frame:

Transaction manitar time frame:

hﬂa@

to
to

Data Extract Options
(-] Wiorkload
All

Extract File Specification
Wirite extract file to:

Spool file
[ 1] Application server citemplexdract td

Download extract file to PC from:
Spool file
Spool numhber:
Application server

Path on local PC: citernplextract td

| Run in Background | | Background Jobs | | Dovwnload Extract

Figure 59 Transactions Executed by Users Form

Field Definitions

° Extract Specification

m  Client—From the pop-up menu, choose the system you want to run the report

on.

m  Transaction monitor time frame—Specify the time frame you want to include
in the report. Only those transactions executed within the time frame are

included in the report.

m  Table query time frame—These fields are filled in automatically.
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Extract File Specification

Spool file—Specifying a spool file allows the report to be displayed onscreen.
Application server—Specifying this option creates the report within a text file.

Download extract file to PC from—This option is used after you have
generated the report. It copies the generated report to your local PC. If you have
created the report using the Spool File option, specify the spool file number. If
you have created the report using the Application Server option, specify the
path name of the generated report file.

Path on local PC—This is the path name of the file to be created. Use the
Download Extract button to create the file to your local PC.
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CONFIGURATION OPTIONS

TOPICS COVERED IN THIS APPENDIX

Configuration Options
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Configuration

48

Options

Role Expert has various options that allow you to use Role Expert more efficiently.

You set the following configuration options by clicking the Config button on the Initial
page toolbar.

Critical Level

This option specifies the Critical Level values for a Role. You can create multiple
iterations of this option. Each iteration adds a value to the Critical Level pop-up menu in
the Role Definition Form page.

Module Name

This option specifies the Module Name values for a Role. You can create multiple
iterations of this option. Each iteration adds a value to the Module Name pop-up menu in
the Role Definition Form page.

The module name parameter is used to configure all the SAP modules used in your
implementation, such as SD, MM, FI/CO, and so on. You can also define your own
modules such as OTC (Order To Cash), PUR (Purchasing), and so on.

Role Status

This option specifies the Role Status values for a Role. You can create multiple iterations
of this option. Each iteration adds a value to the Role Status pop-up menu in the Role
Definition Form page.

Org Level Restrictions

This option specifies the Organization Level values for a Role. You can create multiple
iterations of this option. Each iteration adds a value to the Org Level pop-up menu in the
Role Definition Form page.

Create Role with Org. Levels * ?

This option automatically adds ** to any Organizational Level fields existing in the SAP
Role. If you set the option to Y’, clicking the Generate button automatically adds the
wildcard. If the option is set to ‘N’ the Organizational Level values are not changed.

Create Role with Org. Levels Popup?

Setting this option to ‘Y’ displays the Organizational Level pop-up when you generate the
Role.

Note This option is ignored if you set the Create Role with Org. Levels
option to YES.

Create Role with * in Un-maintained Fields

This option is applicable only to the Generate button. You can ignore this option if you
are not using Role Expert to generate roles in SAP.

If you select “Y’, Role Expert resolves all open authorizations by assigning the value ‘*
(full authorizations). If you select ‘N’, Role Expert leaves the authorization open.



Configuration Options
Appendix 5 Configuration Options

Update Role Descriptions in PFCG

If this option is set to YES, the information in the short and full description fields from
Role Expert are transferred to the SAP Role.

Ticket Maintenance

This new configuration option determines if the Add Ticket No. and Delete Ticket No.
columns appear in the Transactions table.

Data Source for Role Owners

This option affects the data entry in the Local Role Owner and Global Role Owner fields.
The values for this option are [SAP/MANUAL].

e  Setting the option value to Manual allows free-text entry in the fields.

e  Setting the option value to Manual also means a value is required in both fields. You
cannot leave the fields blank.

e  Setting the option value to SAP limits the field values to known User IDs.

e  Setting the option value to SAP also validates the User ID against the SU01 validity
period.

e  With the option value set to SAP, you can leave the Local Role Owner and Global
Role Owner fields blank.
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Upload Role Definitions for Role Expert Users

Customizing Role Expert Role Definitions
Conformance to Naming Standards
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Assigning Role Expert Roles
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Installation and Setup

Role Expert is an ABAP-based tool and is delivered to the customer as a group of
transport files, a conventional method for all add-on SAP software.

Please consult your Basis Administrator to install Role Expert in your system. To install
Role Expert you simply need to import the Role Expert transport files into your system,
just like you import any custom ABAPs or SAP delivered code.

Refer to OSS Note 13719 for more details on this procedure.

Role Expert has a tight naming space but if you run into any name space conflicts, please
contact Virsa Global Support Services to resolve these conflicts (see section “Contacting
Virsa Systems” on page 10 in the Preface).

In case there are errors during the import of the transport files, please e-mail the errors to
Virsa or contact Virsa Global Support Services.

Role Expert is designed to be used by the Security Administrators and Business Process
(Role) Owners. You can provide different access levels for Role Expert functionality, for
example, you may not want to allow everyone to update role definitions or to upload role
definitions. This section describes how to upload and customize the Role Expert role
definitions to meet your requirements.

Upgrading Ro

le Expert

You should perform the following steps before upgrading to a newer version of Role
Expert:

1 Download all your role definitions and configuration data information.
2  Perform the upgrade.

3  Upload role definitions and configuration data back into Role Expert.

Upload Role Definitions for Role Expert Users

52

Virsa Systems provides pre-delivered roles for all the Role Expert users mentioned above.
You can customize these roles according to your naming conventions and needs. The
following are the names and intended users of the pre-delivered Role Expert roles.

Role Name Intended Users
Z_VRMT_ADMINISTRATOR Role Expert Administrator (Super User)
Z_VRMT_ROLE_OWNER ROLE Owners

Z_VRMT_SECURITY Security Administrators
Z_VRMT_USER Role Expert User



Customizing Role Expert Role Definitions
Appendix 6 Installation and Setup

> To upload these roles into your system:

1
2

Run transaction PFCG.

From the menu, select Activity Group - Upload. You will get a standard
information message about uploading activity groups. Click Enter and you will be
prompted for a filename.

Select the file/folder that contains the Role Expert User Roles.
Click Open.

The system will display the list of Roles (Activity Groups) to be loaded. This list
should contain the role names listed above.

If the list is correct, click Enter. The roles will be uploaded in the system.

Display the roles in the PFCG transaction, to confirm that they have been uploaded
successfully.

Customizing Role Expert Role Definitions

You can customize the User Role Definitions in Role Expert according to your
requirements and naming standards.

Conformance to Naming Standards

> To customize the names of the Role Expert roles to your naming convention:

1

u » W N

Run transaction PFCG. Enter the Role Expert role name (for example,
Z_VRMT_USER).

Click <Copy> and specify the destination Role.
Click <Copy All>. The role should be copied to the new name.
Generate the role to make sure that the related authorizations are created.

Repeat Step 1 through Step 4 for all the other Role Expert roles.

Customizing Role Authorizations

For customizing the authorizations of the roles, please consult your Security
Administrator. Role Expert authorization object documentation specifies the significance
of each object and field, to help you customize the authorizations of Role Expert Roles.
The documentation can be found in the online help window.

Assigning Role Expert Roles

Assign the Role Expert Roles to the intended users of Role Expert using transaction SU01
(or ask your User Administrator to do that for you). Role Expert roles assume that the
users already have the basic access required for the SAP system, for example, access to
printing, SU53 transaction, and so on.
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Critical Transactions

Critical Transactions are transactions that are critical by themselves, for example, SE38,
SA38, SM30, and so on.

Use the Utilities > Maintain Tables > Critical Transactions table to modify your Critical
Transaction records. Role Expert’s Critical Transactions table uses standard SAP features

for adding and modifying table records.

d Note Role Expert and Compliance Calibrator share critical transaction
data. Making changes in either application’s Critical Transactions
table updates the other. Only Compliance Calibrator 4.0 supports
Critical Transaction Risk IDs. If you have an earlier version of
Compliance Calibrator installed, the Risk ID column will not appear
in the Role Expert Critical Transactions table.

Uploading/Downloading Role Definitions

Fole Expert

Selection Criteria for Role Upload
@ LUpload Roles from SAP System

Role

v Upload Roles from File
@ Single Roles (1 Composite Role

(B 5& Check 8

Figure 60 Uploading Role Definitions
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Tab-Delimited Text File Format for Single Roles

When you download your Role definitions, you should create a tab-delimited text file.
When you upload your Role definitions, the file must be in the same format as well. If
there is no value for a particular field, leave the field blank.

The columns of data for a Single Role are:

e Role type*, Role name, Role description, role primary owner, role secondary owner,
critical level, module name, role status, Project name, Org. unit 1, Org. Unit 2, Org.
unit 3, Org. unit 4, Org. unit 5, Org. Unit 6, Transaction Code, Transaction code
description, user id of the user inserting the TCode, authorization details 1,
authorization details 2, authorization details 3, remarks 1, remarks 2, remarks 3,
details about role description, details about sod records, details about role history,
details about testing, and so on.

d Note *The Role Type must be “S”.

Tab-Delimited Text File Format for Composite Roles

When you download your Role definitions, you should create a tab-delimited text file.
When you upload your Role definitions, the file must be in the same format as well. If
there is no value for a particular field, leave the field blank.

The columns of data for a Composite Role are:

e  Composite role name, Role type*, Role name, Role description, role primary owner,
role secondary owner, critical level, module name, role status, Project name, Org.
unit 1, Org. Unit 2, Org. unit 3, Org. unit 4, Org. unit 5, Org. Unit 6, Transaction Code,
Transaction code description, user id of the user inserting the TCode, authorization
details 1, authorization details 2, authorization details 3, remarks 1, remarks 2,
remarks 3, details about role description, details about sod records, details about role
history, details about testing, and so on.

d Note *The Role Type must be “C".
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Role Definitions

It is important to take frequent backups of your Role definitions in the Role Expert role
database, to ensure that you always have a good copy of role definitions in case your role
definitions are lost or damaged for some reasons, for example, as a result of uploading
roles from a wrong file.

You can upload your existing role definitions to Role Expert from a spreadsheet, or from
roles currently existing in your SAP system. To upload a role or a group of roles, click the
Upload button.

Uploading/Downloading Role Definitions

Fole Expert

Selection Criteria for Role Upload
@ LUpload Roles from SAP System

Role

v Upload Roles from File

@ Single Roles (1 Composite Role

(Th g0 Check 3%

Figure 61 Uploading Role Definitions

Tab-Delimited Text File Format for Single Roles

When you download your Role definitions, you should create a tab-delimited text file.
When you upload your Role definitions, the file must be in the same format as well. If
there is no value for a particular field, leave the field blank.

The columns of data for a Single Role are:

e  Role type*, Role name, Role description, role primary owner, role secondary owner,
critical level, module name, role status, Project name, Org. unit 1, Org. Unit 2, Org.
unit 3, Org. unit 4, Org. unit 5, Org. Unit 6, Transaction Code, Transaction code
description, user id of the user inserting the TCode, authorization details 1,
authorization details 2, authorization details 3, remarks 1, remarks 2, remarks 3,
details about role description, details about sod records, details about role history,
details about testing, and so on.

d Note *The Role Type must be “S”.
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Tab-Delimited Text File Format for Composite Roles

When you download your Role definitions, you should create a tab-delimited text file.
When you upload your Role definitions, the file must be in the same format as well. If
there is no value for a particular field, leave the field blank.

The columns of data for a Composite Role are:

e  Composite role name, Role type*, Role name, Role description, role primary owner,
role secondary owner, critical level, module name, role status, Project name, Org.
unit 1, Org. Unit 2, Org. unit 3, Org. unit 4, Org. unit 5, Org. Unit 6, Transaction Code,
Transaction code description, user id of the user inserting the TCode, authorization
details 1, authorization details 2, authorization details 3, remarks 1, remarks 2,
remarks 3, details about role description, details about sod records, details about role

history, details about testing, and so on.

d Note *The Role Type must be “C”.
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