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Summary

As system landscapes become more and more complex efficient identity management
becomes a key success factor in IT organizations.

Often the same identity information has to be maintained in lots of different IT systems.
This leads to a great administrative overhead for creating, updating and deleting user
data in all involved systems.

Focussing on an entire SAP system landscape the integration of SAP CUA (central user
administration) with Microsoft Active Directory Services can be the first step in
implementing identity management in your IT infrastructure. The benefit is a huge
reduction of administrative efforts and more consistent data across the different
participating systems.

Applies to

=  SAP Web Application Server
= Microsoft Active Directory 2000
= Microsoft Active Directory 2003

Keywords

Directory synchronization, identity management, central user administration
Level of difficulty

Technical consultants, Developers

Contact

For feedback or questions you can contact the Collaboration Technology Support Center
at ctsc@sap.com. Please check the .NET interoperability area in the SAP Developer
Network http://www.sdn.sap.com/sdn/developerareas/dotnet.sdn for any updates or
further information. You can contact REALTECH at customer-services@realtech.de.
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Introduction

As already mentioned in the short summary above the scenario used for this
collaboration brief deals with two key components: Microsoft Active Directory and SAP
Central User Administration.

Active Directory, being the integrated, distributed directory service included with
Microsoft Windows Server 2003 and Microsoft Windows 2000 Server, provides a central
user repository used to centrally maintain user data, thus avoiding the redundant, error-
prone maintenance of user information in several systems. Most organizations already
use Active Directory to organize and manage information about all kinds of their different
resources like users, computers, applications and so on.

While the user management engine (UME) used by SAP Enterprise Portal can use a
central Active Directory as its user persistence store ABAP systems use their own
database as user store. SAP’s central user administration (CUA) can be used to
maintain SAP user master records in one central system and distribute this information
in a consistent way to connected child systems. This provides a single point of
administration of all SAP user data in the entire SAP system landscape in one central
system.

This document describes the benefits of a synchronization of user data between an
LDAP directory (e.g. Microsoft’'s Active Directory) and SAP systems. In the outlined
scenario MS Active Directory will become the leading system for storing common user
data. As a result users newly created in the directory will be synchronized and created in
the SAP CUA. For user data that has been updated in the directory this new information
is also synchronized into the SAP system and updated there as well.

The SAP CUA will be used to distribute all the user data that has been “imported” from
the directory to all its connected child systems.

Scenario

The following screenshot provides an overview of the outlined scenario discussed in this
guide:
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Figure 1 - Scenario overview

Technical Basis

The SAP LDAP Connector

The following part gives a short introduction to the technological mechanism providing
the synchronization functionality between the directory service and the SAP system —
the so-called SAP LDAP Connector.

The protocol used for communicating with a directory is usually the Lightweight Directory
Access Protocol (LDAP). The SAP LDAP connector allows direct access to directories
within ABAP applications using the LDAP protocol. It provides this functionality in form of
an API for connecting and searching, reading and editing of directory entries. This API
has already been shipped with the basis release 4.6. But this release does not provide
any functionality to synchronize user master data between SAP and the Active Directory.
This functionality was first introduced with basis release 6.x that is used for SAP’s Web
Application Server architecture and is therefore also available for all components based
on SAP’s NetWeaver platform.

The following figure shows the architecture of the LDAP connector:
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Figure 2 - Architecture of SAP LDAP Connector

LDAP_RFC

From technical point of view the LDAP connector is represented by the program
"ldap_rfc” that is running as a registered server program. The communication between
the Active Directory and the executable |dap_rfc is performed using the standardized
access protocol LDAP. The LDAP protocol is normally using the TCP/IP port 389.

There are two possible options how to set up the LDAP Connector:

a) The LDAP connector can run as part of the SAP Application Server. In this case
the executable in the directory usr\sap\<SID>\SY S\exe\run (Windows) or
lusr/sap/<SID>/sys/exe/run (UNIX) is used.

b) The LDAP connector can run as a standalone program on a dedicated server
with access to the Active Directory.

Option a) is shown in the following figure “LDAP Connector as part of the SAP
application server”:
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Figure 3 - Option a) LDAP Connector as part of the SAP application server

If the LDAP connector is running as part of the SAP application server it can be
monitored and managed using the CCMS. The CCMS alert monitor can monitor the load
(percentage of used LDAP- connections) and the status (UP or DOWN) of the LDAP
Connector. CCMS will also start the LDAP connector if it is down.

Since the LDAP connector loads the LDAP library of the operating system at runtime it is
a prerequisite that the operating system is offering such an LDAP library. This
prerequisite is fulfilled by Windows 2000/2003 since Windows 2000/2003 is shipped with
the required DLL.

Option b) can be used as a workaround if no LDAP library for the desired operating
system is available. In such a case there is the option to run the LDAP Connector as a
“standalone program” on a dedicated server as shown in the following figure:

SAP Application Server Active Directory / DC
RFC
| \ 4
Work LDAP o
Process Connector | LDAP O/ \O
_> / \O
O/ \Q .O/ \O
Active Directory

Figure 4 - Option b) LDAP Connector as standalone program on dedicated server

The drawback of using option b) is that the LDAP connector is not part of the SAP
Application Server and can therefore not be monitored and managed using the CCMS.
However, since the LDAP connector can be implemented as a service on the Windows
operation system it can be monitored by common monitoring tools.
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SAP CUA

As mentioned above, SAP systems, which should be connected to the Active Directory
directly, must be based on basis release 6.x of SAP Web Application Server. If the
systems are based on release 4.6 or lower it is possible to implement the SAP Central
User Administration (CUA) on a SAP Web Application Server, which then acts as a kind
of LDAP gateway.

Since also SAP Systems that are based on the Web Application Server can be added as
child systems to the SAP CUA the directory enabled SAP CUA can be used to distribute
data across the whole SAP system landscape while still offering the possibility to
maintain SAP specific data in the central system rather than in the Active Directory.

Implementation

Transaction LDAP

Central point of administration for all settings regarding SAP’s LDAP Connector is
transaction LDAP. Here you can configure the required RFC destinations, set up a new
LDAP connector, create a new logical LDAP server, maintain communication users as
well as maintain the mapping and synchronization details.

LDAP Administration  Edit  Goto HE SAP

Directory Service Connection

A2 ServerMames [ System Users &8 Connector

Directony

Sarvar Cus
Connectar LDAP_WDF-RTH1_Q

Logged O o0

Operations

| Log On | | Find | | Create |
| Log Off | | Compare | | o ify |
| Qptions | | Fename | | Dalete |

| [ | RTO (1) (100) PE wdfrm1 NS 2

Figure 5 - Transaction LDAP

The required steps are in detail:
e Create an RFC Destination to the program “LDAP_RFC”
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e Create a new LDAP Connector that utilizes the RFC destination maintained
before

e Create a new logical LDAP Server. Here you have to maintain the connection
details to the physical directory

V] ald BHICa@ | 8 EE 80488 EE @
Dispiay View "Server Names': Details
Dialog Structure H H _
=2 O3 Servet Mames
I mapping
(3 Synchronization SEREN NEMES
Host name de.realTech.net
Port Mumber 389
Product name Microsoft Active Directory Services forWindows 2000 i)
Log version LDAR version 3 o]
LDAP Application User T
[ Default
Base entry OlU=widf DC=de DC=realTech,DC=net
Systern Logan Cus
[ Read Anonymaously

[ | RTO {13 (100}

PEl | wdfrmt | INS 2

¢ Maintain the communication user that is used by the LDAP connector to bind the
LDAP Directory Server. The binding information (username and password of a
Active Directory user) is stored in the secure storage.

Change View "LDAP System User": Details

LOAP System Llser
Distinguished Mame  CH=SAPDEVYCLA OU=5AP Admins, OU=5AP ClU=wdf DC=de,DC=realTech
[] Only read auth.

Auth. mechanism Simple Bind T
Credential storage Secure starage T

Credentials

RTO (1) (100) P2 wf-rim1
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¢ Now you can already test the connection to the directory:

Dispilay View "LDAP Connector {Maintenance Vi...

LOAP Connector (haintenance Yiew)
Application Server wydf-rirm 1 _RT0_01
Status Cannector |5 Active
Trace Level Trace OFF

@ Cne entry chosen [ [ RTO ) (1003 2 wdf-rim

Mapping
In transaction LDAPMAP specific SAP data fields can be mapped to the desired
directory attributes.

SAP offers directory specific proposals for the mapping of the directory attributes to the
SAP data fields. After importing the proposal the mapping details can be customized as
desired.

Active Directory users, which should be selected for the synchronization with the SAP
system, are identified by one specific so-called filter attribute. If this attribute is set for an
Active Directory user object the synchronization report RSLDAPSYNC_USER will either
create a SAP user with that SAP username in SAP system (here SAP CUA) if it does not
already exists or it will update the SAP user if the user has been changed in the Active
Directory for example because the phone number of that user has changed.

The following screenshot shows a default mapping:
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LSERNAME EAPIENAME ch

LUSERNAME EALPIENAME saplsername

ALIAS LUSERALIAS sapAlias

ADDRESS FIRSTNAME givenhame

ADDRESS LASTHNAME sh

ADDRESS FUNCTION title

ADDRESS DEFLRTMENT ou

ADDRESS E_MAIL mail

ADDRESS Fix_NUMEER facsimileTelephoneNumher
ADDRESS FoY_EXTENS
ADDRESS TEL1_NUMER telephoneNumber
ADDRESS TEL1_EXT
ADDRESS EIRTH_MNAHE birthName
ADDRESS INITIALS initials

Figure 6 - Mapping of SAP data fields to directory attributes

For each attribute there is the option to specify whether the customized mapping is only
valid for import, export or for both ways of synchronization.

Mapping using function modules

If the desired mapping is not a simple 1:1 relationship, function modules can be used to
enable a more complicated mapping procedure. A simple example is the telephone
number. The telephone number of a user is stored in the directory attribute “telephone”
(in MS Active Directory). The extension is normally split by a hyphen ‘-‘. In SAP the
telephone number of a user is stored in two data fields ADDRESS-TEL1_NUMBR and
ADDRESS-TEL1_EXT. Therefore the function module MAP_SPLIT_CHAR can be used.
This module reads the value for the telephone number from the directory attribute
telephone. The extension is split at the position where the system finds a hyphen *-* in
the string and the two values are stored in the SAP data fields ADDRESS-
TEL1_NUMBR and ADDRESS-TEL1_EXT.

9 : sapd
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Figure 7 - Mapping using function modules

Synchronization

The report RSLDAPSYNC_USER selects all the users, which are to be synchronized
with Active Directory. It is to be scheduled regularly. Furthermore the report can be
scheduled as an event triggered job that can be started by the user administrators using
the external SAP program "sapevt”.

The following screenshot shows report RSLDAPSYNC_USER:
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Figure 8 - Report RSLDAPSYNC_USER

Using transaction LDAPLOG the protocols of the LDAP synchronizations can be
monitored.

Extensions to the standard
Assigning Active Directory Groups to SAP ABAP roles

To provide synchronisation of role assignments the interface BC-LDAP-USR expects the
name of the SAP roles to be stored in a multi-value attribute called SAProles. The
problem with using this setup is how to fill this attribute with the appropriate information.

The SAP user management engine (UME) offers the option to assign portal roles to
groups stored in Active Directory if Active Directory is used as user persistence store.

To achieve a comparable functionality out of the box it must be possible to map SAP
roles to Microsoft Active Directory groups.
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Therefore REALTECH has developed a special report which creates Active Directory
groups from SAP roles. Users in Active Directory can now be assigned to these groups
which correspond to roles in the SAP system. During synchronization a custom function
module retrieves the information about the user’'s group membership and assigns the
corresponding SAP role to the user.

Using this mechanism described above it is possible to leverage Active Directory group
memberships for SAP role assignment also for SAP ABAP user management. As a
result Active Directory users and SAP users can be administered at a single location.

The following screenshot shows the exported SAP roles that appear as groups in the
directory:

‘T SAPMMC - [Console Root', Active Directory Users and Computers [enterprise.fleet federation] fleet.federation',SAP sapRoles',... [l =] E3

J% Conscle  Window  Help |J = | | =0 |
|J Action  Wiew  Favorites |J<2=' -P||><|@ J>§iﬁﬁ§?@h |
Tree I Fawvorites | Mame | Type | Diescription |

1 Consols Root €7 SAP-NCCOD0-ASAP_ALITORENUMGEBLING Security Group - Glabal

SL9F SAP RJ3 Systems €7 AP-NCCO00-RTC_BC_USR_CUA_TRUSTED_SYSTEM  Security Group - Global

E‘"% MNCC SAP-NCCO00-ASAP_AUTORENUMGEBUNG Properties [2]=]

i Elﬂ woyager 0

@ Process List General | Membersl termber Dfl Managed Byl

47 Current Status
47 Open Alsrts
&[] Syslag
--m Quene Statiskic
-5, WP Table .
E@ Active Direckory Users and Comp Group name [pre-windows 2000 ISAP-NCCDDD-ASAF‘_AUTDHENUM

@ SAP-MCCO00-254P_AUTOREMUMGEBUMNG

E@ Fleet . Federation o
[:l Builtin Description: I
[:I Computers E-mail
#-{£3] Domain Controllers ol I
m1-[20 ForeignecurityPrincipal
Hg DZLT::E: U —Group scopg——————————— Group type
-2 sap ! Damain lozal & Securty
(& LostandFound * Global € Distribution
i B ol .
. B @EID NUCBCSDDD  Urniversal
: -8 MCC100
L2 Users Haotes:
=
[-]
KN 2

| ak. I Cancel | Apply |
Figure 9 - Exported SAP roles appear as groups in the AD

Maintain SAP specific attributes in Active Directory

Using Microsoft's MMC Snap-In “Users and Computers” it is not possible to maintain
attributes others than those delivered as standard attributes by Microsoft. Though it
would be possible to use a low level LDAP editor such as the MMC Snap-In “ADSI Edit”
this is no user-friendly solution since it would be necessary to use a different tool in the
AD for the SAP user administration. Because of this REALTECH has developed a
Property Page extension DLL for the Users and Computers Snap-In that makes it
possible to maintain the attribute sapUsername (which can be imported into the directory
using a schema extension delivered by SAP) in a separate property page SAP of the
Users and Computers Snap-In.

The following screenshot shows the new property page “SAP” in the MMC:
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|J fction  Wiew  Favorites |J = =) | | bt | B2
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Tree I Favorites I Marme | Type
[ Consale Rook € James T. Kirk User |
<4 s (RO o v ricproperies W]
EI@ Active Directory Users and Computers [enterprise fleet.federa
E@ Fleat Faderation Published Certifizates I temnber OF I Dialin I Object I Security I
123 Builtin General I Address I Account I Profile I Telephones I Organization |
[:I Computers Environment I Sessions I Remate control I Teminal Services Profile  $4F
{28 Domain Contrallers
[:I FareignSecurityPrincipals ‘
[Z] LostandFaound \J
people R=Egl0=cH
(&8 sap
g azztrzm SAP user name: IKlF!KD
D"g Active Directary Domains and Trusts SAPSNCrsme  [pamesT Kik@FLEET FEDERATION
[~ Active Directory Sites and Services [enterprise. fleet, fFederatior
[+ B8 Active Directary Schema
Y alid from: I 5/27/2003 vl

“alid to: I 12/31/9939 - l

Synchrarize now |

oK Cancel Apply

Figure 10 - Extension of MMC Snap-In Users and Computers

The property page also provides a button for immediate synchronization. The button
triggers a corresponding event in the SAP system, which then starts the report for user
synchronization.

Conclusion

Implementing synchronization between SAP CUA and MS Active Directory provides an
easy way to reduce administrative effort and helps to raise the quality of available user
data across the entire system landscape.

SAP’s LDAP Connector can easily be configured and works seamless with Microsoft
Active Directory as it does with other common directory services available on the market.

Limitations

Please keep in mind that the LDAP Connector is only available on SAP systems based
on Web Application Server.

Sometimes a schema extension to the relevant directory might be necessary. Please be
aware that schema extensions to directories can often not be reverted (e.g. MS Active
Directory).

The Extensions to the standard described in this collaboration brief are only available as
a consulting solution by REALTECH.
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