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ROLE EXPERT

COMPLIENCE CALIBRATOR

Execute Transaction /n/virsa/zvrat

& |/npirsajzvrat ~Jdgle@ae  EHE DDLOD  BE @B
SAP Easy Access
B = E? &5 Other menu & B2 B AT BCreate role @'Assign users @Dcmmentaticn

~ 3 Favorites W
G Tools -> Administration -> User Maintenance -> Users e i
" Administration -> Monitor -> System Monitoring -> Process Overview
. Tools -> Administration -> Monitor -> System Monitoring -> Servers
" Tools -> Administration -> Monitor -> System Monitoring -> User Overview
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SAP Compliance Calibrator by Virsa Systems

© D

Select Target System for Risk Assessment

[
L{g_:- SAP R/3 System
~JHuman Resources(HR)

“IManagement of Internal Controls{MIC)

Select Your Role

(@) Auditor

) 5ecurity Administrator
" JUser Administrator
“IBusiness Process Owner

() Compliance Calibrator Administrator
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SAP Compliance Calibrator by Virsa Systems - SODs / Risk Analysis

@@S\mulate DﬂRuIeArch\tect ﬂ,Mitigation E Alerts ﬂﬁManagementReports @E@

Analysis Type
®) User Based
— T
f User A Jﬁl to
) User Group to
Role/Profile Based

Roles to

[ofe] [af9

Profiles to

Combined analysis

SOD Risk Level

=

Critical ) High ) Medium ) Low 0

Report Type
®  SO0D at Transaction Code Level ") SOD at Authorization Object Level
- Critical Transactions ) Critical Roles/Profiles
Mitigating Controls
Risk to

=2
=

Organizational Rule to

Report Format
Exec Summary Report % Summary Report ") Detail Report | Business View

User Type

Rule Architect

General Information

. Rule Library ﬂ

[ Business Processes Total Number of Rules 4 Number of Critical Risk Level Rules 0

LIF Number of Active Rules 4 Number of High Risk Level Rules. 0
unctions J
I Risks Number of Disabled Rules 0 Number of Medium Risk Level Rules 4 -

CRules
[ Auth. Object Rules
[ Conflicting Transactions J
Business Process Total Humber of Rules Number of Active Rules Number of Disabled Rules
[ critical Transaction
sadaf 0 0 0
[ critical Role
[ critical Profile
[ Rrule Matrix
[ organizational Rules
[utilities

Rules by Business Process
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Rule Architect

General Information

= } Rule Library :
[ Business Processes Total Number of Rules 4 Number of Critical Risk Level Rules 0

v
v [J Functions Number of Active Rules 4 Number of High Risk Level Rules 0
v CJ Risks Number of Disabled Rules 0 Humber of Medium Risk Level Rules. 4
+ (JRules

» [J Auth. Object Rules Rules by Business Process
[ Conflicting Transactions
~ {33 Critical Transaction

i @ Maintain

+ [ upload

* [31 pownload

[ critical Role

[ critical Profile

(7 Rule Matrix

[ organizational Rules
[ utilities

Business Process Total Humber of Rules Humber of Active Rules Number of Disabled Rules
sadaf 0 0 o

Change View "SOD (TCode)": Overview
%% New Entries BEoE R

50D (TCode)
Transaction C... Transaction C... Transaction C... Transaction C... Transaction C... RiskId  Risk Description Risk Level Status i
Maintain the T-codes Whose combinations are conflicts
New Entries: Overview of Added Entries
7| B
SOD (TCode)
Transaction C... | Transaction C... Transaction C... Transaction C... Transaction C... Risk1d  Risk Description Risk Level sas [
|5u01 sul0 pfcg Eﬁgh v]EnablE -
Medium - Enable ¥
Medium « Enable
Medium ~ Enable
New Entries: Overview of Added Entries
?EE
50D (TCode)
Transaction C... Transaction C... Transaction C... Transaction C... Transaction C... RiskId  Risk Description Risk Level status [T
SU01 suUi0 PECG DONT PROVIDE High w Enable —
v -~ - -
I\_ 2 Medium ~ Enable
Mediom w Fnahle
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Rule Architect

| General Information

* [2] Rule Library L=
y [= Prompt for Customizing request Humber of Critical Risk Level Rules 0
v [ - Number of High Risk Level Rules 0 =

T i -
+ [] Table Contents /VIRSA/ZCRTRAN Humber of Medium Risk Level Rules 4 54
£ I

o
: Request L le Customizing request
» T =
. g Short Description Idap r of Rules Humber of Active Rules Number of Disabled Rules
0 0
B0 v s

v [ critical Role
» [ critical Profile

+ [ Rule Matrix

v [J organizational Rules
»

[ utilities

ROLE EXPERT

Execute Transaction /n/virsa/vrmt

¢ | R -dBc@ee SHB 00D BE @B

SAP Easy Access
E B E? faDther menu E % & v A ECreate role @éssign users @Dccumentaticn

——
~ & Favorites p————
€ Tools -> Administration -> User Maintenance -> Users
x Administration -> Monitor -> System Monitoring -> Process Overview

e = R e e s i e el S S U S 2
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[E Eole Definaon  (mibes  Fiole Mantenanck  System  Melp
L i eae DHMR
Role Expert
O & & B 0O o [Dreperts Pupiesd  Dipownizad  ShRisk dnslms & Caneraty
Create (F9)
Role :::nn!'.:u:: JJ
Rk Blarviay
Compoate Foks

Confidential Document

fcompare  Puser iy PrvesaTeos [DHoeaty B

Role Expert - Role Definition ( Role: ZCONFLICT )

Transactions % Object List  °%? Change/Display &8 Risk Analysis

ROLE DEFINITION

Role [zcowFrIcT
Local Role Owner |s2p

Global Role Owner LBASIS{
Critical Level [2168
Module Name |asp

Role Status [ox
T

Project/Release

Business Process ASDE

Description | Functional Area )’ Region )’ Additional Attributes }‘ Approvers }' History )’ Risk Analysis )’ Test Results /Tich!ls ]

[+ ~l4B eaa DHR c0OLD BE 98

Role Expert - Role Definition ( Role: ZCONFLICT )
Transocticns | 55 Object Ust 57 Changw/Displey 40 Risk Asalysis (5 Cemarate
Trondachions (ShiftsFE)

Wisr et JoviesaTecls @

ROLE DEFINITION
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Role Expert - Maintain Transactions ( Role: ZCONFLICT )

58 Risk Analysis @ Generate EE Compare @ User Info @EVirsa Tools @

B Role History o Manual Tcodes T %7 change/Display & & EH Details
Inserted By Date

Transactions | Transaction Description Authorization Details Remarks

SU0L User Maintenance SAPUSER 07.01.2004

PFCG Role Maintenance SAPUSER 07.01.2004
SAPUSER 07.01.2004

SU10 User Mass Maintenance
—

[ B

@ -liBe@@ CHR DD M o8

Role Expert - Maintain Transactions ( Role: ZOONFLICT )
ol atory o Moreal Toodes T P Chosgespley & F BHowtnds |0 Ruk Anehyin | 9 Genarate S Compare BlUser bl aviesa Teos D

T Transscton Auther ik Aralvile of Pt Gt o a
so0r Liser Maintenance SAPUSER 07.01 2004 -
preg Bale Mnntesanie SAPUSER G701 2004 -
5118 Liser Mass Musnsesance SAPUSER 0701 2004

=

Role Expert - Maintain Transactions ( Role: ZCONFLICT )

i "?’Change{Display 2 F HHbetails ETJRiskAnaIysis & Generate EECompare € User Info ~ dfz Virsa Tools 1@

BB Role History g Manual Tcodes

Transactions Transaction Description Authorization Details Remarks Inserted By Date

3001 User Maintenance SAPUSER 07.01.2004

PFCG Role Maintenance SAPUSER 07.01.2004
SAPUSER 07.01.2004

SUl0 User Mass Maintenance

=
o LSOD Conflicts occured for the role ZCONFLICT . B
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Role Expert - SOD Analysis of Role
&
K=Y 00T S == === o
Role Transaction/S0D | Risk Id Risk Description | Risk Level
LZCONFLICT PFCG role maint HIGH
LZCOMNFLICT SU01 USER. Maint HIGH
ZCONFLICT 5U01,5U10,PFCG DONT PROVIDE | HIGH

Role Expert - Role Definition ( Role: ZCONFLICT )

Transactions EObjectList %Change{Disp\ay E’l‘iRwskAnalysis @Generate EECompare &F User Info @BV\rsaTou\s 7]

ROLE DEFINITION

Role ZCONFLICT Description
Local Role Owner sap Org Level
- T
Global Role Owner LBASIS ﬂ
Critical Level HIGH
Module Name RASD
Role Status OK
Project/Release
Business Process RSDE Sub Process DRS

_E} Functional Area -~ Region | Additional Attributes ~ Approvers -~ History © Risk Analysis -~ Test Results -~ Tickets

ROLE IS CREATED BASED ON TICKET
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Role Expert - Role Definition ( Role: ZCONFLICT )

.'.Fransact.\.uns' EDb}eCt List ?Change}’D\splay 48 Risk Analysis @ Generate EE Compare €F User Info %Vlrsa Tools @

ROLE DEFINITION

Role ZCONFLICT Description

Local Role Owner |snp | Org Level

Global Role Owner .LBASIS| =

Critical Level HIGH

Module Name LSD

Role Status |ox

Project/Release

Business Process ASDE Sub Process |DRS
Description | Functional Area m Additional Attributes | Approvers ~ History | Risk Analysis | Test Results | Tickets |
Region

I JINDIAN

Role Expert - Role Definition ( Role: ZCONFLICT )

Transactions B Object List 62’ Change/Display S8 Risk Analysis @ Generate EE Compare @B User Info &Virsﬂ Tools B
ROLE DEFINITION
Role ZCONFLICT Description
Local Role Owner SRP Org Level
BAST
Global Rale Owner L ﬂ Jﬁl
Critical Level HIGH
Module Name R3D
Role Status O
Project/Release
Business Process ASDE Sub Process DAs
Description | ‘Functional Area rRegion y' — } VApprorvers VHistory | Risk Analysis |TestResults | Tickets |
Additional Attribute Value
INDIAN

jREGION
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Role Expert - Role Definition ( Role: ZCONFLICT )

Transactions 9% Object List %7 Change/Display &0 Risk Analysis @ Generate i Compare @3 User Info  dfzVirsa Tools ¢

ROLE DEFINITION

Role ZCONFLICT Description

Local Role Owner SRF Org Level

Global Role Owner LBASIS| Jﬁl

Critical Level HIGH

Module Name ASD

Role Status CK

Project/Release

Business Process ASDE Sub Process DAS

Description |/ Functional Area | Region | Additional Attributes /:/Hlsmry " Risk Analysis | Test Results 1 Tickets

Primary Approver Secondary Approver
SRP BASIS
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Role Expert - Role Definition ( Role: ZCONFLICT )

Transactions . Object List E’?Change/’Dis;:»la\.r & BRisk Analysis GGenerate E,:Compare g User Info :TT:EVirsa Tools r‘@

ROLE DEFINITION

Role ZCONFLICT Description

Local Role Owner SAP Org Level

Global Role Owner BASTS

Critical Level HIGH

Medule Name ASD

Role Status OK

Project/Release

Business Process ASDE Sub Process DAS

Description | Functional Area = Region | Additional Attributes | Approvers = History BHEAGEINEEN Test Results | Tickets

SAPUSER - 07.01.2004 - 15:07:58
ZCONFLICT - - PFCG

ZCONFLICT - - SUO1

ZCONFLICT - - SU01,SUl0,PFCG

Pagel20f13

http://sapway.com and http://willsys.net are sponsored sites of Willsys Infosystems
Flat -101-104, Rama Residency, S.R. Nagar, Hyderabad-500038
Contact No: 9849813679, 9966404646 Mail:hr @willsys.net




R WILLSYS

Infosystems
e,

ROLE EXPERT Confidential Document

Related Content:

http://service.sap.com

http://support.sap.com

www.help.sap.com

www.sdn.sap.com/irj/sdn/index.

Disclaimer and Liability Notice:

WILLSYS will not be held liable for any damages caused by using or misusing the
information, code or methods suggested in this document, and anyone using these methods
does so at his/her own risk.

WILLSYS offers no guarantees and assumes no responsibility or liability of any type
with respect to the content of this technical article or code sample, including any liability
resulting from incompatibility between the content within this document and the materials
and services offered by WILLSYS. You agree that you will not hold, or seek to hold,
WILLSYS responsible or liable with respect to the content of this document.
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