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Purpose of this document

This document allows implementation consultants and administrators to
setup the required functionality for creating roles in AC after the post-
Installation has been finished. This guide provides various configuration
steps for setting up Business Role Management.



Disclaimer

This presentation outlines our general product direction and should not be relied on
in making a purchase decision. This presentation is not subject to your license
agreement or any other agreement with SAP. SAP has no obligation to pursue any
course of business outlined in this presentation or to develop or release any
functionality mentioned in this presentation. This presentation and SAP's strategy
and possible future developments are subject to change and may be changed by
SAP at any time for any reason without notice. This document is provided without a
warranty of any kind, either express or implied, including but not limited to, the
implied warranties of merchantability, fitness for a particular purpose, or non-
infringement. SAP assumes no responsibility for errors or omissions in this
document, except if such damages were caused by SAP intentionally or grossly
negligent.
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Agenda

New features for Business Role Management (BRM)
Post Installation steps for BRM

Configuration steps for BRM

Configure Role Methodology

Define Business Role

Define Technical Role

Additional Features
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New Features in Business Role
Management



Role Management — New Features 1/4

i~ Role Design team
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Role Management — New Features 2/4

New features in AC 10.0 that belong to the Maintain Role Definition phase are:

® Central Role Repository for AC
" Optimizes role definition and reduces role redundancy

" Business Roles

" Enhanced process for mapping technical access authorizations to business
functions

" Enhanced Role Maintenance Methodology
" Streamlined Role Definition and management

" Enhanced User Experience

" Improved Integration with PFCG

" New process for periodic Role Certification
" Enhanced Role Approval Workflow

" Improved Role Comparison to detect backend changes provides role
consistency, synchronization, and compliance
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Role Management — New Features 3/4

i~ Role Design team

Perform testing
e and document
results

Business need Evaluate
indentified and need and

communicated approach
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Role Management — New Features 4/4

New features in AC 10.0 that belong to the Manage Risk phase are:

" New centralized business role management with embedded access Risk
Analysis

® Common Risk Analysis Ul
® Ability to support multiple rule sets

" Additional insight into business role access risks with information on inter-role
and intra-role conflicts

" New role design and flexible role building workflows, including preventative
simulations

" Object Level Security

" Enforces Segregation of duties from the ground up by starting with clean role
definitions
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Post Installation Steps for Business
Role Management (BRM)



Introduction

" To configure Role Management,
navigate to IMG (SAP
customizing Implementation
Guide) by executing SPRO and
click SAP reference IMG.

" To configure Business Role
Management, you need to Define
Connectors to the system where
roles need to be created

" Navigate to Governance, Risk
and Compliance for various
configurations
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Governance, Risk and Compliance
General Settings
Shared Master Data Settings
Reporting
Comrnnn Comnonent Setfings
Access Control

C @ @ Maintain Configuration Settings

c Bf @ Maintain Connector Settings

c Bﬁ @ Maintain Mapping for Actions and Connector Groups
« [2 & Maintain Plug-n Settings

« [ & Maintain Criticality Levels for Superuser Management
« [ &> Distrbute Jobs for Parallel Processing

« [ &b Maintain Access Risk Levels

c Bﬁ @ Maintain Business Processes and Subprocesses

« [ & Maintain AC Applications and BRFplus Function Mapping
c Bﬁ @ Maintain Data Sources Configuration

C @ @ Maintain Custom User Group

c Bf @ Maintain Master User ID Mapping

Synchronization Jobs

Access Risk Analysis
Waorkflow for Access Control
Role Management

User Provisioning




Create Connectors 1/3

“InAC 10.0,
Connectors(systems) and
connection types(system type

Configuration of RFC Connections

such as Web service, SAP, sl

Flle_ etc) are defined globally m——— Ty... | Comment
which can be used across » (] ABAP Connections

different app"(;ations » (J HTTP Connections to External Server

¥ (J HTTP Connections to ABAP System

® Connectors can be created in b [ Entemal Connecions
SAP GRC 10.0 by the v (J Logical Connections
following two options: » L SNA/CPL-C connections

¥ [J TCP/IP connections

* Transaction SM 59 > Create v [J Connections via ABAP Driver

" IMG -2 Governance Risk
and Compliance - Common
Component Settings >
Integration Framework -
Create Connectors

M, — b = T &
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Create Connectors 2/3

" Define the required
parameters:
" Name of RFC Destination
" Name of the partner
system
® Log on parameters
" RFC destination name

must be same as the
logical system name
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RFC Destination GF2CLNT200

Remote Logon Connection Test  Unicode Test %7

RFC Destination GF2CLNT200

Connection Type 3 |AHAP LConnection

Lescription
Description
Description 1 GF2 200
Description 2
Description 3
Administration .~ Technical Settings Logon & Security © Unicode

Special Options
Target System Settings

Load Balancing Status

Load Balancing

Target Host uscigf2

System Number 22
Save to Database as

Save as 10.66.19.41

Gateway Options
Gateway Host

Gateway service




Create Connectors 3/3

" RFC destinations are created
as connectors for
communication between SAP
GRC interface and backend
systems.

® Test connection for the RFC
destination that has been
created and make sure it is
successful

" Navigate back to the IMG
configuration screen after the
RFC Destination has been
created
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RFC Destination GF2CLNT200
Remote Logon  Connection Test  Unicode Test 6‘?

RFC Destination
Connection Type

=
LEFECLNTEEID

3 |ABAP Connection

Description

Description 1 GF2 200
Description 2

Description 3

Administration  +* Technical Settings .~ Logon & Security

Logon Procedure

Language EN
Client 200
User 1040325
PW Status saved
Trust Relationship
Status of Secure Protocol
i)

Authorization for Destination

Description

Unicode Special Options



Maintain Connectors and Connection types

® Connection type describes the @ Change View "Connection type definition": Overview
type of system the connector is % neweires B E @ El

ConneCted to. Dialog Structure Connection type definition
" To maintain the connection ' "gg”;”ei‘”” t‘f‘fte defini{  Connection Type  Connection Type Text
. W enne Lonnectars )
type d@flnlthn, gO to * [IDefine Subsequent —— Busmes.s Role Type
[ | IMG 9 G R- k * [IDefine Connector Grou i Enterprise Porta
O\_/ernance' IS + 7 Assign Connector G FILE File sysytem for legacy extraction
and Compllance 9 Common B D'alsgign Connectaors 1 LDAP LI:IED Connectors
Component Settings = LDAP12 |DAP12
|ntegration framework = LOAP VIK LDAP_VIK Microsaft Active Directory
Maintain Connectors and o Local Date Source
Connection Types = AP System
_ yp o SEMLL SPMLL
® Connection Type Definition SPML2 SPML2
" Select the New Entries option TN PR
g
and enter values for — best 12
Connection Type ID and VICONTY  VKCONTY
Connection type text = Webservice
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Maintain Connectors and Connection types

" To define a connector go to the Define Connector link and enter the connector
details like:
® Target Connector that is to be defined
® Connector Type
" Source Connector
® Logical Port
" Enter the Max number of background Work Packages (optional)

Change View "Define Connectors”: Overview
D nevives DEAOB B R

Dalog Structure Defne Connactons
C Tarpet Connector Connection Type  Sousce Conmector Max No. of BG \'.'Fﬂ

EFM_ORA_1 w ERM_ORA_1 -~
ERM_ORA 2 e ERM_ORA_2
ERM_ORA_3 ws ERM_ORA_3
FDENOGIGONTE) LA FOEMOGEONTE0D
FOEMOGITQNTE0 SAF FOBMOGITONTE0D
GBBONT4M0
GES_100 SAZ GES_100 GES_100
GEG_600 fa? GES_600
GF2ONTO00 SAF MS_SRC_CONN
GF2OLNT200 ¥ GF2ONT200 GR2ANT200
GF6 S0 AP GF6_S0% GF6_S00
GF7600 SAF GF7600 GF7600
GFIQNTS20 AP GF2ONT200 GF7IONTS2
GF7_EBRM sy GF7_ERM GF7_ERN
GFY_S00 AP GF7_S00 GF?_S00
GHE00_SYNC SAF GME00_SYNC
GHONTE00 SA? GF2ONT200 GRO
GH_0411 SA? GH_0411
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Adding connector to required scenario

For Role Management it is required to have the ROLMG, AUTH and PROV scenarios
linked to the connector, this is done via IMG:

o Governance, Risk and Compliance
b Gerneral Settings
b Shared Master Data Settings
b Feparting
e Cormmon Component Settings .
- Integration Framework (= Determine wWork Area: Entry
J @f @ Create Connectors _
J @f @ Maintain Connectors and Connection Types Field Marme ,_W':'rk Jilrea
* B @ Maintain Connection Settings| Integration Scenario (FOLMGLT
Integration Scenario ROLMG |Role Management
Sub Scenario ROLMG Role Management | = o ” append |
Scenario-Connector Link L )
Target Connector Con.Type Connection Type Text E
ACGTSCONM SAP SAP System -
CHEEFPRAR WS Webservice -
COMM_TUEWY SAP SAP System
DEMO_KP SAP SAP System
ERM_ORA_1 WS Webservice
ERM_ORA_2 FILE File sysytem for legacy extraction
ERM_OQRA_3 WS Webservice
GFZCLMTZ200 SAP CSAF‘ Systerr| j
GI4CLN TG00 SAP SAP System
GISCLNT&00 SAP SAP System
RTACT RITAAN cAD CAD Cuctorm

© 2011 SAP AG. All rights reserved.




Assigning Connectors to the Connector Groups

To assign Connectors to the Connector
Groups, perform the following steps:

¥ Select the Maintain Connectors
and Connection Types option from
the Integration Framework under the
Governance, Risk and Compliance
section in IMG

" Define connector groups

® Assign connector groups to group
types

" Select the logical group

" Select the Connector Group and
assign the Target Connector to it.

" If there are custom fields on the Role
maintenance Screen then maintain the
Field mappings in the Assign group
Field Mapping option

© 2011 SAP AG. All rights reserved.

Governance, Risk and Compliance

General Settings

Shared Master Data Settings
Reporting

Commoan Component Settings

o Integration Framework

IE@
I}@

Create Connectors

Maintain Connection Settings

Display View "Maintain Connector Group Status": Overview

BB O

Dialog Structure

+ ‘&I Maintain Connector Gro

~ [ Assign default connect
+ [ Assign group field n
J DASSign group param

Maintain Connector Group Status

Conn.Group | Active Appl Type
E].Z&RFE—‘.L j Al
LDAP CG 12
L5F GRE 1
MY GF2 1
MY TLOGIC 1
NEWG1 1
WW_IDM GRE 11
PMC TEST 1

i




Assigning Connectors to the Connector Groups

%7 New Entries & E

Dialog Structure Assign default connector to connector group
* [(OMaintain Connector Gro Conn.Group Action Target Connector  Default
~ & Assign default connect My GF2 . Rt 7
= [ assign group field m
. MY GF2 2 GFZCLMTZ200 v
+ [JAssign group param
MY GF2 3 GFZCLMTZ200 v
MY GF2 4 GF2CLMT200 v
NEWG1 4 MEWY1 v
NW_IDM GRP 4 MNW_IDMZ2 ¥,
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Associate actions and assign default connectors

®Go to Access Control - Maintain Mapping for Actions and Connector Groups
®Select the connector and assign the default connectors for action 1 to 4, make
sure there is at least one default per action

Role Generation

Role Risk Analysis

Authorization Maintenance

" 001
" 002
" 003
" 004

Provisioning

Display View "Assign default connector to connector group”: Overview

7V EEE

Dialog Structure

+ [(OMaintain Connector Gro

~ 3 Assign default connech
» [ Assign group field n
d [:IASSign group param
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Assign defauk connector to connector group

Conn.Group |Action Target Connector  Default
ELSP_GRP j QE1CLNTOOD

MY GF2 1 GF2CLNTZ200

MY GF2 2 GF2CLNTZ200

MY GF2 3 GF2CLNTZ200

MY GF2 4 GF2CLNTZ200

HEWG1 4

MEW1




Activating the BC Sets

®"Rule sets are enabling using BC sets via transaction code SCPR20

"Make sure the respective BC Sets were enabled as described in the post-
installation slides:

" GRAC_ROLE_MGMT_LANDSCAPE

" GRAC_ROLE_MGMT_METHODOLOGY
" GRAC_ROLE_MGMT_PRE_REQ TYPE
" GRAC_ROLE_MGMT_ROLE_STATUS

" GRAC_ROLE_MGMT_SENTIVITY
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Verifying default configuration parameters

" Check the configuration parameters related to role management are properly set
according to your needs

New Entries: Overview of Added Entries
'z B [

AC Configuration settings

Parm Group Param ID Parameter Value Pricrity Description
:F,ole Management ':SDDD Default Busingss Process
Role Management v 3001 Default Subprocess
FEole Management * 3002 Diefault Critical Lewel
Role Management > 3003 PROD Default Project Release
Role Management v 3004 DEV Diefault Role Status
Fole Management ¥ 3005 MO Reset Role Methodology when Changing Role Attributes
Fole Management * 3006 YES Allowe add functions to an authorization
Role Management ¥ 3007 YES Allow editing organizational level values for derived roles
Fole Management > 3008 YES & ticket nurmber is required after authorization data changes
Role Management v 3009 YES Allowe Role Deletion from Back-End
Role Management ¥ 3010 YES Allow attaching files to the role definition
Fole Management * 3011 e] Conduct Risk Analysis before Role Generation
Role Management v (3012 YES Allow Role Generation on Multiple Systems
Role Management ¥ 3013 YES Lz logged-on user credentials for role generation
Role Management v 3014 YES Allowe role generation with Perrnission Level violations
Role Management ¥ 3015 YES Allow role generation with Critical Permission violations
Fole Management v 3016 YES allowe role generation with Action Level violations
Role Management v 3017 YES Allowe role generation with Critical Action violations
Role Management ¥ 3018 YES Allowe role generation with Critical Role/Profile violations
Fole Management v 3019 YES Cwerwrite individual role's Risk Analysis result during Mass Risk &nalysis run
Role Management v 3020 1 Raole certification rerminder notification
Role Management ¥ 3021 fsap-grefTmport Directory for mass role import server files

v
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Maintain AC owners

Go to NWBC - Access Management - Access Control Owners and maintain the
owners as shown below:

Active Queries
Cental Owner Al [(15)

Cental Owner - All

b Showy Cick Criteria Mairtenance

View: |* [Standard Yiew] - | Prirt %ersion || Export 4 |
M5y | Crvnier COwyner Type Comments Updated On
E | ROLE ChWNER
Brian LAy Role Crwwvner 09122010 20:25:55
Calwin KLEIM Role Craner 08122010 20:25:04

After this is done it is possible to configure these users as role owners
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Configuration steps for BRM



Maintain Role Type Settings

In this customizing activity, you can activate or deactivate role types.
All role types are set as active by default

The following role types are pre delivered:

"BUS - Business Role

®COM - Composite Role e @'{g”‘ll

"CUA - CUA Composite Role e o o T
"DRD - Derived Role
"GRP - Group

"PRF — Profile

®SIN — Single Role

"TPL - Template

o
u]
11
u}
=y
=
i)
Z
]
10
[
]
3
=
Ju]
3
=
[u]
]
A

Maintain Project and Product Release Mame
Define Role Sensitivity

Mairtain Role Status

Specify Critical Level

Define Companies

Mairtain Functional Areas

Define Organizational Walue Maps

Define Prerequisite Types

Define Role Prerequisites

Assign Condition Groups to BRFplus Functions
Define Methodology Processes and Steps
Associate Methodology Process to Condition Group

S R
EPOPOEOOOOPE
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Maintain Role Type Settings
Deactivate Role Types

In the deactivate role type, check the inactive checkbox for the role types that you do
not want to include in the role types definition

Change View "Maintanence view for GRACROLETYPESTA”: Overview
Eff? Mew Entries [ E- t @a |],

Mairtahence view for GRACROLETYPESTA

Role Type Inactive E
—

L
-

1 4 4 4 4 4 4 4 4
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Maintain Labels for Role Types

In this customizing activity, you can maintain the description and language for the role
types and is displayed on the role maintenance screen

Change View "Maintain the role type”: Overview
%7 MNew Entries [B [E < EEN

Maintain the role type

Language Role Type Description E
DE SIN Single role in German -
EN BUS Business Role -
EM COM Composite Role

EM CUA CUA Composite

EN DED Derived

EM GREP Group

EMN EDE PD profile

EM ERF Profile

EMN SIN Single Role

EM TEL Template custom
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Specify Maximum Length for Role Type

Here you can specify the maximum length for the name of a role based on the role
type. For example, you can specify that for Business Role type, the role can have
maximum length of 70 characters.

Change View "Maintain the role name": Overview

*2 MNew Entries [3 [&h & E E

Maintain the role name

Role Type Appl Type | Max Len il
BUS 7 E?EI| j a
COM 1 3
CTA 1 3
DRD 1 3
GRP 2 7
EDE

ERF
SIN
TEL

-

i I % T L% ]

=
L

50
a0
32
50

N
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Role Naming Convention

Naming Convention for naming roles can be maintained here:

" You can maintain a different naming convention for each role type

" The following Role Attributes are available for configuring the role naming
convention:

BPROC : Get information from Business Process attribute
BSUBPROC : Get information from Business Sub-process attribute
CONNECTOR_GRP : Get information from Connector Group Attribute
FREE_TEXT : Free text entry. No Restrictions

PRJREL : Get information from Project and Product Release attribute
ROLE_TYPE : Get information Role Type attribute

STATIC_TEXT : Use the text as provided by you.
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Role Naming Convention

b Access Risk Analysis

¢ Vorkflow for Access Control
s Role Management
¥ Maintain Role Type Settings

* Bl @ [specity Naming Conventions|
. B‘;f @ Maintain Project and Product Release Name

+ & & Define Role Sensitivity

Change View "Naming Convention": Overview

2 & New Entries [B B & ENE!

Dialog Structure Maming Convention
~ ‘Sl Naming Convention Maming Co... Description il
+ [IMaming Convention [3 jSINJ =

1 Maming convention for Single roles in MHR systems h
2 HR LS 5IMN Mame Conv
3 Characters
4 TestName
5 Kapil's Maming Convention
& GP3_L5 SIM_MC

DEmo_name
710 NW LS 51N Maming convention

o
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Role Naming Convention

"The attributes that can be maintained for a naming convention are position,
description, role type and connector group.

"Position of naming convention is the sequence for the naming convention

"For example, the naming convention shown here is the Role nhaming Convention
for Single Roles in Non HR systems.

New Entries: Details of Added Entries
v EEH B

Dialog Structure MNaming Conv 1
* SUNaming Convention
- 3 Maming Convention Narming Convention

Description Marning Convention for Single Roles
Role Type SIN

= =t
Connector Group LHY_GF2| .

Enforced
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Role Naming Convention

The role name will be displayed as: Z_$$ PJREL M_$3$3$3$ on the role
maintenance screen if the role type is Single Role and the Group is My GF2

Change View "Naming Convention Position": Overview

GE;’? New Entries [ @ t @, Da

Dialog Structure Maming Cony 1 Marming convention for Single roles in MHR systems

* [JNaming Convention Role Type SIN | Single Role
= 0 Maming Convention

Maming Convention Position

Sequence  Length Role Attribute Static Text i
STATIC TEXT zZ -
BEROC -
STATIC TEXT
FRJREL
STATIC TEXT M
FREE TEXT

m =1 & R R
W= L = P R R

© 2011 SAP AG. All rights reserved.




Role Attributes
Maintain Project and Product Release Name

"Project and Product release name are attributes that you can assign to roles.

"You can create and edit the list of available projects and product releases with this
customizing option

Change View "Maintain the project release”: Overview

7 MNew Entries B [Eh ENE

Maintain the project release

Project Re... Description
AC10 Role Management Project
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Role Attributes
Define Role Sensitivity

" Role sensitivity is an attribute that you assign to roles.

" This provides the ability to organize the authorization structure in the company with
transaction PFCG

Change View "Role sensitivity": Overview

9 New Entries [B [&h Bl BC Set: Change Field Values

Role sensitivity

Role Sens.  Description

-
1 Norrmal

(=
2 Confidential
3 Restricted
4 Classified
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Maintain Role Status

" Role status can be maintained and used as role attributes
"Only roles with status Production are available for user role requests

Change View "Maintain the role status": Overview

%7 New Entries [ [k £ Bl 5l BC Set: Change Field Values

Maintain the role status
Role Status | Productio... Role Status
 —

LEV ju) Development
FED ] Production
T5T Testing
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Specify Critical Level

"Critical levels can be maintained for roles.
"It represents how essential a role is for the company

Change View "Maintenance view for critical level": Overview

2 Newknties B B D E EH B

Maintenance view for critical level

Critical Level Critical Level |
- |

HIG Il—|+|¢_1h| L

LOW Low

MED Medium
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Define Companies

®"Companies can be maintained and used as a role attribute
®Organization groups or divisions can be divided by companies

¢ Maintain Role Type Settings

d B‘y @ Specify Maming Conventions

- B & Maintain Project and Product Release Name
J Bf @ Define Role Sensitivity

« B &b Maintain Role Status

- B & spedify Critical Level

- & & Define Companies

J Bf @ Maintain Functional Areas

« B &b Define Organizational Value Maps

d B‘y @ Define Prerequisice Types

New Entries: Overview of Added Entries

vEEEREB
Company
Company Description E
r -1
Us01 US Palo Alto| L
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Maintain Functional Areas

®"Functional Area is a group or department in a company that performs a specific task
or function such as engineering.

"In Role management, it is an attribute that you can assign to roles

Change View "Maintain functional areas": Overview

":Ef? Mew Entries [ @ ) @ E[:L

Maintain functional areas

Funct Area | Description Abbr Company E
BASIS :Eas'sl :BA DEOL -
BASIS02 BASIS BES INO2 -
FINANCE Finance FI TS0l

HE Human Resources HE. INO1

JE1 ifl

JFL j func area

HEWFL HMEWF AREA

FAYROLL Payroll ER INOL

FURCHASE  Purchase EU EUOL

QUALITY Quality L

RTEST FI RTEST_FI Functional Area Finance FI RTEST CO
SALES Sales SL EU0Z

SUPEORT Support SP EUO03
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Define Organizational Level Mapping 1/2

" Role Management application uses organizational level maps during role derivation

" In this customizing activity, you can maintain the parent and child organizational
maps to document your organizational hierarchy and structure

"You assign the maps to the roles, and thus you do not need to create separate
maps for each role

New Entries: Details of Added Entries
e E

Dialog Structure Org Val Mapping  |BUERS_2000
* 4 0rg level Mapping
» (1 0rg level Mapping C

Org level Mapping

Org. Level BEEERS
From 2000
To
=
Description LELII(RS_EEI ] IZII
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Define Organizational Level Mapping 2/2

Maintain child organization level maps

Change View "Org level Mapping Details": Details
’;29 Mew Entries Eﬁ @- ) @ @ @

Dialog Structure Org Val Mapping BUKRS 2000
* [(J0rg level Mapping
» S10rg level Mapping C 0. Org. Level pp—
Sequence 0

Org level Mapping Details

=

From 1004
L

To
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Define Prerequisite type

In this Customizing activity, you can Define Role Prerequisites that are required to be
validated before granting access to a user

Change View "Prereguisite type": Overview
"2 MNew Entries [B [mh Ml [El BC Set: Change Field Values

Prerequisite type
Prereq Typ Prerequisite Type
-
CERTIF I_Eer'rtiﬁmtiﬂn|

COURSE Course Taken

HRS Hours Worked

ND& Mon-disclosure Agreement
POINTS Points Accumulated

TRAINING  Training
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Define Role Prerequisites

Role Prerequisite Definition

Change View "Prereguisites”: Overview
";E;’?' '@ Mew Enfries Eln_“I E- %) @ Da

Prerequisites

L
CORPORATE_CERTIFICATE EEETIE1

CORPORATE_SECURITY TRAINING
HOURS_WORK HRS

SAP-MM Training TRAINING
SECURITY TRAINING

Role Prerequisite Name Prereq Typ |Course ID

1
J AP SEC CERT1
CORF SECO01

COURSE VERSION: 044
SECT713 001

Prere quls'n:eE
ERM_ORA_. =
GIGCLNTEON ©
GF2CLNT20
GIZCLN TR0
GIZCLN TR0
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Maintain Business Processes and Sub Processes

" While defining a role, it is required to assign Business Process and Sub Process.
" They can be defined under the Access Control Configuration option in IMG

Access Control

- @f @ Maintain Configuration Settings

o @f @ Maintain Connector Settings

- @f @ Maintain Mapping for Actions and Connector Groups
« B¢ (&% Maintain Plug-in Settings

+ 2% @ Maintain Criticality Levels for Superuser Management

- B (&% Distribute Jobs for Parallel Processing
. @f ﬁ:} Maintain Arrece Rick | awvale

J @f @- Maintain AL Applcations and BRFplus Funcoon Mapping
o @f @ Maintain Data Sources Configuration
- @f @ Maintain Custom User Group
* =9 Business Process
<0 I Busiresd Subproces
- [ Assign Application &
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IR E EE

Business Process
Business Process
FIZA-MINING
APOC
BFOOL1
BS00
CROO
CROO
CRG-US-FRO
ECO0
FIOO
HROO
MMOO
NEWEEM
FMOO
FROO

Business Process Description
[#ZA Description|

APO

Human Resource

Basis

Cross Application

CRM

Consolidation

Finance

HR. and Payroll
Materials Management
MEWBPROCESS

Plant Maintenance
Procure to Pay




Configure Role Methodology



Role Methodology Configuration
Introduction

" Role Methodology is the process followed for role creation and maintenance
operation

"1t is an existing feature in Access Control

" The well defined role management process that aligns with the Organization
policies of an Organization can be configured in the Role Methodology

" The Methodology customizing steps like “BRF+ Rule Creation” and “Methodology
Process Definition” are not necessary when the default methodology process is
used for role creation

" These steps are required while creating customized methodology process

" BRF+ Rule Creation:

® Business Rules Framework plus (BRF plus) provides a comprehensive application programming
interface (API) and user interface (Ul) for defining and processing business rules

" BRF+ is the rule engine that evaluated the various attributes of the role
" Condition Groups link the BRF+ rules and the Role Methodology
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Role Methodology Configuration
Steps

Setting up Role Methodology

% Create BRF+ Rule

® Assign Condition Group Type to BRF+ Application and Function
" Define Role Methodology Process and Steps

® Associate Role Methodology Process to Condition Group

Methodology

= Methodology
Process Rule 1
«Stepl
=Step2

Condition Rule2
- Methodology ‘ Group I

Process?2
Rule3
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Create BRF+ Rule

" Create BRF+ Application and function for the Application

" Execute transaction SA38 and run the program
GRAC_GENERATE_ERM_ BRFRULE or select the option Generate BRF Plus
Applications, Approvers and Methodology Functions

= Role Management
b Maintain Role Type Settings
J |:‘E‘p' @ Specify Naming Conventions
g Bf @ Maintzin Project and Product Release Mame
+ E% &> Define Role Sensitivity
- [= ¥ Maintain Role Status
- = ¥ specify Critical Level
g Bf @ Define Companies
J @ @ Maintain Functional Areas
- [=% ¥ Define Organizational Value Maps
J |:‘E‘p' @ Define Prerequisite Types
- [=% (% Define Role Prerenuisites
« B &> Generate BRFPlus Applications, Approvers, and Methodology Functions
- [=% ¥ Assign Condition Groups to BRFplus Functions
- [= ¥ Define Methodology Processes and Steps
. Bf @ Associate Methodology Process to Condition Group
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Create BRF+ Rule

Define the BRF+ Application by giving Application name, Methodology Rule ID
and Approvers Rule ID.

Generate ERM rule
65

Rule Info
BRF+ Application
Application Name ZERM _ROLE_BRF APP1
Application Text Role Methodology BRF Rule application1

BRF+ Methodology Rule
Methodology Rule ID ZERM ROLE METHODOLOGY RULE1
Methodology Rule Text Role Methodology rulel

BRF+ Approvers Rule
Approvers Rule ID ZERM ROLE_APPROVAL RULE1
I
Approvers Rule Text L_Role Approver Rulel
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Create BRF+ Rule

After executing the program verify the log for any errors. If errors are present, then
they need to be fixed before proceeding to next step.

Display logs

& @ s

Date/Time/User Nu... | External ID Object txt Sub-object text ' Tran Program Mode Log number
¥ @ 01.07.2011 17:49:23 KAURHAR 4 BRF+ Rule crea... SA38 GRAC_GE... Diglog pro... $000001

* @ Problem class important 4

<) <)
pr— —

(%) (&)%) 61| (= @ .JE @o][ec]ao][o4]

Message Text
Checking BRFplus application ZERM_ROLE_BRF_APP1

Ty
(%)
@ BRFplus application ZERM_ROLE_BRF_APP1 (ID 4E0CD887EE9C198BE10000000A421329) was successfully
@ BRFplus Rule ZERM_ROLE_METHODOLOGY_RULE1 (ID 4E0CDS8ASEE9C198BE10000000A421329) was succ,
@ BRFplus Rule ZERM_ROLE_APPROVAL_RULE1 (ID 4E0CDSAQEE9C198BE10000000A421329) was successfull .
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Create BRF+ Rule

"Execute the TCODE: BRF+
®Select My Applications and search for the application that was just created

"Expand the Application and Function Nodes

Workbench, Tools, Help,

Repository

Recently Used

Favorites

Catalog

Repository

b (CJZ_ALL_ROUTEZ
¥ (CJZ_BRF_APPLOD
¥ (C]Z_BRF_TRNG_APPLOO
¥ [CJZ_ROUTE1
¥ [(1Z_SAP_TEST_INITATOR
b (C7Z_TEST_FUNCGRP3
b [CJZ_TEST_INIT_FUNC
» []ZBRF_ROUTING_APPLOO
~ [ ZERM_ROLE_BRF_APP1
¢ Data Object
~ Function
» A% ZERM_ROLE_APPROVAL_RULE1 o) BRFplus
b & ZERM_ROLE_METHODOLOGY RU... < Business Rule Framework plus
‘ b [(JZTEST_ACZMO0_RIG

o v v o
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Create BRF+ Rule

®Create a Decision Table by entering name and other related attributes

®"The decision table provides the rule for evaluation; so for each function, a

decision table is required

Workbench , Tools Help 4

1
Repository

Recently Used

Fawvorites

Catalog

Repository

© 2011 SAP AG. All rights reserved.

Add To Favorites....

Prewiew

Display Quick Help
More Field Help

» [OZ ALL_ROUTEZ =
[ Z_BRF_APPLOD =
» (1 Z BRF_TRMNG_APPLOO =
» (M Z ROUTE1 =
P (O Z SAP_TEST_INITIATOR =
» [ Z_TEST_FUNCGRP3 =
» [ Z_TEST_INIT_FUNC =
» [ ZBRF_ROUTING APPLOO =
- [ ZERM DNl E ROFE  ADDA (e |
o e Create * | Application...
Luction »-
L Frm Display_ .. Catalog...
P OCOZTE g Diata Object -
Expression [3
Copy... Expression Type. .
Delete_ Function...
Where Used List... Rule. ..
Ruleset. ..
Expand...
Collapse...
Tools

BRF FM Call...
BRMS Connector...
Boolzan. ..

Case...

Constant

DB Loockup...
Decizion Table. .
Decision Tree...
Dispatcher___

Dynamic Expression...

Formula. ..
Function Call. ..
Loop...

Procedure Call...
Random Mumber...
Search Tree...

Simple Walue Reguest __

Step Sequence._.
Table Operation...
Table Walue Request
“Walue Range...

HSL Transformation

BRFplus

Business Rule Framework plus




Create BRF+ Rule

© 2011 SAP AG. All rights reserved.

Create Decigion Table
General Data

Tiypoe: Decision Tahle

¥| Iz Reuzable
hame: * Role_Methacology!
Short Text: Role_Methodalogy
Text Rale_Methodology|
Applcation; | ZERM_ROLE_BRF_APP1

| Creste | | Create And Navioste To Ohject | | Cancel |




Create BRF+ Rule

" Create Condition Columns for the Decision Table

® Click Insert Column button and select From Context Data Objects

le ROLE_METHODO

Table Settings E m

Recently Used
Favorites nera Ohbject(s) crested successiully

Catalog

Repository Result Data Object

Return all matches found
Detail Return an inttial value if no match is found
Return an exception if partial match is found

Result Data Object: . [F]

Table Col

List of Columns

Conditi

Insert Column a

Colutnn natne Text Mandatory input Colutnn accessibility

n Columns

[3] Mo condition calumns have been created vet

Result Columns

| Insert Column from Data Ohject || Inzert Action Column

Colutnn natne Text Action column Mandatory ingput Columnn accessibility

[3] Mo result columns have been crested yet.

Table Check Settings

Table Overlap Check Settings: | Application Default -
Tahle Gap Check Settings: Application Defaul -
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Create BRF+ Rule

Table Settings E m

Result Data Object

Return all matches found
Return an initial value it no match is found

Return an exception if partial match is found

Result Data Ohiect: . 5]

List of Columns

Condition Columns
Inzett Column .« Remove Calumn flowe Upy [ blose Dosen
From Context Data Ohjects ..

From Expression..
[ MO SO T GO s riEve been created yet

Text Mandatory input Column accessibility

Result Columns

| Inzert Calumn from Data Chject || Insert Action Calumn | Remawve Calumn hdowe Up || Maowve Down

Column name Text Action column Mandatory input Column accessikility

[3] Mo result columng have been created yet.

Table Check Settings

Table Overlap Check Settings: | Application Default -
Tabkle Gap Check Settings: Application Default -
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Create BRF+ Rule

Select the conditions that need to be evaluated

Context Query EI m
[ = Hide Cwery Fislds
T =) Custom Ohiects BRFpluzs Default Ohjects
Application: FERM_ROLE_BRF_APP1
B Object Mame:
Ohject Type: Drata Ohject
Drata Ohject Typs:  |Element
Elemernt Type: All -
B9 b Mumber of Objects: 200
Li Ohjects
Mame Status Type Short Text Application -
| = CRITLYL i} Text Crit. Lwl FERM_ROLE_BRF_APP
- = FUMAREA ] Text Funct Area FERM_FROLE_BRF_A&PP1
= GRAC_CHDGP i} Text FERM_ROLE_BRF_APP
= PRJREEL ] Text Pri Rel FERM_FROLE_BRF_A&PP1
= PROFILE i} Text Profile FERM_ROLE_BRF_APP
= ROLE_PMAME ] Text Mame FERM_FROLE_BRF_A&PP1
= ROLE_SOURCE i} Text Role Src. FERM_ROLE_BRF_APP
= ROLE_STATUS [ ] Text Role Stat FERM_ROLE_BRF_A&PP1
= ROLE_TYPE i Text Role Type FERM_ROLE_BRF_aFPP
= SEMSITIWITY [ ] Text Role Sens. FERM_ROLE_BRF_APP1 [+
4 »
Tahle Theok Selnmgs

Takle Owerlap Check Settings: | Applicstion Default
Table Gap Check Setting=s: Application Default

Lol Cancel
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Create BRF+ Rule

"Create Result Columns by clicking Insert Column from Data Object
®Search for Result Column
®Select Condition Group (GRAC _CNDGP) object from the search result

®"The result is the end product of the role execution

Context Query EI E:!
[~ Hide ciuery Fields
=) Custom Ohjects BRFplus Default Ohject=
A pplication: FERM_ROLE_BRF_AFP1
Dhject Mame:

Ohject Type: Drata Ohject
Diata Ohject Type:  |Element

Element Type: A -
b=z, BMumber of Ohjects: 200
Ohjects
Fame Status Type Short Text Application -
= BPFROCC = Text Bu=s. Proc. FERMM_FROLE_BRF _AFPP1
= BEUBFPROC [ Text Subprocess FERM_FROLE_BRF_AFPFP1
= COMMECTOR_GRP [ ] Tent Conn.Group | ZERM_ROLE_BRF_APP1
= CRITL%L [ Text Zrit. Lwl FERM_FROLE_BRF_AFPFP1
= FUMAREA = Text Funct Area FERMM_FROLE_BRF _AFPP1
= GRAC_CHNDGPR = Text FERM_FROLE_BRF_APFP1
= PRJREL = Text Pri Rel FERMM_FROLE_BRF _AFPP1
= PROFILE [ Text Profile FERM_FROLE_BRF_APF1
= FROLE_MMAME = Text Mame FERMM_FROLE_BRF _2AFPP1
= ROLE_SOURCE [ Text Role Src. FERM_FROLE_BRF_APF1 -
b |
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Create BRF+ Rule

"Review the conditions and results
¥ Click OK to confirm the definition

"By Defining the Conditions and Results the definition of the Decision Table
IS complete

Table Settings EI m

Result Data Obhject

Return all matches found
Return an initial value it no match is found
Return an exception if partial match is found

Result Data Ohject: GRAC ChDGE =]

List of Columns

Condition Columns

[Ingert Column « | [ Remove Column | tove Up || Mowve Dowen
Column name Text Mandatory input Column accessibility
ROLE TYFE ROLE_TYFE Full Access (Changes Allowvwed) -

Result Columns

| Inzert Column from Data Okject || Inzert Action Calumn | | Remowve Column | howve Up || Mowe Down
Column name Text Action column Mandatory imput Column accessibility
SRAC CRDGP GRAC CHDGR o Full Access (Changes Allo... -

Table Check Settings

Tabkle Overlap Check Settings: | Application Default -
Tahle Sap Check Settings: Application Defaul -

© 2011 SAP AG. All rights reserved.




Create BRF+ Rule

Once the values for the Condition and Result Columns are defined, enter values
for the Decision table used for rule execution

Workbench, Tools, Help,

Decision Table ROLE_METHODOLOGY1 | Change Mode | % hactive

Back | | &y Display | | g Check || [E] Save | | p Activate || B Transport | | ghe Mark As Obsolete || [Tj Delete |

Recently Used

Favorites General

Catalog Name: ROLE_WMETHODOLOGY1 Short Text: Role_Methodology

Repository Application: ZERM ROLE BRF APP1 ) Access Level: |Application -

b [1Z_ALL_ROUTE2 Detail

(C1Z_BRF_APPLOO

Edit Ro Remove Ro Copy Ro nsert Copied Ro ove Up ove Down Rearrange |ExpurtTuExceI|| ImpurtFrumExceI| |TableSet‘tings|
["1Z_BRF_TRNG_APPLO0
["1Z_ROUTE1
[(1Z_SAP_TEST_INTIATOR
[1Z_TEST_FUNCGRF3
[C1Z_TEST_INT_FUNC
("1 ZBRF_ROUTING_APPLOD
["1ZERM_ROLE_BRF_APP
b Data Object
b Expression
» Function
(I ZTEST_AC2010_RIG ]

Table Contents
5 | ROLE_TYPE GRAC_CNDGP

E Table containg no rows. Use "Insert Row™ to add conditions.

i = v v+ v v = «
00D DDDDDoeD

[J
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Create BRF+ Rule

®Click Insert New Row to create the values; enter values for the columns

®Select Direct Value Input
"Enter Value for the columns

" Activate the Decision Table

Detail

| Insert Mew Row || Edit Row || Remove Row | | Copy Row |

Table Contents
5 | ROLE_TYPE GRAC_CMNDGP

~El ]

Case Sensitive:

If RBOLE TYPE[E] ( Type : Text )

i |is equal to - | &k BN Business Role  Change, L&

and unless ... E

then Eeturn Value E] is true, otherwise it is false.

[ ok || clear cell | [ cancel |

© 2011 SAP AG. All rights reserved.

| Export To Excel || Import From Excel | | Table Settings |




Create BRF+ Rule

[
b (JZ_ALL_ROUTE2 u
b (JZ_BRF _APPLID @ || General
b (172 BRF TRNG_ARPLOD @
) (2 ROVTE d Name: ROLE_WETHODOLOGY ShortText | Role Hethodology
b ['J2.5AP TEST INTITOR i Appication: ZER ROLE BRF APP1 Access Leve: |Appication v
b ("J2_TEST FUNCGRP3 @ || Showlore
b (132 TEST INT_FUNC B .
b ("1Z8RF_ROUTING_APRLOD 0 L]
v (") ZERM ROLE BRF APP! @ || estNew Row | tRow | RemoveRow | | Copy Row | ExportTo Excel | ImportFrom Excel | | Tabk Sefigs |
b Data Object
v Exressin Table Contents
¥ Decision Table | ROLE_TYRE GRAC_CNDGP
v ] ROLE_HETHODOLOGY ) SN SNGLER
v Function
b [\ ZERN ROLE APRROVAL RULET )
b /A ZERW _ROLE_METHODOLOGY RU... ¢)
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Create BRF+ Rule

Workbench, Tools, Help,

Decision Table ROLE_METHODOLOGY1 | change Mode < Inactive

|1 Elack| |6’.30Display| ||§T:Check| E]gave 1 Activate L,:_E.' ansport @Harkﬁ\s Obsolete || ml}elete‘|

Recently Used

Favorites General

Catalog Name: ROLE_METHODOLOGY1 ShortText:  |Role_Methodology

Repository Application: ZERM ROLE BRF APP1E] Access Level: |Application v

b (3Z_ALL_ROUTE2 Detail

b (C]Z_BRF_APPLOD

b (7Z_BRF_TRNG_APPLOD

b (7Z_ROUTE1

b []Z_SAP_TEST_NTIATOR

b (7Z_TEST_FUNCGRP3

b [(JZ_TEST_NIT_FUNC

b (]ZBRF_ROUTING_APPLOD

~ [“1ZERM_ROLE_BRF_APP1
b Data Object

* Expression

| Insert New Row || Edit Row || Remove Row | | Copy Row | nsert Copied Ro ove Up || Move Down Redrrange | Export To Excel || ImpurtFrumExceI| |Tab|& Settings|

Table Contents
Tty | ROLE_TYPE GRAC_CNDGP
SNE SINGLE 5]

O D D@D D@D D@ @

¥ Decision Table
~ [ ROLE_METHODOLOGY1 O
b Uses
¥ Function
b [\ ZERN_ROLE_APPROVAL_RULET &
b [\ ZERW_ROLE_METHODOLOGY RU...
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Create BRF+ Rule

Associate the Decision Table to Function by selecting it in the Top Expression of
Function

Activate the function

Workbench, Tools, Help,

Function ZERM_ROLE_METHODOLOGY_RULE1 | Change Mode | @ Active

| 4 Back | | 4t Display | | ,5?: Check || Save | | N Activate | E‘-;. Transport & Mark As Obsolete || ﬁ' Delete «

Recently Used

Favorites General

Catalog Name: ZERM_ROLE_METHODOLOGY _RUL Short Text: Role Methodology rul

Repository Application. ZERM ROLE BRF APP1 Access Level |Application -

» [C1Z_ALL_ROUTEZ2 Detail
(" Z_BRF_APPLOO
(™ Z_BRF_TRNG_APPLOD
[C1Z_ROUTEY
[C1Z_SAP_TEST_INTIATOR
(" Z_TEST_FUNCGRP3
([ Z_TEST_INT_FUNC
("1 ZBRF_ROUTING_APPLOO
("1 ZERM_ROLE_BRF_APP1
b Data Object

w Expression

[ start Simulation || Show Traces || Generate Web Service |

Properties Signature Code Generation

Mode: Functional Mode: -
Top Expression: ROLE METHODOLOGY1 E]

{ v vwwwowvw
o o o o o

* Decision Table
~ [F ROLE_METHODOLOGY1 [m]
b Uses
¥ Where Used
* Function
» A\ ZERM_ROLE_APPROVAL_RULE1
» A\ ZEAM_ROLE_METHODOLOGY_RU...
» [CIZTEST_AC2010_RIG

[ e
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Assign Condition Group Type to BRF+

®"Navigate to IMG by executing SPRO

"Navigate to GRC—-> AC—-> Role Management

" Select activity “Assign Condition Group to BRF+ Rules”
®Select Condition Group Methodology

"Enter the BRF+ Application and Function and save
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Assign Condition Group Type to BRF+

b Vorkflow for Access Control

7 Role Management
b Maintain Role Type Settings

: B‘,f @ Specify Maming Conventions

d Bf @ Maintain Project and Product Release Name

. Bp' @ Define Role Sensitivity

+ B & Maintain Role Status

- B & specify Critical Level

d Bf @ Define Companies

J Bp' @ Maintain Functional Areas

+ & &b Define Organizational Value Maps

: B‘,f @ Define Prerequisice Types

d Bf @ Define Role Prerequisites

. Bp' @ Generate BRFPlus Applications, Approvers, and Methodology Functions
= E\EEign Condition Groups to BRFplus Fungtionsi
- B &F Define Methodology Processes and Steps

Bl © Associate Methodolo Change View "Condition group type to BRFplus assgnment”: Overview
‘;27 New Entries [ E- L @, EI:L

Condition group type to BRFplus assgnrment

Condition Group BRFplus Application Mame BRFplus Function Mame E

LPPROVER ZEEM ROLE BRF AFF1 ZEEM ROLE METHODOLOGY RULE]1 +
r

METHODOT.OGY ZEEM ROLE BREF LFF1 LERH_RC-LE_E—‘;PPRD'-.-’T—';L_RT_TLEl -
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Define Role Methodology Process and Steps

"Select the Define Methodology Processes and Steps option under Role
Management in IMG

" Assign steps to Methodology Process

¥ Maintain Role Type Settings

@ Specify Maming Conventions

{(E» Maintain Project and Product Release Name

@ Define Role Sensitivity

@ Maintain Role Status

(s Specify Critical Level

(L» Define Companies

@ Maintain Functional Areas

@ Define Organizational Value Maps

@ Define Prerequisite Types

Ly Define Role Prerequisites

@ Generate BRFPlus Applications, Approvers, and Methodology Functions
@ Assign Condition Groups to BRFplus Functions

(&) |Define Methodology Processes and Steps;

Ly Associate Methodology Process to Condition Group

PPPPPPPPrRERED
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Define Role Methodology Process and Steps

New Entries: Details of Added Entries
v E E B

Dialog Structure Methodology Process 1a
+ [ Define Step
~ ‘T Define Methodology Pri Define Methodology Process

» [Omethodology Proce
Methodology Status Active -
Default
Description SIMNGLE_ROLE_METHODOLOGY
Long Description [SINGLE_RDLE_METHGDGLGGﬂ 1

New Entries: Overview of Added Entries

Z” =L = F
Dialog Structure Methodology Process 18
» [ Define Step
* [ Dpefine Methodology Pr Methodology Process Step
+ 5 Methodology Proce
Step Seguence Step Action i |
a 1 -
1 z -
2 3 -
3 a -
' 1
= -
L -
= -
= -
= -
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Define Role Methodology Process and Steps

Change View "Define Methodology Process": Overview
*2» &8 New Entries [ D BC Set: Change Field Values

Dialog Structure Define Methodology Process
* [JDefine Step Methodolgy Methodology Status Default Methodology Description
~ CdDefine Methodology Pr 0 Inkective - FInanace Business Role Methodology
*_[Methodology Proce 1 Inkctive - Default Methodology
z Inkctive had SIMN FI MHR. LS
3 Inkctive b SAP HR 5IM CONS
4 Inkctive b TEST_METH_DEMO
5 Inkctive bl Testing purpose
[ Inkctive - ZRS Methodology Process
T Inkctive b COMP_ROLE_FI_PATH
i} Inkctive bl test
9 Inkctive b SIN Process FI
10 Inkctive bl PMC
11 Inkctive b ERMSTDSTAGES
12 Inkctive - My Methodology
13 Inkctive - PMC Methodology
14 Inkctive - SH_BRFplus_Methodology
15 Betive - Zl:lj Default Methodology
16 Rctive - Single Role With Role Derivation
17 Bctive - Compaosite Role With Approval
18 Loctive bl v SINGLE_ROLE_METHODOLOGY
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Associate Role Methodology Process to Condition Group

"Select the “Associate Role Methodology Process to Condition Group” option
from the IMG customization

" Associate the Condition Group to the Methodology Process

o Role Management

¢ Maintain Role Type Settings

= @f @ Specify Naming Conventions

@ Maintain Project and Product Release Mame

Define Role Sensitivity
Maintain Role Status
Specify Critical Lewvel
Define Companies
Maintain Functional Areas
Define Organizational Value Maps
Define Prerequisite Types
Define Role Prerequisites %} Mews Entries E- )
Generate BRFPlus Applications, Approvers, and Methodology Fu
Assign Condition Groups to BRFplus Functions
Define Methodology Processes and Steps

Maintenance view for Condition Group - M...

I SSSESSL
POOOOOOOOOOP

[Associate Methodology Process to Condition Group Condition Group ID [Methodolgy | [
COMPOSITE = -
DEFAULT 15 -
STHGELE 1&
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Creating Role Approval Workflow
Maintain MSMP Workflow

"Role Approval Workflow needs to be maintained if Approval step is there in Role
Creation methodology

®"The default workflow process can be used to set up Role Approval Workflow
Process

®Select the maintain MSMP Workflow option from IMG

"Select the Role Approval Workflow Process from Step 1 in the MSMP Workflow
Configuration and open it in Change Mode

w Workflow for Access Control
d @f @ Activate Event Linkage for AC Workflows
* B @ Activate MSMP Content for AC
* = @ IMaintain MSMP Workflows;|
: @f @ Generate MSMP Process Versions
d @f @ Define Workflow-Related MSMP Rules
. @f @ Define Business Rule Framewaork
+ @f @ Maintain Custom Motification Messages
- B & Maintain Text for Custom Motification Messages
d @f @ Maintain Background Job for E-rmail Reminders
. @f @ Maintain Background Job for Cleanup of Temporary Data
- B Maintain Frequency for Monitoring Workflow Deadlines and Escalations
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Creating Role Approval Workflow

Maintain MSMP Workflow

MSMP Workflow Configuration

» 1 2 3 4

5 6

7

Process Global Settings Maintain Rules Maintain Agents Variables & Templates

Previous |N&xt >| |Di5playa’t‘.hange|

Select workflow process

Maintain Pathe Maint Route Mapping

Process ID
SAP_GRAC_ACCESS_REQUEST
SAP_GRAC_ACCESS_REQUEST_HR
SAP_GRAC_CONTROL_ASGN
SAP_GRAC_CONTROL_MAINT
SAP_GRAC_FIREFIGHT_LOG_REPORT
SAP_GRAC_FUNC_APPR
SAP_GRAC_RISK_APPR
SAP_GRAC_ROLE_APPR
SAP_GRAC_S0D_RISK_REVIEW
SAP_GRAC_USER_ACCESS_REVEW

© 2011 SAP AG. All rights reserved.

Process Description Ezcalation
Access Request Approval Workflow

Access Request Approval for HR OM Objects Workflow

Control Azsignment Approval Workflow

Witigation Control Maintenance Waorkflow

Fire Fighter Log Report Review Workflow

Function Approval Workflow

Rizk Approval Workflow

Role Approval Workflow

50D Rizk Review Workflow

User Access Review Workflow

-

Generate Versions

Rule IO
ZGRFN_MSMP_RULE_INIT_TEST
GRAC_AR_INMIATOR
GRAC_CTRLASGN_INMIATOR
GRAC_MITCTRLMAINT_INTIATOR
GRAC_FFLOGREPORT_INMTIATOR
GRAC_FUNCAPPR_INITIATOR
GRAC_RISKAPPR_INTIATOR
GRAC_ROLEAPPR_INITIATOR
GRAC_RISKREVEEW_INTIATOR
GRAC_USERACCRVW_INTIATOR

Rule Description

Function Module for Intiator Rule

Default Intiator rule { Process Type : SAP_GRAC_AR)

Default Intiator rule
Default Intiator rule
Default Intiator rule
Default Intiator rule
Default Intiator rule
Default Intiator rule
Default Intiator rule

Defautt Inttiator rule



Creating Role Approval Workflow
Maintain MSMP Workflow

"Maintain the approver rules in the Maintain Rules step.

"In Step 5, maintain the Stage settings and select the Agent ID as
GRAC_ROLE_APPROVER or the approver rule create in BRF+

®Save and activate the workflow

Process: |Role Approval Workflow

WMaintain Paths
Hodify

Path D Path Description
AT_PATH1 AT_PATH1
BRM_PATH1 BRM Path 1
GRAC_DEFAULT PATH Defautt Path
SP1_PATH SP1_PATH
3F2_PATH 5F2 Path
ZRS5_PATHY ZR5 Path 1
Z_3 STG_PATH 3 slage path for SP04

Maintain Stages

| Add || Modify || Delete || Modify Task Settings || Notification Settings | Clean-up Stage Def. |

Stage Seq No. | Stage Config ID Stage Description Agent ID Approval Type Routing Enabled | Rule Type | Rule D | Routing Level | Escalation Type Escalation Time Mins | Escalation Agent
00 GRAC_DEFAULT_STAGE Default stage GRAC_ROLE_APPROVER No Use Defaults 0
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Define Business Role



Define Business Role

®"Business Role is an efficient way of managing roles in an organization and
model them based on a job function.

® Each business role represents a Job role or function and is associated to one or
more related Technical Roles.

"An example of a business role is “ AP Clerk” which has all the authorizations
that Accounts Payable Clerk needs to perform his activities

"Navigate to the Role Maintenance Screen and create a role with role type as
Business Role

"Specify the Role Attributes for Business Role

"For Business Roles, Application Type is always BUSINESS ROLES and
Landscape is always ROLE MANAGEMENT BUSINESS GROUPS
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Define Business Role

fuctive Quaries

Busirmia Bode Managemen] Boly (T4528)

Busimess Robe Managemen] - Role
Viewr |Sandard Vew] -

%y Reie Hame

© 2011 SAP AG. All rights reserved.
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Group
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Compoale Mok
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Compaite Anle
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Snghe Ricke
Snghy Rade
Snple Roke
=ngle Role
Sngle Role
Single R

Snpgle Roke

Butirgdd Prooeid
Easd

Lasm

Baam

Badd

Bases

Baam
Teseng for BFROC, AK
AFD

Hasm

AP

Eadics

L

Subprocail

Basiy Subprossd 1
Basa Subprocess |
Biatd Subprooess |
Basa Subproseas |
Basa Subprooess |
Basa Subproceds |
Tasing b Solb Frocess
APD Subprocess 1
Bass Subprooess
AP0 Subpreceas 1
Basa Subprooess |

Bssa Subprocess |



Define Business Role

Define Role ©  Addtional Details

Details | Properties = Functional Area | Company | CustomFiekds | Owners/Approvers | Roles | Prerequisite

Attributes Names

Application Type: * Buziness Roles v Role Name: BUSINESS ROLE1
Landscape: * Role Management Business Group v Description: BUSINESS_ROLET
Business Process. * Basis M

subprocess. * Basis Subprocess 1 v

Project Release: * AC10.0 AT v
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Define Business Role

" Add Technical Roles to be included in Business Role.
"A role hierarchy can be created by including another Business Role

"Perform all the other steps in the methodology for Business Roles

Define Role Additional Details
Details. Properties Functional Area Company Custom Fields Owners/Approvers Roles Prereguisite
List of Roles
Mame Landscape Role Type Business Process Subprocess
= HR SAP SIN WLO0Z2 SAP BEM Connector Group Single Role HR and Payrell Compensation
= SAP ISU CA LOANS SAP BEM Connecter Group Single Role Basis Basis Subprocess 1
| Save & Continue || Save | | Close || G0 To Phase a |
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Define Technical Role



Define Technical Role

®"Go to Access Management Work center and select Role Maintenance

®Select Create a Single Role and you will see the Create Role Screen

—1 I

A usiness "‘_'|"r—-.'"’
b LBUSINESS WllEN

- C E C 4
J =
by Home Master Data Fule Setup Azzezzmerts Access Management

D Access Management

Role Management

Design and modify business and application roles
Active Queries
cwick Links

Faole Maintenance Business Role Management Role (5)

R SEEEHT Business Role Management - Role

Default Roles

Yiew: |* [Standard “iew] - | Print %'ersion || Expart a |

Business Roale

M5y | Role Mame Application Type

¥

Role Type Business Process Subprocess
Composite Role

Group

PD Profile
Profile
Single Role
Template
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Define Technical Role

®"The current phase is always visible and Go to phase allows the user to jump to a
specific step in the methodology

"The reapply Methodology allows the user to change the methodology for an existing
role

"Provide values for all the attributes of the role and follow the steps as in the
screenshots on next slides
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Define Technical Role

Define Role

Details Properties

Attributes

Application Type: *
Landscape: *
Business Process: *
Subprocess: *

Project Release: *

Save & Continue || Save || Cancel Edit |

| Close || Certify || Reapphy Methodology

Additional Details

Functional Area

SAP

MY _GF2

Baszis

Basis Subprocess 1

AC10.0AT

Company

Custom Fields

Owiners/Approvers Prerequisite
Names

Role Name:

Dezcription:

Profile Name:

Profile Description:

Save & Continue || Save || Cancel Edit |

| Close || Certify || Reapply Methodology

© 2011 SAP AG. All rights reserved.

Fole Mapping

Z_BS_PJREL_M_ROL1
Z_BS_PJREL_M_ROL1

TE71679___
Z_BS_PJREL_M_ROL1




Define Technical Role

Select a Functional Area for the role

'€ Maintain Roles - Microsoft Internet Explorer EI@

New Single Role

Role Type S

Select Functional Area E m
Available Selected
Find: in: |Functional Area v Ty | Functional Area Description
5y | Functional Area Description BASIS Basis
Define Role Additio
BAZIZ0Z BASIS
JIr=] FINANCE Finance
List of Functional Areas HR Human Resources
Add e JF1 it
e e JFA jfunc area II'
E MEWF &, MEWF AREL IE'
PAYROLL Payroll lIl
PURCHASE Purchase IE'
QUALITY Guiality
RTEST_FI RTEST_FI Functional Ares Finance
SALES Sales
SUPPCRT Suppoart
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Define Technical Role

New Single Role

Role Type Single Role

I | Define Role s < > >

Sawve & Continue | | Sawve

Define Role Additional Details

Detailz Properties Functional Area Company

List of Functional Areas

5 | Functional Area
BASIS

[ save & Continue | [ Sawve |

© 2011 SAP AG. All rights reserved.

» O =[]

Close || Go To Phase 4

Custom Field=s Owners/iApprovers

[ Close | [ Go To Phase « |

Prereguizite

Description

Basi=

Role Mapping

Fiter Settings




Define Technical Role

Select Company for the role

.é Maintain Roles - Microsoft Internet Explorer

New Single Role
Role Type Single Role
Define Role
Select Compamy E m
Available Selected
Find: in: [Company - 4 | Sompany Description
5y | Company Description =0 U= Falo Afta
runety can Canaca
Lelade iz
D [a{e{n]
DEDM SAP A III
Eo Ea=t Europe lEI
EUO0Z2 Wwest Europe lII
EUOZ Central ELrope IEI
[[m] Indlia Lid.
IO MDA
HAP Kapil's Company
LA01 Caribbean
RTEST_ZO RTEST_CO Company
TEST TEST
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Define Technical Role

Define Role Additional Details

Detailz Properties Functional Area Company

List of Companies
M5 | Company
s

| Save & Continue || Save |

© 2011 SAP AG. All rights reserved.

Custom Fields Oweners!Approvers

Description

US Palo Alio

| Close || Go To Phase 4 |

Prerequisite

Role Mapping

Fiter Settings



Define Technical Role

"Various other role attributes like Custom fields, Role Pre-requisites, role
mapping, can be defined for a role in the Role Definition phase

"Most of them have been discussed already in configuration
"Role mapping allows related roles mapped to a Single Role

®"These roles are provisioned when the Single Role is provisioned
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Define Technical Role

Single Role:Z_BS PJREL_M_ROL1

Role Type Single Role

I% | Define Role |9 /A LA LK - I:":l

Save & Continue || Save || Cancel Edit | | Close || Certify || Reapphy Methodology

Define Role Additional Details

Detailz Properties Functional Area Company Custom Fields Owners/Approvers Prereguisite Role Mapping

Consider Parent Assignment Approvers:

Role Mapping
My | Source System Target System Role Hame Landscape
GF2 200 w  GF2ZCLNTZ200 !-CxC_CDMF‘_MI'I'_EKA

© 2011 SAP AG. All rights reserved.

Fiter Settings



Define Technical Role

Define authorizations for the role by selecting the Maintain Authorization data
option

Single Role:Z_BS PJREL_M_ROL1 Help

Role Type Single Role

I» % | Maintain Authorizations |# <> » O = [][*]
Data saved
[ Save & Continue | [ Save | [ Close | [ certify | [ Reapply Methodology | [ Go To Phase 4 |
Maintain Authorizations Addtional Details

Maintain Authorization Data Actions Permissions Organizational Levels Functions

Maintain Role Authorization Data

Add/Delete Function |[ Maintain Authorization Data

Backend System for Maintenance: GF2 200
Crate/Time of Last Autherization Data Update in Rele Management:

Cate/Time of the Role in Backend System for Last Synchronization:

Current Date/Time of the Role in Backend System:

Push Authorization Data to Backend System:

Save & Continue | | Save | | Close | | Certify || Reapply Methedology || Go To Phase 4
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Define Technical Role

This will open PFCG transaction in the Authorization system for that role

Single Role:Z_BS PJREL M__ROL1 Help

Role Type Single Role

I» ® | Maintain Authorizations || <> » =[] ]

Open a new PFCG session

[ save & Continue || Save | Reapply ¥ ey, of Launch-PFCG.sap froem uscigf2.wdf.sap.corp Com.. | = = 2
File Download
Maintain Authorizations Additional Details @
Maintain Authorization Data Actions Permissions Organizational Levels Functig Do you want to open or save this file?
Maintain Role Authorization Data MName:
[ Syne. with PFCG |[ cancel PFCG Sync. | w Type: SAP GUI Shortcut, 176 bytes
From: wscigf2.wdf.sap.corp
Backend System for Maintenance: GF2 200
Date/Time of Last Authorization Data Update in Role Management: 22.07.2011 19:57:.24
Open | | Save | [ Cancel ]

Date/Time of the Role in Backend System for Last Synchronization: 22.07.2011 19:57:.24
Current Date/Time of the Role in Backend System: 22.07.2011 19:57:24

o w W | Always ask before opening this type of file
Push Authorization Data to Backend System:

| I While files from the Intemet can be useful, some files can potentially
0‘ harm your computer. i you do not trust the source, do not open or
= sawve this file. What 's the risk?

Save & Continue | [ Save [ Reappty Methodology | [ Go To Phase «
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Define Technical Role

Enter credentials to log in to the system

Single Role:Z2_BS_PJREL_M_ROL1

Role Type Single Role

I» # | Maintain Authorizations || <> » O = [][]

Open a new PFCG session

[E SAP GUI Shertcut - Logon (GF2, 200, EN, “PFCY

lext Save & Continue | | Say
|: Ti;) Type your user name and password
Maintain Authorizations & Additional Det
i | User Name: KALURHAR L
Maintain Authorization Data Actions Permis s S|
— Password: ......l =
L .|
Maintain Role Authorization Data
A 2 | Log On | | Cancel

Backend System for Maintenance:

DatedTime of Last Autheorization Data Update in Role Management:  22.07 2011 19:57:24
DatedTime of the Role in Backend System for Last Synchronization: 22.07.2011 19:57:24
Current Date/Time of the Rele in Backend System: 22072011 19:57.24
Push Authorization Data to Backend System:

lext Save&tuntinue” Sa-.re| Edit | Cluse| Certif

| Reapphy Methodology || Go To Phase 4

© 2011 SAP AG. All rights reserved.

Help



Define Technical Role

Maintain authorization data for the role

Change Roles
';Qi/? Iq‘_zfother rale Eé’

Role
Raole Z_BS BJREL M ROL1
I 1
Description [F_BS_PIREL_M_ROL1 ]
Target System @ Mo destination
=X Description @ Menu @ Authorizations @ User Personalization
Administration Information Transaction Inheritance ||
Created Changed Derive from Role

User 1040325 I040325

Date 22.07.2011 22.07-2011

Tirme 21:57:22 21:57:24

Long Text

| EES)| = ' ER]|ES ] E|

Lil, Col Lm1-Ln 1 ofl lnes
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Define Technical Role

Change Roles
‘W |-_|E|¢Other role Eé’

[= Assign transactions x
Transaction code Text g
5U01 -
suUn2 -
5U10
lerce 5
L |
Menus .|| Additional Activities .||I
Mode Details
Type
Object
Text
a
-
0 4
|w# Assign transactions | |E”E””| |g|
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Define Technical Role

Change Roles
“? qﬂ*other role Di.—"

Role
Role Z BS PJREL M ROL1
I = 1|
Description I_Z_BS_IZ’JF‘tEL_r\J'I_F‘.[.‘rL1| b
Target System @ Mo destination
l:,@Iljn:.-sr:riptinn O Menu 3 Authorizations @ User Personalization

Created by Last Changed On/By ||

Uzer ERURHRR User ERURHRR

Date 22.07.2011 Date 22.07.2011

Time 22:11:08 Time 22:11:08

Information About Authorization Profile

Profile Mame  |T&71679_ |ﬁ|
Profile Text Z_BS5_PIREL_M_ROL1
Status Authorization profile is generated

Maintain Authorization Data and Generate Profiles
|#| change Authorization Data

|‘;’§|| Expert Mode for Profile Generation
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Define Technical Role

After the role is saved in PFCG, select Sync with PFCG option on Role
Maintenance Screen

Single Role:Z2_BS PJREL M_ROL1

Role Type Single Role

> % | Maintain Authorizations & | <> »[ < H[<]*+]

a Open a new PFCG session

Save & Continue | [ Save [ Reapphy Methodology | [ Go To Phase «
Maintain Authorizations Additional Details
Maintain Authorization Data Actions Permissions Organizational Levels Functions

Maintain Role Authorization Data

[ Sync. with PFCG |[ cancel PFCG Sync. |

Backend System for Maintenance: GF2 200

DatesTime of Last Authorization Data Update in Role Management: ZZ2.07.2011 195724
DatesTime of the Role in Backend System for Last Synchronization: 22.07.2011 19:57.24
Current DatesTime of the Role in Backend System: ZZ2.07.2011 195724
Push Authorization Data to Backend System:

Save & Continue | [ Save [ Reapphy Methodology | [ Go To Phase «
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Define Technical Role

Single Role:Z_BS PJREL M_ROL1

Role Type Single Role
I # | Maintain Authorizations % <> » O =[]

Synchronized PFCG authorizations from back-end system

[ save & Continue | [ Save | [ close | [ certify | [ Reapply Methodelogy | [ Go To Phase 4 |
Maintain Authorizations = Additional Details

Maintain Authorization Data Actions Permissions Organizational Levels Functiocns

Maintain Role Authorization Data

| Add/Delete Function || Maintain Autherization Data | | Propagate to Derived Roles |

Backend System for Maintenance: GF2 200

Date/Time of Last Authorization Data Update in Role Management:  22.07.2011 20:12:37
DatesTime of the Role in Backend System for Last Synchronization: 22.07.2011 20:12:37
Current Date/Time of the Role in Backend System: 22.07.2011 20:12:37
Push Authorization Data to Backend System:

Save & Continue || Save | | Close || Certify || Reapply Methodology || Go To Phase 4
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Define Technical Role

Derive roles by selecting the Org value Map

Single Role:Z_BS_PJREL_M_ROL1

Role Type Single Role

I» » % | Derive Role | & = [«]]
Data saved
| Save & Continue || Save | | Close || Certify || Reapply Methodology || Go To Phase « |
Derive Role | Additional Details.

Derived Roles

[ Derive || Delete |[ Edit Leading Org. |

5 | Role Name Organizational Level From Value To Value
Save & Continue || Save | | Close || Certify || Reapply Methodology || Go To Phase «

© 2011 SAP AG. All rights reserved.

Filter Settings



Define Technical Role

Single Role:Z_BS_PJREL _M_ROL1
Role Type Single Role
Role Derivation Elm

Manage Derived Role

Single Role Mame: Z_B=_PJREL_M_ROL1
Frevious Sd I 1 =
Select Org. YValue Mappings

Derived Roles Mo Leading Org. Level

Derive || Delete || Edit Leading Leading Org. Level: * -

Role Name Organization “alue From: *

| &

Organization Walue To:

Org. Value Mappings

Filter Settings

5 | Org Walue Mapping Organizational Lewvel From “alue To “alue Dre=scription Crescription
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Define Technical Role

s rvon Fhnesinsrned ol

Singl

Mol
Leading
Crganiz

Organiz

Org.

Al

Select Org. Value Mappings E m

Org. Yalue Mapping: Description:

¥ | Conszider Range for Values

Fiter =ettings

My | Crg Walue Mapping Description Org. Level From “alue To Yalue
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Define Technical Role

Generate the roles in target system by following the step by step procedure
for Role Generation

Single Role:Z_BS_PJREL _M_ROL1 Help

Role Type Single Role

I » > % | Generate Roles =] I:":I
| Save & Continue || Save | | Close || Certify || Reapply Methodology || Go To Phase 4
Generate Roles | Additional Details

List of Generated Roles

Role Mame Description System Last Generated On Generation Source
[ save & Continue | [ Save | [ Close | [ certify | [ Reapply Methodology | [ Go To Phase 4 |
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Define Technical Role

Role Generation

— 1 2 3 4 o
Select System & Role Schedule Analyze Risks Confirmation

Default System
System Description Application Type
GF2CLNTZ00 GF2 200 S4P

Other Systems

Derived Roles

5 | Role Mame Description Busziness Process Subprocess
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Additional Features



Role Mass Maintenance

® Mass maintenance consists of the following features:

" Role import Role can be imported from an SAP or non SAP system using a file
import capability

" Role Update : Role attributes can be updated for more than one role at a time

" Role Derivation: Provides the ability to derive roles when new Org values are
updated

" Risk Analysis Risk analysis can be done for many roles at a time
" Role Generation Allows the ability to generate more than one role simultaneously
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Role Import

" A step by step process walks the user through the import process..

"Define Role Selection criteria and import data source

®"Roles can be imported directly from the backend SAP system or using a role
authorization data file.

®"The Role authorization data file can be generated by executing the program
/IGRCPI/GRIA_DNLDROLES
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Role Impo

rt

Role Import Help
I 1 2 3 4 =]
Define Criteria Select Role Data Review Schedule
Role Selection
Role Type: * =) Technical role
Busines=s role
CUA Composite role
Import Source
Role Attribute Source: =) User Input Role Authorization Source: * (=) Backend System
File on Server File on Server
File on Desktop File on Desktop
Skip
Definition Criteria Role Selection Criteria
Application Type: * SAP - Source System: GF2 200 -
Landscape: * My _GF2 - Role Updated After: 21.07.2010 [
Owerwrite Existing Role: No - All roles except SAP Predefined Roles: [«
Role From:
Role To:
Methodology Status: Complete -
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Role Import

"Select role attributed Source

®"Role attributes can be user entered during Role Import or default values can
be used

Role Import Help

I 1 2 3 4 =1
Define Criteria Select Role Data Review Schedule

[ 4 Previous |[ Next ]

Role Attributes Source - User Input

Adttribute Selection Default Values
=) User Defined Attributes

Role Attributes

Critical Level: High - Business Process: * Basis -
Project Release: * AC10.0 AT - Subprocess: * Basiz Subprocess 1 -
Role Status: Production 1 -

Functional Area Ohwners/Approvers Company Custom Fields

Li=t of Approvers

Fiter Settings
5 | User Full Mame Alternate Full Name Asszignment Approver | Role Content Approver
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Role Import

Preview the role selected. This will help to verify the roles before they are imported

Role Import Help

I 1 2 3 4 -

Define Criteria Select Role Data Rewviewr Schedule

| 4 Previous || Mext &

Review Roles
Mo Preview
=) Preview all roles
Prewview subset of roles

Role List
Fiter Settings
Role Name Drescription -
JPOAJBUI FLEX_CLIENT The POA SBC BUI User Role
fPOASMBUL_UM_USER The POA SBC BUI User Role
POAJCLM_BPC _USER Content Lifecycle Management- Planning and Consclidation 10.0 Role
POAJCLM_GRC_AC_USER Content Lifecycle Management - GRC Access Control 10.0
POSASCLM_GRC_GTS_USER Content Lifecycle Management - GRC Global Trade Services 10.0
POAJMCLM_GRC_PC_USER Content Lifecycle Management - GRC Process Control 10.0 Role
POSASCLM_GRC_RNM_USER Content Lifecycle Management - GRC Risk Managment 10.0 Role
/POAJCLM_GRC_USER Content Lifecycle Management - GRC 10.0 Role
POASCLM_USER Content Lifecycls Managment User with all authorizations
JPOAJFCP_ADKIM Role for Deploy/Undeploy Artifacts and Change FCP Configuration -

[ 4 Previous | [ Mext |
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Role Import

Schedule the role import job

Role Import

I» 1 2 3 4

Define Criteria Select Role Data Review Schedule

[ 4 Previous || Submit # |

Schedule
#) Foreground
Background

| 1 Previous || Submit |k |
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Role Update

Select the roles to be updated

Role Mass Update

I 1 2 3 4 =1
Select Roles Select Criteria Select Values Scheduling
Previous Mext k
Select Roles

5y | Role Name Dre=scription Land=cape Role Type
ACC 12 acc_description SAP BRM Connector Group Single Role
ACMIT MNEW ACMIT_MEW MNHR sy=stems landscape Single Role
ACMIT ROLEZ1 ACMIT_ROLEZ21 MHR =ystems land=cape Single Role
ACMT ROLEZ1 COPY NHR =y=stems landscape Single Role
ACMIT ROLEZZ ACMIT_ROLEZZ MHR sy=stems landscape Single Role
ACMIT ROLEZS ACWMIT_ROLEZ3 MHR =ystems land=zcape Single Role
ACHMIT ROLEZ4 ACMIT_ROLEZ4 MNHR systems landscape Single Role
ACMIT ROLEZS ACMIT_ROLEZS MHR =ystems land=cape Single Role
AC S GIFf SO DRD3 AC_S_GIF_SD_DRD3  SAPBRM Connector Group Derived
ALL 02 ALL 02 SAP BEM Connector Group PD profile
CUP BROLES CUP_BROLES Role Management Business Group | Business Role
DocC 3 ZRS Land=scape Group Single Role
FI SIMN AC-SS 001 Test MHR systems landscape Single Role
LDAPID LDAPI3 LDAP CG Group
TEST TEST SAP BEM Connector Group PD profile

© 2011 SAP AG. All rights reserved.

Business Process
Materialz Management
Basis

Basis

Basis

Basis

Basis

Basis

Basis

Basis

Cross Application
Cross Application
Finance

Finance

Cro=s Application
Cross Application

Subprocess

Inwentory Reports

Basis Subprocess 1

Basis Subprocess 1

Basis Subprocess 1

Basis Subprocess 1

Basiz Subprocess 1

Basis Subprocess 1

Basis Subprocess 1

Basis Subprocess 1

Cross application subprocess 1
Cross application subprocess 1
Account Payable Tranzaction
Account Payable Transaction
Cro=s application subprocess 1

Cross application subprocess 1

Fitter Setti
Application Type
SAP
SAP
SAP
SAP
SAP
SAP
SAP
SAP
SAP
SAP
Business Roles
SAP
SAP
LDAP
SAP




Role Update

Select the attributes and its value for mass update and schedule job for update

Role Mass Update Help

13 1 2 3 4 =]
Select Criteria Select Values Scheduling

|4 Previous || MNext Ir|

Select Criteria

Aftributes Actions hd

Action Add -
Reset Role Methodology: Yes
«) No

1 Previous || Mext I|
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Role Update

Role Mass Update

3 4

I» 1 2
Select Roles Select Criteria

| 1 Previous || Mext k |

Add Action

Push to backend system
Action

M5y | Action
Suo

4 Previuus” Mext k

© 2011 SAP AG. All rights reserved.

Select Values Scheduling

Description

User Maintenance

Help

Fiter Setftings



Role Update

Role Mass Update Help

I 1 2 3 4 =
Select Criteria Select Values Scheduling

[ 4 Previous || Submit k|

Schedule («) Foreground

Background

1 F're'.fil:lus|| Submit k
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Derived Org Value Update

"The Derived Org value update allows the user to update the org values in a role,
when the Org values are changed in the backend

"The Org values are typically maintained in Org Value maps. When the values
change in the backend, the roles need to be updated with the new values

®"One way to achieve this is to update the Org value maps and use that map to
update the derived roles.
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Derived Org Value Update

®Select the org value map and impacted roles

®Schedule mass derived update job

Mass Derfved Roles Update

» 1 2 3 -
Select Org.Yalue Map Impacted Roles Scheduls
M= Mame:

Leading Org. Lewel:

“alue From:

“alue Too

Consider Rangs for “aluss:

Update Twpe: =) Merge Organizational fisld values

Cvervwrite Organizational Tield values

Mapped Organization Level Details

Field From
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Derived Org Value Update

Mass Derived Roles Updale

» 1 2 3 -4
Select Org.Value Map Impacted Roles Schedule
Mext
Mg Marme: ORG_MAP_2
Leading Org. Lewel: BUKRS
“alue From: 1000
“alue To: 3000
Consider Range for Yalues:
Update Type: =) Merge Organizational field values

Crverwrite Organizational field values

Mapped Organization Level Details

Figld
EKORG
KOART
SPART
WHORG
VHORG
WHORG
WTWEG
WTWEG

et
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Org map for BUKRS 1000

From
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800
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02

To



Derived Org Value Update

Mass Derived Roles Update

1S 1

2

3

Select Org.Value hMap

4 Previous || Mext k |

Viewr: |[Standard Wiew]

5 | Role Mame

EC ZAP DER ROLE]
P FOLEDT D

hdhd SaP DER SHO1
hahd S&F EP DER SHO1

Impacted Roles

Schedule

- | Print “ersion || Export a |

Description

hahd S&F Ml DER SHOT

| 4 Previous || Mext k |
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Landscape

SAP BREM Connector Grougp
SAP BRM Connector Grougp
SAP BRM Connector Group
SAP BREM Connector Group
SAP BREM Connector Group
SAP BREM Connector Group
SAP BRM Connector Grougp
SAP BRM Connector Grougp
SAP BREM Connector Group
SAP BREM Connector Group

Business Process
Basis

Cansalidation

Baszis

Fimnance

Caonsalidation
Consalidation
haterials Managemert
Finance

Fimnance

Basis

Subprocess

Basizs Subprocess 1

Bank Consalidation

Baszis Subprocess 1

Accourts Receiveabls Transaction
Bank Consalidation

Bank Conzalidation

Inventary Reports

Account Payable Transaction
Account Payable Transaction

Baszis Subprocess 1

Fiter Settings

haster Role Mame

Z AT DK R16

EC Sap Sk AUG2E R
ATROLE]

A AT ROLEZ

EC S&P Sl ALGET R4
EC Z&aP S ROLE]
P ROLED

wibd SaP SI SHOT

Mk SAP EP SIM SHO
Mk SAF ML S SHO




Derived Org Value Update

Mass Derived Roles Updale

I» 1 2 3 -
Select Crg.Value Map Impacted Roles Schedule

| 1 Previous | | Mext k |

Schedule: Foregraund
=) Background

Schedule Mame; *
Schedule Activity: *  Mass derived role updation
Start Immedistely: * Yes =1 Mo

Start Time: * 23072011 [E|HH [0S wpm (08 +|ss (24 «|[5])

4 Previous || Mext k
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Mass Risk Analysis

Select the roles for which risk analysis has to be performed an schedule the job

Mass Risk Analysis e
Subimit
Select Roles
A Fiter Settings
T | Rele Naime Dezcription Role Type Landscape Buzness Process Subprocess Application Type
ACC 12 AcC_deactivtion Single Role SAP BRM Cannectar Group Materiaks Management Inventary Reparts SAP
ACMIT ROLE21 ACMIT_ROLE21 Single Role WHR systems landscape Bagiz Basis Subprocess 1 SAP
LCMIT ROLEL2 ACMT_ROLEZ2 Single Rale WHR systems landscape Basiz Basiz Subprocess 1 SAR
LCMIT ROLE24 ACMIT_ROLE24 Single Rale WHR zystems landzcape Basiz Basis Subprocess 1 SAR
A2 5 GF 50 DRDS A5 GIF 5D DRDG Lierived SAP BRM Cannector Group Basiz Basis Subprocess 1 SAR
Subimit
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Mass Risk Analysis

Mass Risk Analysis

Background job scheduled for Rale Mass Risk Analysis: 02135600, click Cloze to return to main screen

Select Roles
M5 | Role Mame Description Fale Type Land=zcape
ACC 12 acc_description Single Role SAP BRM Connectar Group
ACMIT ROLEM ACMIT_ROLEXM Single Rale MHR zystems landscape
ACMIT ROLEZZ ACMIT_ROLEZ2 Single Rale MHR zyvstems landscape
ACKMIT ROLE24 ACMIT_ROLE24 Single Role MHR systems landscape
AC 5 GIY S0 DRDS AC_ = _GIT_=D_DRDS Detived SAP BRM Connector Group
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Role Certification

"Role Certification allows the Role owner to review and certify the role
content on a periodic basis

®"This is similar to User Access Review, except that, instead of user
assignment, the role is certified

"Role certification attributes are defined in the Role Properties
" Certification period is defined in days

"Next certification is calculated based on the period and the last certification
date

" After the defined days, an email reminder will be sent to Role Owner

"The reminder template can be customized in IMG
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Role Certification

Define Role Additional Details

Details Properties Functional Area

Certification

Cerlification Period in Days: 30
Mext Certification:

Last Certified:

Cetified By:

Comments Histary:

© 2011 SAP AG. All rights reserved.

Company

Custom Fields

CwvnersfApprovers

Prerequisite Fole Mapping

Properties

Critical Level;
Sensitivity:
Derivation Allowed: Yes

Identifier:



Role Comparison

® Role comparison provides the ability to compare roles between Access Control
and SAP backend systems

" Select the role to be compared and the comparison criteria

Role Comparison

2 3 4 5 -1

> 1
Select Roles Comparizon Criteria Compariszon Results Synchronization Schedule

Select Roles

5 | Role Mame Des=scription Land=cape Role Type Business Process

ACHIT BB ZChAIT BV MHR =ystems landscape Single Role Basis
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Role Comparison

Role Comparison

I 1 2 3 4 5 -

Select Raoles Comparizon Criteria Comparizon Results Synchronization Schedule

| 1 Prewious || Mext |

Comparison Criteria

¥ | Action
Level ¥ | Permiszion
Compare roles in Access Control
Type «) Compare rales between Access Control and System
Syatem GF2CLMT200

4 Previous ||Ne>¢t K
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Role Comparison

Once the comparison results are displayed then roles can be synchronized

I 1 2 3 4 5 -

Select Roles Comparizon Criteria Comparison Results Synchronization Schedule

4 Previous || Mext

Actions Permizzions

#) Dizplay Action Mames
Dizplay Action Mame and Description

View: |[Standard Yiew] w | | Print ersion || Export 4 | Fiter Settings
Role Mame = | Landzcape = | Svystem = | Unigue Actions | Common Actions =
ACMWIT MES | MHE systems landscape | Access Contral | PFCG

S
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Role Comparison

Synchronization can be either from the backend or from Access Control and can be
executed either in foreground or background

— 2 3 4 5 — 4

selectRoles  ComparisonCrteria  ComparizonResuts  Synchronization  Schedule

et b

Views [Standard View]

Ty Rule Name = | Description Landscape Synchranization Type Generate Prafile

ACMIT NEW ACMIT NEW WHR systems landzcape Access Contralto System ¥ Yes v
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Role Comparison

Hest )

View: |[Standard View] - Fiter Sef
iy | Redle Mame: = | Description Landscape Synchranization Type Generate Profile System
ACMIT hEW ACHWIT_MEW NHF: ystems landscape Access Cortrolto System ¥ ‘Yeg * GFZCLNT200
I 1 2 3 q 5 =]
Select Roles Comparizan Criteria Camparizon Resuls Synchronization Schedule

[ 4 Previous || Submit » |

Schedule: Foreground
=) Background

Schedule Mame: * test
Schedule &ctivity: * |Role Comparizion

Start Immediately: * Yes &) Mo

Start Time: * 23072011 @/ HH |05 ~Mm [32 |33 14 ~|[5]

© 2011 SAP AG. All rights reserved.




Transaction Usage Report

By using Transaction usage reports, administrators will be able to identify the role
usage pattern

Action usage by user, rofe, and profile

Analysis Criteria

Saved Yariants: -

System - | |is ~ | |GF2 200 [ GF2CLMT200 )
Action Usage Date - | |is ~ | |21.07.2011

A ction - | iz - | |sut

Action Description ~ | |lcontains -

Report By: (=) User Role Frofile

L=er 1T - | iz | |[KAURHAR
User Group - | |iz -

Dnly dizplay actions that are not used - | |i= -

Report Type: (=) Actions Defined in Risks Al

Access Risk ID - | |i= -

Access Risk ID Description | |contains -

Save Yariant as:

Run in Foreground | | Fun in Background

Result Set: Reaut Sett Eport Riesut Sets

View: [Standard Yiew] v Display As: | Table v Format: Zummary * Fiter Setting

System Action Action Descrigtion Liser Lizer Mame Execution Count Last Evecuted on
GF2CLNT200 MABC Launch MABC KAURHAR Harleen Kaur 0
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Thank You!

Contact information:

Harleen Kaur
Customer Solution Adoption
h.kaur@sap.com
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