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Multitenancy - Introduction

SAP HANA multitenant database containers establishes a foundation
for providing multitenancy in SAP HANA

Multitenancy refers to a principle in software architecture where a single instance of

the software runs on a server, serving multiple tenants. A tenant is a group of users sharing the
same view on a software they use. With a multitenant architecture, a software application is
designed to provide every tenant a dedicated share of the instance including its data,
configuration, user management, tenant individual functionality and non-functional properties.
Multitenancy contrasts with multi-instance architectures where separate software instances
operate on behalf of different tenants. From http://en.wikipedia.org/wiki/Multitenancy

© 2014 SAP SE or an SAP affiliate company. All rights reserved. Public



http://en.wikipedia.org/wiki/Software_architecture
http://en.wikipedia.org/wiki/Instance_(computer_science)
http://en.wikipedia.org/wiki/Computer_software
http://en.wikipedia.org/wiki/Application_software
http://en.wikipedia.org/wiki/Non-functional_requirement
http://en.wikipedia.org/wiki/Non-functional_requirement
http://en.wikipedia.org/wiki/Non-functional_requirement
http://en.wikipedia.org/wiki/Multitenancy
http://en.wikipedia.org/wiki/Multitenancy

Standard SAP HANA Deployment Scenario

One SAP HANA DBMS, one database, one application, one schema

Simple, straightforward scenario o .

Key benefit: maximum resource allocation to single application/scenario with no ‘ Schema

resource contention with others
Database

Key tradeoff: TCO

" oS &
Hardware

‘ Storage |

SAP HANA

Supported with no restrictions

© 2014 SAP SE or an SAP affiliate company. All rights reserved. Public




Multiple Applications on One SAP HANA system
Multiple Components One Database (MCOD)

One SAP HANA DBMS, one database,
several applications, several schemas

Key benefit: May have TCO advantages

Key tradeoffs:
- Contention for resources may negatively impact performance
- Additive sizing approach required
- DB recovery available for entire DB (not available per schema)

Supported for non-production with no restrictions

Supported for production with restrictions: see note 1661202 (white list of
applications / scenarios) and note 1826100 (white list relevant when running
SAP Business Suite on SAP HANA)

© 2014 SAP SE or an SAP affiliate company. All rights reserved.
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Database

l 0S8 & Hardware
| Storage I

SAP HANA
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Several Databases on One SAP HANA System
Multiple Components One System (MCOS)

More than one SAP HANA DBMS (with one DB in each), 1-n
applications, 1-n schemas

Key benefit: May have TCO advantages

Schema L

X
Key tradeoffs:

- Contention for resources may negatively impact performance
» Additive sizing approach required

Database 1

Supported for non-production with restrictions

- Performance issue can only be reported to SAP if they still occur when all
other DBs stopped

l 0SS & Hardware

| Storage I

SAP HANA
Current status outlined in SAP note 1681092  TTTTTTTTTTTTTTTTTTTTTTTTTTTTTS

Not supported for production

[ e

© 2014 SAP SE or an SAP affiliate company. All rights reserved. Public




SAP HANA virtualized: Use Cases

Use Cases for virtualized SAP HANA deployments:

For customers already standardizing on virtualization technology, SAP
HANA offers the customer TCO reductions and additional options for
planning and managing their systems landscapes.

- Ease of HW replacement / Avoidance of re-certification of OS & SAP
installations

» Separation of IT Ownership (HW and SW layer)
« OS independent monitoring
* Low-cost HA capabilities in Dev & Test environments

Schema |
X

Hypervisor

Hardware
‘ Storage I

SAP HANA

Private and Public Cloud offerings also lower entry barrier e.g. for
startups by starting their business small and later scale along their needs
in regards to user and data volume.

 Positive impact on capital expenditures

Current status on virtualization is outlined in SAP note 1995460

© 2014 SAP SE or an SAP affiliate company. All rights reserved. Public




HIHL B
HIHL N »

SHw: ma W

Basics



SAP HANA multitenant database containers
Concept and Terminology

A single database container is also called a tenant database
Run multiple tenant databases on one SAP HANA system Application Application

Run/support multiple applications/scenarios on one SAP HANA
system in production

Strong Separation of data and users SAP HANA System
Backup and restore available by tenant DB

Resource management by tenant System DB
CPU, Memory

Move/copy tenant DBs/applications to different hosts/systems

Integration with existing data center operations procedures Tenant DB Tenant DB

© 2014 SAP SE or an SAP affiliate company. All rights reserved. Public




SAP HANA multitenant database containers

New administration layer containing a System database
- Landscape topology information AS ABAP Any Application
- System-wide parameter settings Connect to: Connect to:
- Focal point for complete backup of all databases HAN.DB'A’ HAN.<port>
- Resource management for all tenant DBs (CPU, memory, etc)

0 to n tenant databases identified by their names SAP HANA

- Tenant database related parameter settings SID: HAN
- Individual backup/restore of tenant database
- Clear separation of application data and user management

HAN.SystemDB

One database software version for a SAP HANA system (all tenant HAN.DB A HAN.DB B
databases)

One HA/DR setting for a SAP HANA system: all tenants are
included in a HA/DR scenario

© 2014 SAP SE or an SAP affiliate company. All rights reserved. Public
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First focus with SAP HANA multitenant database containers

SPS09/10

Cloud Scenarios
SAP HANA Cloud Platform
SAP HANA Enterprise Cloud

On-Premise Scenarios
Replace most MCOS deployments (Multiple components one
system)
Featuring several tenant databases

Address common MCOD scenarios (e.g. ERP-CRM-BW,
QA/DEV, Data Marts)

Cross scenario support: Fast federation between tenant
databases (read only with SPS09)

© 2014 SAP SE or an SAP affiliate company. All rights reserved.

11
OS & Hardware | E
1

1

Storage

SAP HANA

______________________________

SAP HAN

>
SID: HAN
HAN.SystemDB
HAN.DB 1 HAN.DB 2

Public




Positioning multitenant database containers Il

Multitenant Database Containers vs Virtualization

Multitenant Database Containers
Lower TCO, single software stack
Central configuration & administration (database level)
Direct database resource management
Optimized federation (performance benefits)
Performance advantages (no virtualization overhead)
Licensed via SAP HANA

Virtualization
Strong isolation
Separate SAP HANA revisions option
Standard federation (SDA)
Additional virtualization license (e.g. VMWARE)

© 2014 SAP SE or an SAP affiliate company. All rights reserved. Public
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SAP HANA multitenant database containers
User and Administration Layers

SAP HANA System Administrator
System DB
Monitoring Information — Overall System
Administrator DB A Cumulated Database Information (Union) Administrator DB B

Overall System Configuration

Users on DB A Users on DB B

Roles & Authorization N T t DB “A” T t DB “B” £ Roles & Authorization
enan enan

Schemas ABC, .... Schemas XYZ, ...

Monitoring Information Database B
Configuration Database B

Monitoring Information Database A
Configuration Database A

© 2014 SAP SE or an SAP affiliate company. All rights reserved. Public



Scale-out scenario with multitenant database containers

- .

SAP HANA System
Tenant databases can
spread over multiple
nodes (hosts) in

System DB

System DB System DB

System DB

scale-out systems (standby) (standby) (standby)
Example:

If host 2 goes down, the

standby host becomes Tenant DB A.1 Tenant DB A.2 Tenant DB A.3

active. The tenant DBs

normally running on host
2 will become active on Tenant DB B.1
the standby host

Tenant DB B.2

Tenant DB C Tenant DB D

HOST 1 HOST 2 HOST 3 Standby (HOST 4)

© 2014 SAP SE or an SAP affiliate company. All rights reserved. Public



Cross-database queries between multitenant database containers

SAP HANA System

Cross-database
gueries (federation)
are supported in SQL
engine and
Calculation engine.

< 7 =
SPS09: Read-only
Tenant DB A Tenant DB C
3
Tenant DB B

© 2014 SAP SE or an SAP affiliate company. All rights reserved.



Migration of a single database to a multitenant database system

SAP HANA single database system can be migrated to a
multitenant database system. This step is irrevocable.

System database will be generated

Single DB will be converted into a tenant DB automatically
No changes to application/customer data

Migration does not occur automatically with SPS09 upgrade
- Must be explicitly triggered

- Single DB is SPS09 default, MDC is optional

© 2014 SAP SE or an SAP affiliate company. All rights reserved. Public



SAP HANA multitenant database containers Status — 1

Installation, Set-Up
Installation as a multitenant database container system
Migration to a multitenant database container system

Initiate database
Create/Drop database
Start/Stop database
Connect to a tenant database by name

Parameters
Modify parameters on a tenant database
Modify parameters of a tenant database through the system database

© 2014 SAP SE or an SAP affiliate company. All rights reserved. Public



SAP HANA multitenant database containers Status — 2

Server/XS engine
One statistics server per tenant database
XS server embedded in index server by default
Web dispatcher configuration fully integrated into SAP HANA configuration

Authorization/Security
Isolated users per tenant database
Isolated trace and dump files per tenant database
New privilege DATABASE ADMIN
Data encryption per tenant database (central store, keys per tenant DB)
Auditing in local tables per tenant database

© 2014 SAP SE or an SAP affiliate company. All rights reserved. Public



SAP HANA multitenant database containers Status — 3

Backup/Recovery
Local tenant database backup by local database administrator

Single tenant database backup by system administrator
All tenant database backup by system administrator
Single tenant database recovery by system administrator
All tenant database recovery by system administrator

Landscape management
HA/DR: System replication set-up for the whole system (all tenant databases)

(note # for restrictions)
Scale-out option per tenant database (each tenant database can be distributed)

Add/remove host by system database
Expensive (performance) statements tracing per tenant database

Public

© 2014 SAP SE or an SAP affiliate company. All rights reserved.
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Improved Monitoring and Supportability
Multitenant Database Containers: Administration

Specific properties of SAP HANA multitenant database containers regarding
administration/monitoring

The system database plays a central role:

— Responsible for overall system and resource monitoring

— Can restart the system database itself and can restart individual tenant databases

— Can initiate backups of the system database itself and of individual tenant databases.

— Recoveries are always initiated by the system database

— Tenant databases - always created/dropped by the system database

— Resource limits for tenant databases: configured from the system database

Tenant databases are monitored individually

Alert, trace, parameter and user configuration is done for each tenant database individually

© 2014 SAP SE or an SAP affiliate company. All rights reserved. Public




Improved Monitoring and Supportability
SAP HANA Multitenant Database Containers: Administration Tools

Administration Tools @My —
SAP HANA studio has been adapted to be able to Entes st name
— Connect to the system database and any tenant database HostName;
— Display the database type in the systems view Crse
— Monitor the system database & any tenant DB using the Administration perspective e
— Change database specific parameters g ?;Z: dotabase contsiner
SAP HANA cockpit can be used to monitor the system database and any tenant DB
DBA Cockpit can be used to monitor the system database and any tenant database :ld' Dsyr:fsch"” 'M

[ Project Explorer [[]] Repositories % Systems 52 T SYSTEMDB@M40 52 = 3
P B-l@ii-=a8 [f5 SYSTEMDB@M40 (SYSTEM) [Production System] Last Update: 1610.201411:5219 " | [ Interval: |60 = | Seconds| [ |
3 E’:‘ SYSTEMDB@MA40 (SYSTEM) [Production System] Overview | Landscape | Alerts | Performance | Volumes | Configuration | System Information | Diagnesis Files | Trace Configuration
> ‘E’J THN1@M40 (SYSTEM) [Production Systerm]
F e ) Filter: # Database: <All> -
(B MVL (SYSTEM) >
- [B mv2 (SYSTEM) Name Default System Databa... Database- TN1 Database - TN2 Host -
+ = System ABC » |5 attributes.ini — — — .
> L= System DEF > || compileserver.ini = — —_ -
> || daemon .ini J— —_— — *

Public

© 2014 SAP SE or an SAP affiliate company. All rights reserved.



Backup/Recovery Concept

Multitenant database containers follow the usual SAP HANA backup/recovery principles
Data backups: initiated manually or scheduled via scripts/tools (e.g. DBA Cockpit, etc)
Log backups: automatic log mode set to NORMAL (recommended for production)
Backup information: stored backup catalog
Backup destinations supported: file system, backups to 3rd party backup tools
Database copies using backup/recovery: supported for individual tenant databases
Recovery options: point-in-time recovery, recovery to a specific data backup
Tool support: SAP HANA Studio, DBA Cockpit, command line (SQL statements)

Specific properties of multitenant database container backup/recovery

System database: central for backup/recovery; can initiate backups of the system database itself and individual tenant DBs.
Recoveries always initiated by system database.

Tenant DBs: local admin can carry out backup of her tenant DB (unless prohibited in the system configuration)
Backup catalogs: System database and tenant databases have their own backup catalogs
Snapshots: not available with SPS09

© 2014 SAP SE or an SAP affiliate company. All rights reserved. Public



Backing up the System Database

Important — regularly backup the system database

The system database contains information about the
system as a whole and all tenant databases and is used
for central system administration.

Creating a data backup of the system database

Prerequisites: User in the system database with BACKUP
ADMIN or BACKUP OPERATOR and CATALOG READ
system privileges

In the Systems view in SAP HANA studio, right-click on the

system database and choose Backup and Recovery -
Backup Up System Database...

Specify your backup settings and start the backup

© 2014 SAP SE or an SAP affiliate company. All rights reserved.

Eile Edit Mavigate Project Window Help

O AR TR S ERCE A Quick Access i | &5 Resource % Administration Console | =/ SAP HANA Develc

%5 Systems BB fi~r2EBE28% ¥ = O
- & dev
4 = prod

4 = MDC

|G SYSTEMDB@MO1 (HOSTERADMIN) [~ o . L
Configuration and Maonitoring

13
> (G TN1@MO1 (TENANTADMIN) [Prody| o .
- - | @ Lifecycle Management 4
» [[B TN1@MO1 (USERADMIN) [Productid
_ - ) Backup and Recovery 4 Open Backup Console
> [6s TN2@MOL (SYSTEM) [Production Sy, .
<DB Security 4 Back Up System Database...
Back Up Tenant Database...
- = test I Backup of SYSTEMDB@MO1 >

Recover System Database...

Specify Backup Settings Recover Tenant Database...

Specify the information required for the data backup Delete T
Estimated backup size: 1,00 GB.

@ This is a production system. Manipulate data on this system with caution.

o
Backup Type Complete Data Backup -
Jt+Enter

Destination Type |File -

Backup Destination

The default destination is used unless you specify a different destination. If you
specify a new destination, ensure that the directory already exists. For improved
data safety, we recommend that you specify an external backup destination.
Backup Destination /usr/sap/M01/HDB01/backup/data/SYSTEMDB

Backup Prefix INITIAL_DATA_BACKUP

I Note that customer-specific changes to the SAP HANA database
configuration are not saved as part of the data backup.
More Information: SAP HANA Administration Guide

Public




Backing up a Tenant Database

Important — regularly backup the tenant databases 6 5w o e Coreole e e s

Eile Edit Mavigate Project Window Help

A AR AR S SRER AEr 2 Quick Access & | [t Resource (¥ Administration Console | =/ SAP HANA

The tenant databases contain the organization’s data. ——
. . fa Systems & (=g v @ s v = O
They have their own index servers. |

4 = prod
4 = MDC

Note: Depending on the system configuration, it may B SYSTEMDBOO (HOSTERAOMIN | gommesraton snd oo

3
|5 TN1@MOL (TENANTADMIN) [Prodls & Lifecycle Management r
»
»

also be possible to initiate a data backup directly from a S TNLOMOL USERADMIN Prosucid e meene o

- [ES TN2@MO1 (SYSTEM) [Production Sy
tenant database E Backup of Tenant Database in MO

Specify tenant database

Open Backup Console
Back Up System Database...
Back Up Tenant Database...

Specify Backup Settings

Creating a data backup of a tenant database e

V| TN1 @ This is a production system. Manipulate data on this system with caution. i

Prerequisites: User in the system database with DATABASE ™e
ADMIN system privilege

i |
Backup Type Complete Data Backup -

Destination Type |File -

Backup Destination

The default destination is used unless you specify a different destination. If you
specify a new destination, ensure that the directory already exists. For improved

In the Systems view in SAP HANA studio, right-click on the
System database and Choose Bac ku p and Recovery 9 data safety, we recommend that you specify an external backup destination.
Backup Up Tenant Database... e s e

Select the tenant database to be baCked up i Note_that_customer-specific changes to the SAP HANA database
Specify your backup settings and start the backup

More Information: SAP HANA Administration Guide

."?) | < Back H MNext > ] Finish Cancel

© 2014 SAP SE or an SAP affiliate company. All rights reserved. Public




Viewing Backup Information

Backup information is contained in the backup

& Backup SYSTEMDB@M40 (MAINADMIN) [Production System] & =
Catal 0o g <) Backup SYSTEMDB@M40 (MAINADMIN) [Production System] Last Updatens1:56 & | 1|
Overview | Configuration | Backup Catalog
Backup Catalog Backup Details
: : : : : = ID: 1412847640314
Viewing information for all databases Dotabese: (GSTEMDS | showLog Backups |
g Stat... S‘til Size Backup Ty.. Destinati.. * Sg:::p Type: Eﬁ:;jiw
ol . i i g 09N D2KB Log Back.. File I )
Prerequisites: User in the system database with DATABASE LI o et e
. - . . : . arted. AU alk urope/oeriin
ADMIN privilege; tenant database running FR T e P s s Finishect 09102014 11:40:56 (EuropeyBeri)
. Duration: 00h 00m 1é6s
: : : = 09.10.2014132.. 00h00m.. 404KB LogBack. Fil
In the Systems view in SAP HANA studio, expand the n loamoiis | omoon |45 |tos meer |Fuc size 47434 V8
_~li ®  09102014130. 00h00m.. 355KB LogBack. File Throughput: 29,65 ME/s
SyStem database and dOUbIe CIICk on BaCkup 5] 09102014 130.. 00h0Om.. 4,88MB LogBack. File System I
= 09.10.2014125.. 00h00m.. 306KB LogBack. File Comment
Open the Backup Catalog tab and select the database for ® 09102014125, 00NOOm. 596ME LogBack. Fil
H H H H a] 09.10.2014 12:3..  00h00Om.. 257KB LogBack. File Additional Information:  <gk>
which you want to view the information ®  09102014123. 00h0Om. 490MB logBack. File
=] 09.10.201412:2.. 00h0Om.. 208KB LogBack. File Location: Jusr/sap/M40/HDB40/backup/data/SYSTEML
= 09.10.2014122.. 00h00m.. 492MB LogBack. File
. . . . = 09102014120..  00N0OM.. 159KE LogBack. File e Service e Pp— P—
VI eWIng |nf0rmat|0n for a ten ant datab ase = D OLResOSN| 001 00m . | 489 MB | Log Back.. | File 6 nameserver 474,33 .. INITIAL_DA.. volume
=] 0910.201411:5..  00h00m.. 1,11KB LogBack. File
Hp . . . = 00.10.2014 11:5..  00h00m.. 600MB Log Back.. File ° nameserver | 3A0KE | INITTAL DA. | topology
Prerequisites: User in the tenant database with BACKUP o sttt | onoom - | 631k loomkc (e |1

ADMIN and CATALOG READ privileges

In the Systems view in SAP HANA studio, expand the tenant
database and double-click on Backup

Open the Backup Catalog tab

© 2014 SAP SE or an SAP affiliate company. All rights reserved. Public



Backup Management

You can delete obsolete backups

& Backup SYSTEMDB@M40 (MAINADMIN) [Production System] &2 = 8

<> Backup SYSTEMDB@M40 (MAINADMIN) [Production System] Last Update:08:2408 < | ]|

Overview | Configuration | Backup Catalog

Del etl n g O | d b aC k u p S Backup Catalog Backup Details
Prerequisites: User in the system database with DATABASE . s B Bl v Log bk '

o Status: Successful

. Started | Duration Size Backup Ty.. Destinati...

/i 10102014 082.. 00h0Om.. 4197.. LogBack. File Backup Type: Data Backup
ADMIN SyStem privi | €ge 10102014082 00h00m .. 47437.. DataBack. File 5| DestinationType Flle ,
. . . 10.10.2014 08:2. Delete Data Backup... file Started: 10.10.2014 08:23:35 (Europe/Berlin)
In the SyStemS view in SAP HANA StUd|O, expand the 10.10.2014 08:2... Delete Older Backups.. |File FDi”if"fd: 355302011‘608:23351 (Burope/Berlin)
: 10.10.2014 08:0.., : File uration: m 108
SySte m d atabase an d d ou b I e'CI IC k on BaCkU p 10102014 08:0.. -vom ucu?:ngurfgf?v!i rog-oace—File Size: 474371 MB
10102014 07:5..  00h00m.. 40,36.. LogBack.. File Throughput: 29,65 M8/s
Open the Backup Catalog tab and select the database for 10102014075 00R00m.. SSOMB Log Back.. fFil System I
10102014 073..  00h0Om.. 39,87.. LogBack. File Comment:

which you want to delete backups

From the context menu, choose which backups you want to
delete

Choose whether the backups should only be deleted from
the backup catalog, or both from the catalog and from the
file system/3 party backup tool

10.10.2014 07:3..  00h00Om.. 483MB LogBack. File
10.10.2014 07:2..  00h 0Om.. 39 =

< Backup SYSTEMDB@MA40 (SYSTEM) [Production System]
10.10.2014 07:2..  00h 00m .. 4,9
10.10.2014 07:0..  00h 0Om .. 38 Overview Configuration |Backup Catalog STEML
10.10.2014 07:0..  00h 0Om .. 4.8
10.10.2014 06:5..  00h 0Om.. 38
10.10.2014 06:5..  00h 00m ... 5.3t ( Database: |TN1 v |[¥] Show Log Backups
10102014 06:3..  00h 0Om.. 37
10102014 06:3..  00h 00m .. 4.8

Backup Catalog

I 0oD0DoDoDoDDDoDEDoeEoDomEEDEeEoEDEw
&
=

. Started Duration Size Backup Ty.. Destinati.. *
10102014 08:2.. 00h0Om.. 4196.. Log Back. File
10102014 08:2..  00h 0Om.. 202,20.. Data Back.. File
10102014 08:2.. 00h0Om.. 41,35.. LogBack. File

m

ARANOLR g~ 0 Dken. 202 20— Data Rack oy Kl 8 puume
10.10.2014 08:2... L2 Daim BEdfE File
10.10.2014 08:2... Delete Older Backups... | File
10.10.2014 08:0... Configure Table... . File

10.10.2014 08:0.. = 00h 00m .. 40,00.. Log Back.... File
10.10.2014 07:5..  00h0Om.. 3977.. LogBack. File

DD DD ODODODDDY
[+1]
+

© 2014 SAP SE or an SAP affiliate company. All rights reserved. Public




Recovering the System Database

The system database can be recovered should rare
circumstances warrant it

Recovering the system database

E SAP HANA Administration Console - SAP HAMA Studio

File Edit Navigate Project Window Help

o * 'o o ow -

- ] -

%a Systems 2 =
B-l@i-2868%
» = dev
4 = prod
4 = MDC

5 SYSTEMDB@MO01 (HOSTERADMIM

Quick Access

B | [{5 Resource [ﬁ Administration Console ]Ef SAP HANA Dey

Prerequisites: <sid>adm OS user credentials (& TN1@MOL (TENANTADMIN) [prq _ Configuration and Monitoring '
. . . . . . [E5 TN1@MO1 (USERADMIN) [Produt < Lifecycle Management 4
In the SyStemS view in SAP HANA StUd|0, r|ght'C||Ck on the . [ TN2@MO1 (SYSTEM) [Production|  Backupand F?ecovew | : CBﬁpeanB;cS:ruF Cogscileb
J& Recovery of SYSTEMDB@MO1 o |[=FF s ac stem Database...
system database and choose Backup and Recovery - W spetty recovery 300 Back Up Tenant Database..
Recover System Database...
Recover SyStem Database selecta recavery type per- RecoverTﬁnant Database...
is i duction system. Manipulate data on this system with caution. Lest [
Enter the <sid>adm credentials. The whole system will be T e
shut down, including all tenant databases. e A.m:
Specify your recovery type and further recovery settings and -
start the recovery. The system database will be recovered
and restarted.
Restart the tenant databases. The tenant databases’
content is not affected by the system database recovery.

Public

© 2014 SAP SE or an SAP affiliate company. All rights reserved.




Recovering a Tenant Database

The system database can be recovered if necessary . s
;ﬁ‘ v_ : Naw?ate vErojeit’@w:dclw ﬂilp Quick Access E—j‘quesource [W Administration ConsolelEfSAP HANA De
Recovery of tenant databases can only be initiated from s =
Brl@i-od8es <
the system database. The system database and other -
tenant databases are not affected. Recovery to last J8 Recovery of Tenant Database in MoL SRR e (=
backup and point-in-time recovery are supported. Specify tenant database
Recovering a tenant database type filter text
.. . . TN1
Prerequisites: User in the system database with DATABASE e

ADMIN system privilege

In the Systems view in SAP HANA studio, right-click on the
system database and choose Backup and Recovery -
Recover Tenant Database...

Select the tenant database to be recovered

Specify your recovery type and further recovery settings and
start the recovery.

© 2014 SAP SE or an SAP affiliate company. All rights reserved. Public




Detalls

Migrating a single database to a multitenant database



Migration to a Tenant Database

Preparation

SAP HANA version providing the MDC
features (>=SPS09).

Remove or migrate the statistics server
according to documentation

Shutdown the system: HDB stop

Conversion

command: hdbnsutil —convertToMultiDB results in:

Setting the "multidb mode" flag in configurations

Creating the System DB

Converting the original single DB to a tenant DB with name <SID>
Updates the Secure Store

With initial HDB start , only the SystemDB will start up.

Connect to the SystemDB
either with hdbsgl -d SystemDB (recommended)
or via SQL Port 3xx13

Start the new tenant database:
ALTER SYSTEM START DATABASE <SID>

Traces and configurations for any tenant DB are now stored in a
respective subfolder DB_<dbname>.

Public
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Detalls

Connecting to tenant databases



Connecting to Tenant Databases

A client (i.e. application) can connect to a tenant database by directly specifying its SQL port number

A client can also connect to a tenant DB by using the specific tenant database name

Login redirection

In a MDC system, tenant databases are isolated

SYSTEMDB carries the hosts information for all tenant databases

Login redirection process:
Client sends message to SYSTEMDB during login; looks for the host:port for the specified tenant database
Receive response message from SYSTEMDB; client disconnects from SYSTEMDB & reconnects to the redirected
database
'DATABASENAME' keyword has been introduced for this purpose

Public
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http://hostport/

Connecting to Tenant Databases — Port Coverage

Single DB system: port 3xx15 connects to the master index server SQL port, where 'xx' is the instance number
Example how port coverage may appear in an MDC system:

Port 3xx13 connects to the SYSTEMDB SQL port

Port 3xx40 connects to the 1st tenant database TrexNet port
Port 3xx41 connects to the 1st tenant database SQL port
Port 3xx42 connects to the 1st tenant database HTTP port

Port 3xx43 connects to the 2nd tenant database TrexNet port
Port 3xx44 connects to the 2nd tenant database SQL port
Port 3xx45 connects to the 2nd tenant database HTTP port

When a Single DB is converted to an MDC system: port 3xx15 is kept for the converted tenant DB
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Create Tenant Databases

Examples:

Create a database DBO with SYSTEM user password Manager1.:

CREATE DATABASE DB0O SYSTEM USER PASSWORD Managerl

Create a database DBO with SYSTEM user password Managerl
on host A, and an additional worker indexserver on host B:

CREATE DATABASE DBO AT LOCATION 'A' ADD 'indexserver' AT 'B' SYSTEM USER PASSWORD Managerl
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Start and Stop Tenant Databases; Drop Tenant DBs

Examples:

Start/Stop Tenant Database
ALTER SYSTEM START DATABASE <name>

ALTER SYSTEM STOP DATABASE <name>

Drop a Tenant Database:

DROP DATABASE <DATABASE_NAME>
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Setting Parameters

Certain parameters can be defined per tenant database
System DB admin can prohibit some parameters from being changed by local users of a tenant DB

This parameter blacklist is maintained in the new configuration file multidb.ini

#

configuration blacklist

.short_desc

Read-only blacklist for configuration parameters in a TenantDB

.full_desc

This blacklist ensures that TenantDB users are not allowed to change certain parameters.

The parameters will be read-only for any (or the explicitely specified) inifile in DATABASE layer.
Note: The configuration via SystemDB is still allowed. Only TenantDB configuration is blocked.
Simple Format: <section to be blocked> = <list of keys to be blocked>

Complex Format: <ini file name>/<section to be blocked> = <list of keys to be blocked:>

Patterns: * matches anything.

.change online

ETRE T T T

+*

[readonly_parameters]

multidb.ini/readonly_parameters = *

memorymanager = allocationlimit,minallocationlimit,global allocation_limit,async_free_threshold,async_free target
execution = max_concurrency

session = maximum_connections,maximum_external_connections

sql = sgl_executors
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Resource Management - Memory

Parameter memorymanager.allocationlimit — in file indexserver.ini of each tenant DB

This parameter limits the maximum amount of memory that can be allocated to all processes of a given tenant DB
The current allocation limit can be viewed by selecting ALLOCATION_LIMIT from M_SERVICE_MEMORY
Example (From within the SYSTEMDB):.

ALTER SYSTEM ALTER CONFIGURATION (‘'indexserver.ini', 'DATABASE', 'MYDB') SET (‘'memorymanager,
‘allocationlimit’) = '8192' WITH RECONFIGURE

Note: Stop and start is not required if WITH RECONFIGURE'’ is included
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Resource Management — Influencing CPU Cores Utilization

Parameter execution.max_concurrency - in file indexserver.ini of each tenant DB

Directly influences the maximum number of CPU cores that can be utilized per tenant DB

Limits the number of concurrently running threads used by the SAP HANA job executer

View the current runtime value: select ' MAX_CONCURRENCY" from the 'M_JOBEXECUTORS' view
Example (From within the SYSTEMDB):

ALTER SYSTEM ALTER CONFIGURATION ('indexserver.ini', ' DATABASE', 'MYDB') SET (‘execution’,
'max_concurrency') = '4' WITH RECONFIGURE

Note: Stop and start is not required if ‘'WITH RECONFIGURE’ is included
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Encryption

Secure Sockets Layer (SSL) and Transport Layer Security (TLS):
Can be configured separately for the external and internal communication channels of individual tenant DBs
Separate key store and trust stores must be available and configured for each tenant DB

Data volume encryption:
Can be enabled individually for each tenant database
Each tenant DB has its own root encryption keys
— stored securely in the secure storage on the file system (SSFS)

For more information, see SAP Security Guide and ‘Data Volume Encryption in Multitenant Database Containers’
in the SAP HANA Administration Guide.
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Cross-Tenant Database Access

There are use cases where gueries should run across tenant databases.

Database objects such as tables and views can be local to one tenant DB, but be read by users from
other databases in the same system

Example:

SELECT * FROM schemal.tablel AS tabl, db2.schemaZ2.table2 as tab2
WHERE tab2.column2 = ‘excelsior’
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Cross-Tenant Database Access - Accessing remote objects

SELECT statements can reference the following objects on a remote database:

Schemas
Tables (row and column)
Views (row and column)

The following local objects can access remote database objects:

SQL views
Calculations views
Procedures
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Cross-Tenant Database Access — Unsupported Functionality — 1-

These objects cannot reference remote tenant database objects (in other tenant DBSs):

Hierarchy views
Analytic views
Attribute views
Synonyms

Attribute views and analytic views need to be converted to calculation views in order to
use remote tenant database objects
Cross-database DDL statements are not supported

DML statements other than SELECT are not supported
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Cross-Tenant Database Access - Unsupported Functionality — 2-

These remote tenant database objects cannot be accessed in a SELECT query:
Virtual tables
Sequences
Synonyms
Monitoring views
Triggers
Indexes
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Cross-Tenant Database Access - Setup

By default cross database access between tenants is inactive. To be able to run queries spanning multiple tenant
databases the global cross database access switch has to be turned on. And a whitelist of databases that are
allowed to communicate with each other has to be set up.

Turn on cross-tenant database communication (run this from SYSTEM database only)

ALTER SYSTEM ALTER CONFIGURATION
(‘global.ini’, 'SYSTEM') SET (‘cross_database access', '‘enabled’) = 'true' WITH RECONFIGURE

Whitelisting a cross-tenant database communication channel (from SYSTEM database only)

ALTER SYSTEM ALTER CONFIGURATION
(‘global.ini’, 'SYSTEM') SET (‘cross_database access', 'targets_for DB1') = 'DB2' WITH RECONFIGURE

Attention: Communication channels are uni-directional by default (i.e. “one way street”). They can be made bi-
directional by explicitly defining the configuration in reverse.
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Cross-Tenant Database Access - Authorization

For the purpose of cross database query execution, a user mapping is needed in the remote tenant
database

Example use case:

Use Two tenant databases DB1 and DB2. USER2 on DB2 owns table SCHEMAZ2.TABLE2. USER1 on DB1
should have access to TABLEZ2 in DB2.

Within DB2, a user administrator has to add a remote identity. This will be used the purpose of cross-tenant
database query execution for USER1 from database DB1.:

On DB2:

ALTER USER USER2 ADD REMOTE IDENTITY USER1 AT DATABASE DB1

© 2014 SAP SE or an SAP affiliate company. All rights reserved. Public



Detalls

Monitoring multitenant database container system

Sizing



System Monitoring - Views

Every tenant database has its own SYS and _SYS_STATISTICS schema containing information about
that database only. For system-level monitoring, additional views are available in the system database:

M_DATABASES
Belongs to the SYS schema of the system database
Overview of all tenant databases in the system
Restricted to users with the system priviliege DATABASE ADMIN

SYS DATABASES schema
Taken from a sub-set of the views available in the SYS schema
Views in SYS DATABASES schema provide aggregated information about all tenant databases in the system
In these union views, identify each tenant database using the column DATABASE NAME
System views in the SYS_DATABASES schema - accessible only from the system database
Access requires object privilege SELECT on the SYS_DATABASES schema
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Sizing SAP multitenant database containers

As MDC is initially introduced with SAP HANA SPSO09, a pragmatic approach for sizing MDC systems is advised

Additive sizing: Perform a sizing estimation for each tenant database, as if it were a single database. Next, add
the individual sizing estimates together and avoid underestimating.

MCOD white lists the restrictions of notes 1661202 (white list of applications / scenarios) and 1826100 (white
list relevant when running SAP Business Suite on SAP HANA) have a different meaning when MDC is utilized:

These white lists refer to the applications and scenarios that are supported to run together on the same tenant DB

Implementation considerations: as MDC is new technology, a conservative approach to implementing MDC
may be advisable:

customers may consider following the general approach of the whitelist at first (i.e. when determining which applications to
deploy on the same SAP HANA production hardware)

A phased implementation approach could be beneficial: deploy a few applications on the same hardware in different
tenants, and monitor/analyze resource utilization and performance; allow observations to guide next steps
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Summary

SAP HANA multitenant database containers

A new option for the SAP HANA platform
Reduces TCO
Enables tenant operation on database level
Offers integrated administration, monitoring
Offers powerful resource management
Offers strong isolation
Offers optimized cross-database operation within the system
Supports flexible landscape management
Supports cloud scenarios
Supports on-premise scenarios
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How to find SAP HANA documentation on this topic?

* In addition to this learning material, you can find SAP HANA «  Documentation sets for SAP HANA options can be found at
platform documentation on SAP Help Portal knowledge center at http://help.sap.com/hana_options:
http://help.sap.com/hana_platform.

« The knowledge centers are structured according to the product SAP HANA Options

lifecycle: installation, security, administration, development: _
* SAP HANA Advanced Data Processing

SAP HANA Platform SPS *  SAP HANA Dynamic Tiering

e What's New — Release Notes *  SAP HANA Enterprise Information Management

e Installation e SAP HANA Predictive ,
SAP HANA Options

o Administration FIEIErIr——me - «  SAP HANA Real-Time Replication ,

SAP Business Suite > Technology > Application Lifecycle Mgmt >  Mobile

L4 Development Help Portal SAP for Industries > Analytics > SAPBest Practices > Database Z [ SAP HANA Smart Data Stream | ng

A SAP Business One

[ ] R efe re n CeS # ) SAPIn-Memory Compuing ) SAPHANA ) SAP HANA Platiorm SPS 08 o SAP HANA S pati al
SAP In-Memory Computing SAP HANA P|atform

Support Package Stack 08 (Last Update: August 21, 2014, Revision 82)

> Cloud > Additional Information

SAP HANA

SAP HANA Platiorm

SAP HANA Cloud Platform

SAP HANA One

Innovations for SAP Business Suite

Innovations for SAP NetWeaver

Innovations for On-Demand Solutions
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http://help.sap.com/hana_options

Thank you

Contact information

Joerg Hoffmeister
SAP HANA Product Management
AskSAPHANA@sap.com
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