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1 Management Summary

1.1 Overview of Current Methodology

This document provides information about the implementation methodology during the setup, operations and optimization phase. 
1.2 Run SAP Implementation Methodologies

IT system landscapes get more complex with every new integrated system component. This results in an increase of mission critical support regarding the operation of a system landscape. The total cost of operation is getting more attention in the companies during the last years. Therefore SAP has embraced experiences from thousands of customers regarding IT Operations and created:

· SAP Standards for End-to-End Solution Operations that contains customers’ mission-critical operations landscapes to reduce the risk of failure and to increase the skill base. 
· Run SAP, a robust operational methodology that underpins these standards and complements SAP’s implementation methodology ASAP (Accelerated Enterprise Support, a support offering that enables SAP Standards for End-to-End Solution Operations at lower total cost and across mission-critical support systems.

· SAP Enterprise Support, a support offering that enables SAP Standards for End-to-End Solution Operations at lower total cost and across mission-critical support systems (Accelerated SAP Standard for System Administration).
2 System Administration Implementation Goals

System Administration describes how all SAP technology must be administered to run a customer solution efficiently. Administration tasks are mainly executed locally, but can be accessed and triggered from a central administration system. This allows a unified access to all SAP technologies. System Administration is owned and executed by SAP technical operations. Possible results are smoother business execution and optimized total cost of operations.

The typical tasks of system administration include starting and stopping systems, applying changes to technical configuration, performing imports, and/or applying patches and Support Packages based on the change control workflow, creating or changing users based on a compliance workflow, performing system copies and installing systems, running system diagnostics, managing jobs, and performing backups and recovery.

2.1 Goal of the Design Phase

The aim of the design phase is to verify the Scope of System Administration tasks for the constituted solution. Apart of this clear roles, responsibilities and auto reaction tasks needs to be defined.

2.2 Goal of the Setup Phase

The aim of the setup phase is to verify the Scope of System Administration tasks for the constituted solution. Apart of this clear roles, responsibilities and auto reaction tasks needs to be defined.

2.3 Goal of the Operation & Optimization Phase

The aim of the setup phase is to verify the Scope of System Administration tasks for the constituted solution. Apart of this clear roles, responsibilities and auto reaction tasks needs to be defined.

3 Steps for System Administration Implementation

3.1 System Landscape

To ensure that all basic parts are covered in the System Administration Business Blueprint, it is important to have profound information about your System Landscape. Besides the System Landscape documentation in form of a System Landscape picture it is advised to have the relevant information in the structure below:

Table 1: Overview about SAP System Landscape

	SID
	SAP-
Application-
components
	Product-
release
	Installations-
number
	Instance
	System-
description
	SLA Topic

	C11
	SAP NW
	7.1
	0123451111
	Hostc11_C11_00
	Development System
	5x12 h

	
	
	
	
	
	
	


3.2
Roles and Responsibilities

It is important to define a structure of named responsible for the different components to ensure fast reaction in case of incidents, issues or modifications. In major components it is recommended to name one more or backup responsible to ensure the availability also in case of illness or vacation.
3.2 System Administration Topics

The system administration activities are separated in regular tasks and in tasks on demand. 

The regular tasks have been done in a periodic chain e.g. hourly, daily, weekly or monthly. Examples for periodic tasks are monitoring relevant action items and backup procedures. The tasks on demand have to be fulfilled as soon as they occur. The problem solving is one of the unplanned System Administration related tasks.

All tasks (periodic and/or on demand) are listed in the chapter 5 Appendix, whereby the periodic tasks can be used for scheduling and executing by the Tools for System Administration listed in chapter 3.4 System Administration Tools.

Hereby it is suggested to examine the System Administration tasks during the process chain of the Run SAP System Administration Standard (Setup, Design and Operation & Optimization).

3.3 System Administration Tools

In the table below the System Administration tools for a methodical technical operations management are mentioned:

Table 2: Overview about System Administration Tools

	Tools for System Administration

	SAP Solution Manager (Work Center System Administration)

	DBA Cockpit

	SAP Printer Assistant for Landscape (PAL)

	SAP NetWeaver Administrator

	SAP Management Console (SAP MC)

	Visual Administrator

	Configuration Tool

	System Administration related transactions

	Backup Tool


The SAP Solution Manager (Work Center System Administration) focuses on daily, recurring general administrative tasks. It contains Task Management, User Management and Administration Tools. A consolidated Task Inbox that represents a one-stop shop for tasks created in applications throughout Solution Manager, for example in the areas of:

· CSA – Central System Administration
· Job (Scheduling) Management

· Downtime Management

· Issue and Top Issue Management 

· In addition it is possible to create Ad Hoc Tasks directly within the Task Management tool without having to go the detour through another Solution Manager application.
Concerning system administration the Solution Manager helps:

 To plan and execute periodic tasks, which can not be started either unattended nor automatically by the SAP system or the SAP Solution Manager because special prerequisites and starting conditions for the task execution are necessary, e.g. the Reorg of the SAP Database. 

To ensure, that the tasks are executed in time and started concerning the authorization derived by the access privilege to the systems. Tasks can be forwarded or delegated to other Administrators. In case of time overdue a notification (email, alert) is generated.

To manage the downtime management starting from defining and approving the downtime to initialize the downtime slot (disable the monitoring of the maintained systems)

Mostly the System Administration Tools provide standard configuration recommendations either in form of product manual description or some times also with their standard configuration & implementation (e.g. the scheduling of the SAP standard jobs. Depending of the SAP Landscape and the usage of the System Administration Tools you should define which System Administration Tool has to perform the corresponding periodic tasks. E.g. if a central backup tool is available, all backup tasks for the IT landscape should be defined and executed there, but the monitoring of the backup status (unsuccessful or missing backup) should be visible in the overall monitoring tool, the SAP Solution Manager.

4 Table Index

5Table 1: Overview about SAP System Landscape


6Table 2: Overview about System Administration Tools



5 Appendix

5.1 General Administration Tasks

5.1.1 Starting and Stopping AS ABAP and AS Java

	Description
	Task / Process Flow

	Starting and Stopping SAP NetWeaver ABAP Under Microsoft Windows
	

	Starting SAP NetWeaver ABAP Under Microsoft Windows
	· Start the Microsoft Management Console (MMC) that contains the SAP snap-in.

· Select the system ID of your system and open the context menu by right-clicking.

· Choose Start.
The database, all ABAP instances, and all additional processes of your system are started. If all instance icons appear green, the start was successful.
In the case of an add-in installation (ABAP + Java), the Java instances are automatically started together with the corresponding ABAP instances.

	Stopping SAP NetWeaver ABAP Under Microsoft Windows
	· Start the Microsoft Management Console (MMC) that contains the SAP snap-in.

· Select the system ID of your system and open the context menu by right-clicking.
· Choose Stop.
In the case of an add-in installation, the Java instances are automatically stopped together with the corresponding ABAP instances. If all instance icons appear gray, the stop was successful.

	Starting and Stopping SAP NetWeaver Java Under Microsoft Windows
	

	Starting SAP NetWeaver Java Under Microsoft Windows
	· Start the Microsoft Management Console (MMC) that contains the SAP snap-in.

· Select the system ID of your system and open the context menu by right-clicking.

· Choose Start.

· The database, all Java instances, and all additional processes of your system are started. If all instance icons appear green, the start was successful.-

	Stopping SAP NetWeaver Java Under Microsoft Windows
	· Start the Microsoft Management Console (MMC) that contains the SAP snap-in.

· Select the system ID of your system and open the context menu by right-clicking.

· Choose Stop.
If all instance icons appear gray, the stop was successful.

	Starting and Stopping SAP NetWeaver ABAP Under UNIX
	

	Starting SAP NetWeaver ABAP Under UNIX
	· Log on to the host of your central system as the SAP administrator <sid>adm.

· Enter startsap ALL to start SAP NetWeaver ABAP.
The database, the ABAP instances, and all other processes for your system are started on this host. 
In the case of an add-in installation (ABAP + Java), the Java instances are automatically started together with the corresponding ABAP instances.

	Stopping SAP NetWeaver ABAP Under UNIX
	· Log on to the host of your central system as the SAP administrator <sid>adm.

· Enter stopsap R3 to stop SAP NetWeaver ABAP.
In the case of an add-in installation (ABAP + Java), the Java instances are automatically stopped together with the corresponding ABAP instances.

	Starting and Stopping SAP NetWeaver Java Under UNIX
	

	Starting SAP NetWeaver Java Under UNIX
	· Log on to the host of your central system as the SAP administrator <Sid>adm.

· Enter startsap ALL to start SAP NetWeaver Java.
The database, all Java instances, and all other processes for your system are started on this host. 

	Stopping SAP NetWeaver Java Under UNIX
	· Log on to the host of your central system as the SAP administrator <Sid>adm.

· Enter stopsap J2EE to stop SAP NetWeaver Java.

	Restarting the Java Stack of an SAP NetWeaver Add-In Installation
	

	Restarting the Java Stack of an SAP NetWeaver Add-In Installation
	· Log on to the ABAP stack of SAP NetWeaver.

· Open the list of SAP servers by calling transaction SM51.

· Double-click the instance for which you want to restart the Java stack.
You are now connected to the selected instance.

· Start the ICM Monitor (transaction SMICM) by entering /nSMICM in the command field.

· In transaction SMICM, choose Administration ® J2EE Server ® Send Soft Shutdown ® With Restart.

· The corresponding SAP NetWeaver Java stack for your instance is stopped and restarted.


5.1.2 SAP Licenses 

	Description
	Task / Process Flow

	SAP License Keys
	

	SAP License Procedure
	· When you install your SAP System a temporary license is automatically installed that allows you to operate the system for four weeks (as of the date of installation). Before the temporary license expires, you must apply for a permanent license key from SAP. We recommend that you do so as soon as possible after you install your system (or transfer the message server to a different host). See Applying for an SAP License.

· When you receive the license key from SAP, you can install and manage the license using transaction SLICENSE (see License Administration with Transaction SLICENSE).
Information about requesting the license key from SAP is available on the SAP Service Marketplace at http://service.sap.com/licensekey and in SAP Note 94998.

	Licensing the J2EE Engine
	· In the Visual Administrator choose Server 0  -> Services -> Licensing Adapter. The system data that you need to request the license from the SAP Service Marketplace appears. 
- Installation number (if it exists)
- System ID,
- System number (if it exists)
- Hardware key
- Current release

· Under the Internet address service.sap.com ® mySAP Business Suite, you can get to the initial page of the license key requests in SAP Service Marketplace. Here you will find all the information you need to request license keys.

· Enter your e-mail address in the request. The license key will be sent to you promptly by e-mail. Alternatively, you can also download the license key from the SAP Service Marketplace.

· In the Licensing Adapter in the Visual Administrator choose Install License from File.

· Select the license file that you want from SAP.

	SAP System Measurement
	

	SAP System Measurement
	This document is based on the revised and extended functions of the measurement program of SAP NetWeaver ‚04. Individual functions are also available for lower releases through Support Packages (see SAP Note 428479)
· Start the measurement program (transaction USMM) by choosing Administration ® Administration ® System Measurement.

· The System Data tab page contains information on the system's unique ID for your information.
As of release 4.0B, a system is automatically identified as productive, as soon as one client is identified as productive. You can change this setting only using the role of the client in the client administration.

· Specify the clients to be measured. To do this, mark all measurement-relevant clients on the Clients tab page as included.
By default, the clients 000 and 066 are excluded. You can also exclude the following clients from the measurement, by removing the Included indicator:
- Test clients in a production system
- Clients that have been copied for test purposes
· Activate at least one price list that is valid for your contract by setting the Active indicator on the Price Lists tab page.
When you do this, the user types that belong to the relevant price list are displayed on the User Types tab page.
The following price lists are available for the SAP Web Application Server:
- SAP Software Component Price List (SW Component Price List)
- mySAP.com Solution Suite Price List (mySAP.com Solution Suite)
-  mySAP.com Individual Solutions Price List (mySAP.com Solutions)
For SAP R/3 4.6C, the following price lists are available:
- SAP Software Component Price List (SW Component Price List)
- mySAP.com price list
For releases below SAP R/3 4.6B, the user types from the various SAP price lists, especially those from the mySAP.com price list, are available through Support Packages (see SAP Note 428479).

· On the User Types tab page, set the Active indicator for the relevant user types. To keep the list of user types as short as possible, deactivate the special module and IS user types, if you do not have any contractually defined special module users.
The active indicator controls the display of the selected users in the user classification and the input help of user maintenance.
· If you do not want to proceed with consolidation of the measurement results with the License Administration Workbench, but rather want to transfer them immediately, specify the address of the measurement recipient on the Addresses tab page.

· Classify the users.
To be able to measure all users of your SAP installation clearly and exactly, you must classify your users in accordance with the current use and the underlying price list before every system measurement. If your contract changes, you must reclassify the users that have already been classified in accordance with the user types in the new license. 
For security reasons, you can generally only change the user type in the client to which you are logged on.
You have the following options for user classification:
- Classify the users individually.
- Use a reference user.
- Classify the users by group.
- Perform a Mass Change of the User Types.
- Use the user lists from the system measurement.
- Migrate Price Lists.
For information about the user types, see Definition and Availability of the User Types.

· Start the measurement in the measurement program (transaction USMM) by choosing System Measurement. By choosing this, you automatically also start plausibility checks. 
Note the information about the evaluation rules and the measurement results.

· Check the results using the measurement statistics. To do this, choose the Measurement Statistics option. If there are discrepancies, you must repeat the steps as of the user classification (step 7).
The measurement statistics contain more data than the measurement log, so that you can more easily investigate discrepancies.

· Check the user classification with the List Classification Help function (see Checking User Classification).

· To format the finally determined measured data into a print format, choose the Create Log option on the initial screen of the system measurement.
The measurement log contains mainly the same data as the measurement statistics, however it is anonymous here, and combined system-wide:
- Header with date and address data
- System-specific data
- Measurement-relevant information and results
- Results of the background checks
- Measurement results of the excluded clients

· Specify the externally defined users that communicate with external software products that bundle, temporarily store, or summarize the communication activities and then forward them to the SAP installation. Use, for example, the comments function of the License Administration Workbench (LAW) to do this.

· This is the last point at which you can use the Comments function to enter additional information about the measurement results (by entry or file upload) that you want to send to SAP.

· Transfer the measurement results to SAP:
- If you are only using one SAP installation, transfer the measurement results directly to SAP (see Transferring Measurement Results).
- If you are using multiple SAP installations, first consolidate the measurement results in the License Administration Workbench. Then send the consolidated result to SAP.

· Check the transfer status.

	License Administration Workbench (LAW)
	

	License Administration Workbench (LAW)
	· Start report RSLAW_PLUGIN by choosing System Measurement ®Export to LAW File or start the corresponding report that you have created (using transaction SA38).

· To transfer the data by Remote Function Call (RFC), you must first maintain the RFC destination of the LAW central system. To do this, select Maintain RFC Destination for LAW Central System, and choose Execute.
A dialog window on which you enter the name of the RFC destination appears.

· Choose the type of the data transfer and then Execute. You have the following options:
- By download to a file
Save the measurement data to a local file, which you specify in the following dialog box.
- By E-mail to an address which
Allows you to send the measurement data to one or more e-mail addresses, if the system is connected to an e-mail server.
- By RFC to the LAW central system which
Sends the measurement data to the central system. You can choose whether you send the data by RFC or qRFC. 
- By function module 
to specify your own function module for post processing the measurement data. For more information, see the documentation in the program RSLAW_PLUGIN (I button).
- Schedule a background job for license measurement and to transfer the data to the LAW.


5.1.3 High Availability

	Description
	Task / Process Flow

	High Availability
	

	High Availability
	· You consider how much system uptime your business requires

· You consider how much system downtime your business can tolerate until there is only a minor business effect:

· You consider how much system downtime your business can tolerate until there is a major business effect (for example, loss of business)
· You consider how much system downtime your business can tolerate until it faces collapse
· You consider whether your business has periods with special availability requirements
· You consider factors concerning your installation
· You consider your internal resources
· You consider your external resources

· You consider environmental or other factors


5.1.4 Software Logistics

	Description
	Task / Process Flow

	Software Logistics
	

	Software Logistics
	(     See chapter 5.2 Administration of SAP NetWeaver Systems, Component specific description


5.1.5 Database Administration

	Description
	Task / Process Flow

	Oracle
	

	Oracle – Task on Demand
	· Instance Management (Start and Stop)

· Restore and Recovery

· Space Management

· Maintain Database Parameters
· Maintain Database Connection Information
· Database Upgrade

· Database Copy

	Oracle – Periodic Task
	· Run database system check 

· Run database backup 

· Monitor the Oracle database and check for alerts:

· Space Management Alerts

· Database Performance Alerts

· Database Backup and Restore Alerts

· Database Consistency Alerts

· Database Health Alerts

· Check the results of actions in the DBA Planning Calendar

· Run update statistics

	MS SQL Server
	

	MS SQL Server – Task on Demand
	· Database Server Management (Start and Stop)

· Database Restore

· Perform a system copy

	MS SQL Server – Periodic Task
	· Backups

· Monitor the MS SQL Server database

· Database server checks

	IBM DB2 Universal Database for Unix and Windows
	

	IBM DB2 Universal Database for Unix and Windows – Task on Demand
	· Recovering the database

· Managing Space

· Monitoring the system performance

· Configuring your database for remote monitoring

· Upgrading to a new database version

· Performing a system copy

	IBM DB2 Universal Database for Unix and Windows – Periodic Task
	· Perform a system check

· Backup and recovery

· Alert message log

· DBA Planning Calendar

· Database growth

· Database logs

	MaxDB
	

	MaxDB – Task on Demand
	· Switching the database instance to the ONLINE operational state (start)

· Restoring the Database Instance

· Restoring the damaged index

· Analyzing Slow-Running Transactions 

· Creating a Connection

· Upgrading the database instance

· Creating a system copy

· Problem Analysis

	MaxDB – Periodic Task
	· Monitor the database instance and check if there are any alerts

· Monitoring CPU usage

· Scheduling a Complete Data Backup 

· Archiving Backup Files

· Scheduling an Interactive Log Backup

· Scheduling a Database Structure Check

· Scheduling Updates of the SQL Optimizer Statistics

	IBM DB2 Universal Database for z/OS
	

	IBM DB2 Universal Database for z/OS – Task on Demand
	· Database start or stop

· Database failure with data loss

· Table space or data file management

· Table or index management

· Performance problem

· Access required to other systems, such as a BW source system

· Database version maintenance

	IBM DB2 Universal Database for z/OS – Periodic Task
	· Run database system check

· Run database backup

· Monitor the DB2 for z/OS database

· Check the results of database administration tasks in the DBA Planning Calendar

· Run update statistics

· Reorg for space-saving and defragmentation

· DB2 Backup

· DB2 Repair

· Recalculate DB2 catalog sizes

· Homogeneous System Copy with DB2 Utilities or SAP Tools

	IBM DB2 LUW (Linux, Unix, Windows)
	

	IBM DB2 LUW – Task on Demand
	· Database recovery after data loss

· Analysis of space consumption by database objects

· Inconsistencies between ABAP Dictionary and database

· Database performance analysis

· Maintain access to other systems, such as a BW source system

· New database release

· Install software fixes

· System copy required

· Password change required

	IBM DB2 Universal Database for LUW – Periodic Task
	· Run database backup

· Verify database backup

· Check disk space


5.1.6 System Copy

	Description
	Task / Process Flow

	System Copy
	

	Standard System Copy
	· Standard procedure using the tools
- R3SETUP/R3load (up to SAP Basis 4.6D) or
- SAPinst/R3load (as of SAP Web AS 6.10/ABAP stack) or
- SAPinst/Jload (as of SAP Web AS 6.40/Java stack)
(This procedure is valid for Homogeneous System Copy, Heterogeneous System Copy and Unicode Conversion (only with SAPinst/R3load))

	Database specific procedures
	· For some databases, database-specific procedures are available
(Homogeneous System Copy of SAP systems with DB2 Utilities or SAP Tools)

	DB2 Data Sharing and z/OS Parallel Sysplex
	· Distribution of DB2 z/OS data with DB2 Data Sharing

· High Availability with z/OS Parallel Sysplex


5.1.7 Administration of the Internet Communication Manager

	Description
	Task / Process Flow

	Administration of the Internet Communication Manager
	

	Administration of the Internet Communication Manager
	· Parameterization

· Administration and monitoring

· Create administration user

· Make security settings

· Using operating system signals

· Logging

· Using UNIX ports <1024

· Setting up error handling

· Error analysis and correction


5.1.8 Troubleshooting for SAP Web Application Server

	Description
	Task / Process Flow

	Troubleshooting for SAP Web Application Server
	

	Troubleshooting for SAP Web Application Server
	· Security Problem Analysis Scenarios

· Adobe Document Services Problem Analysis Scenarios

· System Landscape Directory Problem Analysis Scenarios

· Process Monitoring Infrastructure Problem Analysis Scenarios

· SAP Knowledge Warehouse Problem Analysis Scenarios

· Web AS Java
- Change Management Server Problem Analysis Scenarios
- J2EE Engine Problem Analysis Scenarios
- Web Dynpro Java (ESS Scenario) Problem Analysis Scenarios
- Mobile Web Dynpro Problem Analysis Scenarios
- Design Time Repository Problem Analysis Scenarios
- SAP Java Connector Problem Analysis Scenarios


5.1.9 Further System Administration Related Topics 

	Description
	Task / Process Flow

	Security and User Administration
	Run SAP Standard Security

	Monitoring
	Run SAP Standard System Monitoring

	Best Practice System Administration
	Run SAP Standard System Administration

	Data Archiving
	Run SAP Data Volume Management

	Adaptive Computing
	Best Practice Adaptive Computing in Run SAP Standard System Administration

	Data Archiving
	Best Practice Data Archiving in Run SAP Standard System Administration

	Backup & Recovery
	Best Practice Backup & Recovery


5.2 Administration of SAP NetWeaver Systems

5.2.1 Application Server ABAP (AS ABAP)

	Description
	Task / Process Flow

	Monitoring
	

	Monitoring
	· Monitoring Availability

· Monitoring the Monitoring Architecture

· Monitoring ABAP Error Messages

· Monitoring the ABAP Performance

· Monitoring Java Error Messages

· Monitoring the Java Performance

· Monitoring Space Management
(     -> see Run SAP Standard System Monitoring

	Management
	

	Starting and Stopping SAP Systems and Instances
	(     See chapter 5.1.1 Starting and Stopping AS ABAP and AS Java

	Tools for System Monitoring and Troubleshooting
	· Display an Overview of SAP Application Servers

· Monitoring and Administration of the SAP Message Server

· Display and Control Work Processes

· Display and Manage User Sessions

· Call Trace Facilities

· Using the SAP Gateway Monitor in the SAP System

· Monitoring RFC Resources on the Application Server

· Analyzing Errors in the System with the System Log

· Recording HTTP Requests and Evaluating the Log

	Alert Management (ALM)
	· Defining alert classifications

· Defining alert categories

· Determining recipients

· Executing administration reports

· Configuring SAPconnect

· Configuring alert processing

· Configuring alert confirmation with inbound processing

· Configuring UWL for viewing ALM alerts

	Internet Graphics Service (IGS) Administration
	· IGS administration via an ABAP interface

· Web Dynpro Java IGS administration via a Web interface 

· IGS monitoring with CCMS

· Ensuring Security

	Backup and Recovery
	· (     See chapter 5.1.5 Database Administration

	Background Jobs and Job Monitoring
	· Scheduling background jobs

· Administering background jobs

· Monitoring background jobs

· Troubleshooting

	Printing
	· Administer Output Requests

· Assigning Authorizations

· Defining Output Devices in the SAP System

· Analyzing Printing Problems

· Maintaining the Spool Database

	SAPconnect Communication Interface
	· Displaying and Managing Sent Messages

· Testing the Routing

· Managing Receipt Confirmations for Internet Messages

· Maintaining Inbound Distribution

· Reorganizing Documents

· Parallelizing Send Processes for Improved Performance

· Monitoring Send Operation and Troubleshooting

	Business Server Pages Administration
	· ICM (Internet Communication Manager)
· ICF (Internet Communication Framework)
· Security

· Tracing

· FQHN/FQDN – (Fully Qualified Host or Domain Name)

	Connectivity
	· RFC Administration

· Gateway Administration

· SAP JRA Administration 

· ICF Administration

· IDoc Administration

· Administration of ALE Functions

	Virtual Machine Container (VMC) Administration
	· Task on demand:
- Set up VM container
- Import urgent corrections

· Periodic Task:
- Check memory requirement
- Check number of Java VMs (Virtual Machine)

	Software Logistics
	

	Transport and Change Management
	· Performing Transports

· Approving or Rejecting Requests (Quality Assurance)

· Transport Workflow (Administration)

· Troubleshooting for transport problems

	Language Transport
	· Preparing to Import a Language

· Importing a Language

· Post-Import Actions

· Special Actions in the Language Transport

	Release and Quality Management of Software Changes
	· The CTS authorization concept enables you to configure the Transport Organizer so that only the project manager can release change requests for export.

· The Transport Management System (TMS) includes TMS Quality Assurance. This feature enables project managers to define different quality assurance steps for checking and monitoring the release of program changes.

· Before the final import into the production system, the transport administrator can again prevent waiting change requests from being imported, if their quality cannot be guaranteed.

	Software Maintenance
	· Import Support Package Stacks

· Install and update Add-Ons

· Implement individual corrections

	Troubleshooting
	

	Troubleshooting
	(     See chapter 5.1.8 Troubleshooting for SAP Web Application Server


5.2.2 Application Server Java (AS Java)

	Description
	Task / Process Flow

	Monitoring
	

	Monitoring
	· Restarting the J2EE Engine: Checking the JLaunch-Trace

· Availability: Setting Up a GRMG Scenario

· Monitoring System Availability with the NW Administrator

· Availability Monitoring in the Central Monitoring System

· Checking the Availability Without a Central System

· Display Central Reports

· Viewing Performance Reports

· Monitoring Performance and Resource Usage

· Monitoring and Displaying Log Files
(     -> see Run SAP Standard System Monitoring

	Management
	

	Management
	· Licensing the J2EE Engine

· Starting and Stopping the SAP System

· Configuration Tasks

· Backup and Recovery of the J2EE Engine

· Managing Security

· Deploying Applications

· Managing Applications

· Load Balancing of Java Applications

	Management – Regular Tasks in SLD
	· Update CR (Component Repository)-Content

· Backups

· Check Log File for Errors

· For more information, see Viewing SLD Logs

· System Data Clean-up

	Management – Administration Tasks in SLD
	(     -> see chapter 5.1 General Administration Tasks

	Software Logistics
	

	Usage Type DI
	· Security of the NWDI

· System Landscape Directory and Name Service

· Change Management Service

· Design Time Repository

· Component Build Service

· Monitoring the SAP NetWeaver Development Infrastructure

	Backing Up and Restoring the NWDI
	(     -> see chapter 5.2.2 Application Server Java (AS Java) 

	Software Maintenance
	· Import Support Package Stacks

· Importing Java Support Package Patches

	Adobe Document Services
	

	Adobe Document Services
	· Licensing Adobe Document Services

· Monitoring the Adobe Document Services EJB

· Logging and Tracing

	Adaptive Computing
	Best Practice Adaptive Computing in Run SAP Standard System Administration


5.2.3 EP Core (EPC) and Enterprise Portal (EP)

	Description
	Task / Process Flow

	Portal
	

	Monitoring
	(     -> see Run SAP Standard System Monitoring

	Management (Portal-Specific Activities)

Portal Administration Tasks by User Roles
	· Super Admin 
- Setting up the initial user management configuration.
- Assigning users to administration roles and delegating administrative responsibilities.
- Distributing the initial content shipped with the portal and assigning portal permissions.
· User Admin
- Creating and maintaining user accounts for the portal.
- Viewing user information.
- Resetting passwords.
- Creating, modifying, and deleting user groups.
- Assigning roles to users and groups, or vice versa. 
- Map portal user IDs to user IDs in systems connected to the portal for Single Sign-On (SSO) purposes.
- Viewing errors resulting from automated user replication
- Manually replicate user data from portal user management to external systems.
- Importing and exporting users, groups, and roles.

· Content Admin
- Creating portal objects and components that directly provide information to portal business users at runtime.
- Maintaining content in the portal

· System Admin
- Exporting and importing content objects.
- Uploading content and actions using XML scripts.
- Monitoring the portal.
- Assign user permissions to portal content.
- Defining portal user access rights to portal objects in the Portal Content Directory (PCD).
- Configuring the lock mechanism for PDC objects.
- Creating and editing systems, and maintaining system aliases.
- Configuring portal services using the Service Configuration Editor.
- Creating and managing portal desktops to suit your business scenario.
- Administering and managing content consumers and producers in a global portal network.
- Configuring DQE performance properties, controlling DQE sessions, and preloading system metadata to improve runtime performance.
- Accessing various support tools that assist with troubleshooting in the portal.

· Delegated User Admin
- Adding, modifying and deleting users belong to your company. 
- Assigning roles to your company users.
- Viewing user information.
- Resetting passwords.

	Management (Portal-Specific Activities)

Backup/Restore and Recovery
	(     -> see chapter 5.2.2 Application Server Java (AS Java)

	Management (Portal-Specific Activities)

Clearing the Portal Runtime Cache
	· To delete PRT cache table:
- In the browser, enter the following URL: 
- At the prompt, logon to the portal.
- Restart the J2EE engine.

	Management (Portal-Specific Activities)

Defining the Portal Gateway Mechanism
	· Customizing URLs to portal applications 

· Using aliases for custom URLs 

· Defining suitable portal pages for users based on their authorization level and authentication schemes

	Management (Portal-Specific Activities)

User Management
	(     -> see Run SAP Standard Security

	Management (Activities Performed on the AS Java Layer)
	· starting and stopping the portal
· load balancing
· clustering
· high availability

	Software Change Management
	· Transport and Change Management

· Support Packages and SAP Notes Implementation

· Release and Upgrade Management

	Visual Composer
	

	Monitoring
	(     -> see Run SAP Standard System Monitoring

	Management
	(     -> see chapter 5.2.2 Application Server Java (AS Java) 

(     -> see chapter 5.2.3 EP Core (EPC) and Enterprise Portal (EP) -> Enterprise Portal

	Knowledge Management
	

	Monitoring
	(     -> see Run SAP Standard System Monitoring

	Management – Task on Demand
	· Extending the configuration

· Creating indexes

· Configuring security settings

	Management – Periodic Task
	· Monitoring KM

· Backing up and restoring data

· Re-indexing and carrying out an incremental update of data sources

· Running reports

	Administration
	· Starting and Stopping Components

· Logon and Load Balancing

· User Management

· Data Backup and Restore

· Data Backup and Restore for TREX

	Software Logistics
	· Transport and Change Management

· Development Requests and Development Release Management

· Support Packages and SAP Note Integration

· Release and Upgrade Management

	Collaboration
	

	Monitoring
	(     -> see Run SAP Standard System Monitoring

	Management / Administration
	· System handling

· Modification of the available services for Collaboration

· Modification of the functions for searching and displaying user data

· Administration of room templates and room part templates

· Administration of rooms and room-specific functions

· Activation and deactivation of SCF service types (RTC, WebEx)

· Configuration of asynchronous Collaboration services

· Configuration of Groupware integration

	Software Logistics
	· Setting up the software landscape

· Maintaining your software

· Localization, rollout

· Integration of third-party products

	Guided Procedures
	

	Monitoring
	(     -> see Run SAP Standard System Monitoring

	Management / Administration
	· Start and Stop

· System Backup and Restore

	Software Logistics
	· Setting up the software landscapes

· Maintaining your software

· Localization and rollout

· Integration of third-party products

	Universal Worklist
	

	Monitoring
	(     -> see Run SAP Standard System Monitoring

	Software Logistics
	· Support packages and SAP Note implementation

· Release and upgrade management

	PDK for .NET
	

	Monitoring
	(     -> see Run SAP Standard System Monitoring

	Configuration and Management
	· Configuring and Managing Portal Runtime for .NET

· Configuring Portal-Side Settings


5.2.4 Business Intelligence (BI)

	Description
	Task / Process Flow

	Business Intelligence (BI)
	

	Monitoring
	(     -> see Run SAP Standard System Monitoring

	Administration
	(     -> see chapter 5.1 General Administration Tasks

	Software Logistics
	· Transport and Change Management 

· Quality and Test Management 

· Software Maintenance


5.2.5 Mobile Infrastructure (MI) 

	Description
	Task / Process Flow

	Mobile Infrastructure (MI)
	

	Monitoring
	(     -> see Run SAP Standard System Monitoring

	Management  - Task on Demand
	· Assign device configurations to groups/users

· Configuration of Mobile Devices

· Searching for and Deleting Obsolete Mobile Devices

· Administration of Mobile Components

· Assignment of Mobile Components to Users

· Setting Up the SAP MI on the Mobile Device

· Edit configuration data of Smart Synchronization

· Synchronizing Data Carriers with the Back End

· Creating and Managing System Messages

· Setting Up the SAP MI on the Mobile Device

· Uninstalling Mobile Devices

· Checking Client Configuration Files

· Transport SyncBO definitions

· Deletion of Obsolete Mobile IDs

· Consistency Check for SyncBOs of Type T51

· Upload and Download of BWAFMAPP Entries

	Management  - Periodic Task
	· Delete runtime history data

	Data Backup and Recovery
	· The different synchronization and recovery processes are performed using three systems (client, MI server and the back-end system).

· Under certain circumstances it is not possible to execute synchronization or recovery. When all systems are working again, it may be necessary to perform additional steps to recover data and ensure its consistency.

· Further information for backup, recovery and  system error scenario are described in the SAP-Help Portal.

	Software Logistics
	· Support Package Stacks and SAP Note Implementation

· Release and Upgrade Management


5.2.6 Process Integration (PI)

	Description
	Task / Process Flow

	Process Integration (PI)
	

	Monitoring
	(     -> see Run SAP Standard System Monitoring

	Management 
	· User Management

· Starting and Stopping

· Logging and Tracing

· Exchange Profile Maintenance

· Data Archiving

· Backup/Restore and Recovery

· Periodical Tasks:
- Archiving messages
- Deletion of messages and message table
- Deletion of history data
- Cache update/refresh
- Message queue processing
- Monitoring error situations of processes
- Monitoring of deadlines for processes
- Managing the correct processing of the event queue
- Clean-up of workflow system
- Processing of delayed messages
- Check status of IDoc adapter
- Performance monitoring
- Find and restart failed messages

	Software Logistics
	· Release and upgrade management

· Transport and change management

· System copy

· Support package stacks and notes implementation


5.2.7 Development Infrastructure (DI)

	Description
	Task / Process Flow

	Process Integration (PI)
	

	Monitoring
	(     -> see Run SAP Standard System Monitoring

	Management 
	· Security of the NWDI

· System Landscape Directory and Name Service

· Change Management Service

· Design Time Repository

· Component Build Service


5.3 Administration of Standalone Engines

	Description
	Task / Process Flow

	Search and Classification (TREX)
	

	Search and Classification (TREX) – Task on Demand
	· Start and stop TREX servers

· Optimize performance

· Configure security

· Software logistics

· Change the TREX host name

	Search and Classification (TREX) – Periodic Task
	· Monitor TREX

· Back up and restore data

· Troubleshoot

	SAP liveCache Technology
	

	SAP liveCache Technology – Task on Demand
	· Database Management (Starting / Stopping)

· Database instance failure with loss of data

· Damaged index

· Performance problems

· Database connection to another system required

· New database version available

· System copy required

	SAP liveCache Technology – Periodic Task
	· Daily
- Monitor the database instance and check if there are any alerts
- Monitor CPU usage
- Scheduling a Complete Data Backup 

· Weekly
- Archiving Backup Files
- Scheduling an Interactive Log Backup
- Scheduling a Database Structure Check
- DBA Planning Calendar
- Checking Database Structures
- Scheduling Updates of the SQL Optimizer Statistics

	RTC Application Sharing Server
	

	RTC Application Sharing Server – Task on Demand
	· Define the connection on the portal host to the new standalone RTC Application Sharing Server.

· Define general parameters for the Application Sharing Server.
· Define specific parameters for running Application Sharing Server in a clustered environment (optional).

· Configure J2EE Engine system and application thread settings.
· Configure browser settings on client machines to accept the RTC ActiveX control.

	RTC Application Sharing Server – Periodic Task
	· Monitor the Application Sharing Server to verify the Application Sharing Server configuration at setup, and to subsequently troubleshoot any problems that may occur during application sharing.

	Precalculation Server (BI) / MS Excel Integration
	

	Precalculation Server (BI) – Task on Demand
	· Setting standard workbooks

· Setting BEx themes

	Precalculation Server (BI) – Periodic Task
	· Administrating precalculation servers

	SAP Content Server 
	

	SAP Content Server – Task on Demand
	· Start and stop server

· Manage repositories

· Make security settings

· Save logs

· Optimize performance of cache server use

· Trouble-Shooting

	SAP Content Server – Periodic Task
	· Create database backup

· Monitor content server and cache server

	SAP NetWeaver Landscape-Wide Job Scheduler
	

	SAP NetWeaver Landscape-Wide Job Scheduler 
	(     -> see Run SAP Standard Job Scheduling Management

	SAP Web Dispatcher
	

	SAP Web Dispatcher
	· Start and stop

· Parameterization/configuration

· Administration & Monitoring 

· Communication with the message server / application server using SSL

· Handling HTTPS requests 

· Setting up error handling

· High availability

	Standalone Enqueue Server
	

	Standalone Enqueue Server – Task on Demand
	· Check installation of the replication server

· Set Profile Parameters

· Importing Patches

	Standalone Enqueue Server – Periodic Task
	· Monitoring


5.4 Administration of Client Programs

	Description
	Task / Process Flow

	Administration of Client Programs
	

	SAP NetWeaver Developer Studio
	· Working with the Developer Studio

	SAP NetWeaver Business Client
	· Internet Communication Manager (ICM)

· Internet Communication Framework (ICF)

· Security

· Fully Qualified Domain Names (FQDN)

· Host Name Conventions

· URL Generation

· Scripting Settings

· Role Maintenance

· Profile Parameter for Replacing SAP Easy Access Menu

	J2SE Adapter Engine (PI/XI)
	· Installation

· Configuration








